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Abstra
tWithin the domain of wireless 
omputer networks, this thesis examines these
urity issues related to prote
tion of pa
ket routing in ad ho
 networks(MANETs). This thesis 
lassi�es the di�erent possible atta
ks and examinesin detail the 
ase of OLSR (Optimized Link State Routing proto
ol). Wepropose a se
urity ar
hite
ture based on adding a digital signature, as well asmore advan
ed te
hniques su
h as: reuse of previous topology informationto validate the a
tual link state, 
ross-
he
k of advertised routing 
ontroldata with the node's geographi
al position, and intra-network misbehaviordete
tion and elimination via �ow 
oheren
e 
ontrol or passive listening.Countermeasures in 
ase of 
ompromised routers are also presented. Thisthesis also assesses the pra
ti
al problems 
on
erning the 
hoi
e of a suit-able symmetri
 or asymmetri
 
ipher, the alternatives for the algorithm of
ryptographi
 keys distribution, and the sele
tion of a method for signaturetimestamping. KeywordsAd ho
 network, routing, link state, OLSR, se
urity, digital signature



RésuméCette thèse examine les problématiques de sé
urité liées à la prote
tion duroutage dans les réseaux ad ho
 (MANETs). La thèse 
lassi�e les di�érentesattaques qui peuvent être portées et examine en détail le 
as du proto
oleOLSR (Optimized Link State Routing). Une ar
hite
ture de sé
urisationbasée sur l'ajout d'une signature numérique est étudiée et proposée. D'autres
ontre-mesures plus élaborées sont également présentées. Ces dernières in-
luent: la réutilisation d'informations topologiques pré
édentes pour validerl'état de lien a
tuel, l'évaluation de la véridi
ité des messages par analyse
roisée ave
 la position géographique d'un noeud, et la déte
tion des 
om-portements suspe
ts à l'intérieur du réseau par le 
ontr�le de 
ohéren
e des�ux ou l'é
oute passif. La thèse analyse aussi les problèmes pratiques liéesà la 
hoix de l'algorithme de signature et la distributions des 
lés 
ryp-tographiques, et propose aussi des parades même en présen
e de noeuds
ompromis. Mots 
lésRéseau ad ho
, routage, état de lien, OLSR, sé
urité, signature numérique
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ForewordMy work examines the se
urity issues related to the prote
tion of the routingproto
ol in ad ho
 networks, and more spe
i�
ally of the OLSR proto
ol.OLSR has been developed by the HIPERCOM proje
t group1 at INRIA,the National Resear
h Institute in Computer S
ien
e and Control, based inRo
quen
ourt, Fran
e.OLSR was not designed with se
urity in mind. Consequently, it is easy to�nd ways to mali
iously perturb the 
orre
t fun
tioning of the proto
ol. Theaim of my do
toral resear
hes, 
arried out in the HIPERCOM workgroup,was to explore the possible atta
ks and 
ountermeasures to se
ure OLSR.This has led to the design of se
urity extensions for OLSR, des
ribed in �vepapers published in international 
onferen
es [2, 130, 131, 132, 4℄ and in anINRIA Resear
h Report [3℄. I have also 
ontributed in the writing of anInternet-Draft [30℄.Stru
ture of the thesisChapter 1 introdu
es the domain of wireless networking dis
ussing the dif-ferent types of ar
hite
tures, and introdu
es the ad ho
 networks by givingexamples of routing proto
ols and a detailed overview of OLSR.Chapter 2 handles the problem of system se
urity, explaining the basi
s of
ryptography. Chapter 3 provides a taxonomy of the atta
ks at the routinglevel in MANETs, and more spe
i�
ally of the atta
ks against the OLSRproto
ol.Chapter 4 outlines the 
ountermeasures that 
an be taken in order tose
ure a wireless network, and gives some basi
 me
hanisms (relying mainlyon digests and digital signatures) to prote
t di�erent routing proto
ols. Abasi
 me
hanism designed to se
ure the OLSR proto
ol is expounded inChapter 5.Chapter 6 debates the major 
hoi
es that must be done in order to sele
ta suitable 
ryptographi
 ar
hite
ture, and dis
usses problemati
s related tothe implementation of a Publi
 Key Infrastru
ture on an ad ho
 network,1http://hiper
om.inria.fr/olsr



14 FOREWORDwith a proposal for OLSR. Chapter 7 o�ers a detailed view over the problemof a 
orre
t timestamping.Chapter 8 introdu
es the topi
 of more advan
ed te
hniques to se
urethe routing proto
ol, in parti
ular when the network has been 
ompromisedfrom the inside. The subsequent 
hapters present di�erent studies 
on
erningelaborated prote
tion te
hniques for OLSR. Chapter 9 examines the inser-tion of old topology information in 
ontrol messages to validate the a
tuallink state, and Chapter 10 examines the use of GPS devi
es to 
ross-
he
kadvertised routing 
ontrol data with information regarding the node's geo-graphi
al position. Another dete
tion te
hnique, presented in Chapter 11,
onsists in the dete
tion of intra-network misbehaviors; this is done by pas-sive listening or 
ontrols on �ow 
oheren
e. Last, Chapter 12 
on
ludes thethesis.Appendix A is an extended résumé of the thesis in the Fren
h language;every 
hapter of the thesis is 
ondensed into a se
tion of the résumé.Style 
onventionsThis thesis utilizes the following style 
onventions:A;B;C; : : :t0TATA(t0)x 0A! B : fMgAhX; pX ; TXiHELLOOriginator Address
nodestime at instant 0timestamp generated by Atimestamp generated by A at instant 0store the value 0 in xA sends the message M , signed by A, to BtupleOLSR (or derived proto
ol) 
ontrol message�eld of an OLSR message or pa
ketA
knowledgementsThis do
toral thesis has been 
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h
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Chapter 1Introdu
tion to wirelessnetworkingIn wireless networks [102, 45℄, 
omputers are 
onne
ted and 
ommuni
atewith ea
h other not by a visible medium, but by emissions of ele
tromagneti
energy in the air.The most widely used transmission support is radio waves. Wirelesstransmissions utilize the mi
rowave spe
tre: the available frequen
ies aresituated around the 2.4 GHz ISM (Industrial, S
ienti�
 and Medi
al) bandfor a bandwidth of about 83 MHz, and around the 5 GHz U-NII (Unli
ensed-National Information Infrastru
ture) band for a bandwidth of about 300MHz divided into two parts. The exa
t frequen
y allo
ations are set bylaws in the di�erent 
ountries; the same laws also regulate the maximumallotted transmission power and lo
ation (indoor, outdoor). Su
h a wirelessradio network has a range of about 10�100 meters to 10 Km per ma
hine,depending on the emission power, the data rate, the frequen
y, and the typeof antenna used. Many di�erent models of antenna 
an be employed: omnis(omnidire
tional antennas), se
tor antennas (dire
tional antennas), yagis,paraboli
 dishes, or waveguides (
antennas).The other type of transmission support is the infrared. Infrared rays
annot penetrate opaque materials and have a smaller range of about 10meters. For these reasons, infrared te
hnology is mostly used for small de-vi
es in WPANs (Wireless Personal Area Networks), for instan
e to 
onne
ta PDA to a laptop inside a room.1.1 StandardsThere are presently three main standards for wireless networks: the IEEE802.11 family, HiperLAN, and Bluetooth.



STANDARDS 171.1.1 IEEE 802.11IEEE 802.11 [108℄ is a standard issued by the IEEE (Institute of Ele
tri
aland Ele
troni
s Engineers). From the point of view of the physi
al layer, itde�nes three non-interoperable te
hniques: IEEE 802.11 FHSS (Frequen
yHopping Spread Spe
trum) and IEEE 802.11 DSSS (Dire
t Sequen
e SpreadSpe
trum), whi
h use both the radio medium at 2.4 GHz, and IEEE 802.11IR (InfraRed). The a
hieved data rate is 1�2 Mbps. This spe
i�
ation hasgiven birth to a family of other standards:IEEE 802.11a [71℄ (marketed as Wi-Fi5) operates in the 5 GHz U-NIIband using the OFDM (Orthogonal Frequen
y Division Multiplexing)transmission te
hnique, and has a maximum data rate of 54 Mbps.IEEE 802.11a is in
ompatible with 802.11b, be
ause they use di�erentfrequen
ies.IEEE 802.11b [72℄ (marketed as Wi-Fi) is the de fa
to standard in wirelessnetworking, and operates in the 2.4 GHz ISM band. The data rateis 1, 2, 5 or 11 Mbps, automati
ally adjusted depending on signalstrength. The transmission range depends on the data rate, varyingfrom 50 meters indoor (200 meters outdoor) for 11 Mbps, to 150 metersindoor (500 meters outdoor) for 1 Mbps; the transmission range is alsoproportional to the signal power.IEEE 802.11g [73℄ operates in the 2.4 GHz band and has a data rate ofup to 20 Mbps. It uses both OFDM and DSSS to ensure 
ompatibilitywith the IEEE 802.11b standard.Another standard 
urrently under development, IEEE 802.16 [75℄ (marketedasWiMAX), is designed for WMANs (Wireless Metropolitan Area Networks)and therefore to over
ome the range limitations of IEEE 802.11. It operateson frequen
ies from 10 to 66 GHz, and should ensure network 
overage forseveral square Km. From the IEEE 802.16 standard derives IEEE 802.16a,that operates on the 2-11 GHz band and should solve the line-of-sight prob-lems deriving from using the 10-66 GHz band.Channel a

ess te
hniquesThe 
ru
ial point in 
hannel a

ess te
hniques for wireless networks is that itis not possible to transmit and to sense the 
arrier for pa
ket 
ollisions at thesame time. Therefore there is no way to implement a CSMA/CD (CarrierSense Multiple A

ess / Collision Dete
tion) proto
ol su
h as in the wiredEthernet.IEEE 802.11 uses a 
hannel a

ess te
hnique of type CSMA/CA, whi
h ismeant to perform Collision Avoidan
e (or at least to try to). The CSMA/CAproto
ol states that a node, upon sensing that the 
hannel is busy, must
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ing before attempting to transmit, then 
hoose arandom delay depending on the Contention Window.The re
eption of a pa
ket is a
knowledged by the re
eiver to the sender.If the sender does not re
eive the a
knowledgement pa
ket, it waits for adelay a

ording to the binary exponential ba
ko� algorithm, whi
h statesthat the Contention Window size is doubled at ea
h failed try.Uni
ast data pa
kets are sent using a more reliable me
hanism. Thesour
e transmits a RTS (Request To Send) pa
ket for the destination, whi
hreplies with a CTS (Clear To Send) pa
ket upon re
eption. If the sour
e
orre
tly re
eives the CTS, it sends the data pa
ket.1.1.2 HiperLANHiperLAN (High Performan
e Radio LAN) is a standard issued by the ETSI(European Tele
ommuni
ations Standard Institute), and a 
ompetitor ofIEEE 802.11. It de�nes two kinds of networks:HiperLAN 1 [42℄ uses the 5 GHz band and o�ers a data rate of 10�20Mbps.HiperLAN 2 [44, 43℄ uses the 5 GHz band and o�ers a data rate up to 54Mbps.A related standard is HiperMAN, rival of IEEE 802.16 and aimed at provid-ing metropolitan area 
overage. It operates in the 2�11 GHz band.1.1.3 BluetoothBluetooth1 is a standard designed by a 
onsortium of private 
ompanies su
has Agere, Eri
sson, IBM, Intel, Mi
rosoft, Motorola, Nokia and Toshiba.Bluetooth operates in the 2.4 GHz band using FHSS and has a short rangeof a
tion of about 10 meters. For su
h 
hara
teristi
s and its low 
ost,Bluetooth is �t for small WPANs and is also employed to 
onne
t peripheralssu
h as keyboards, printers, or mobile phone headsets. Bluetooth radiote
hnology works in a master-slave fashion, and ea
h devi
e 
an operate asmaster or as slave. Communi
ations are organized in small networks 
alledpi
onets, ea
h pi
onet being 
omposed of a master and 1�7 a
tive slaves.Multiple pi
onets 
an overlap to form a s
atternet.1.2 Ar
hite
tureA wireless network 
an be stru
tured to fun
tion in either BSS (Basi
 Ser-vi
e Set) or IBSS (Independent Basi
 Servi
e Set) mode. The two modesa�e
t the topology and the mobility 
apabilities of the ma
hines (nodes) that
ompose the network.1http://www.bluetooth.org
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Figure 1.1: BSS mode: an A

ess Point and its network 
ell.1.2.1 BSS modeIn BSS mode, also 
alled infrastru
ture mode, a number of mobile nodes arewirelessly 
onne
ted to a non-mobile A

ess Point (AP), as in Figure 1.1.Nodes 
ommuni
ate via the AP, whi
h may also provide 
onne
tivity withan external wired network e.g. the Internet. Several BSS networks may bejoined to form an ESS (Extended Servi
e Set).1.2.2 IBSS modeThe IBSS mode, also 
alled peer to peer or ad ho
 mode, allows nodes to
ommuni
ate dire
tly (point-to-point) without the need for an AP, as inFigure 1.2. There is no �xed infrastru
ture. Nodes need to be in range withea
h other in order to 
ommuni
ate.1.2.3 Ad ho
 networkAn ad ho
 network, or MANET (Mobile Ad ho
 NETwork), is a network
omposed only of nodes, with no A

ess Point. Messages are ex
hangedand relayed between nodes. In fa
t, an ad ho
 network has the 
apabilityof making 
ommuni
ations possible even between two nodes that are not
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Figure 1.2: IBSS mode.in dire
t range with ea
h other: pa
kets to be ex
hanged between thesetwo nodes are forwarded by intermediate nodes, using a routing algorithm.2Hen
e, a MANET may spread over a larger distan
e, provided that its endsare inter
onne
ted by a 
hain of links between nodes (also 
alled routers inthis ar
hite
ture). In the ad ho
 network shown in Figure 1.3, node A 
an
ommuni
ate with node D via nodes B and C, and vi
e versa.A sensor network is a spe
ial 
lass of ad ho
 network, 
omposed of devi
esequipped with sensors to monitor temperature, sound, or any other environ-mental 
ondition. These devi
es are usually deployed in large number andhave limited resour
es in terms of battery energy, bandwidth, memory, and
omputational power.1.3 Advantages and disadvantagesA wireless network o�ers important advantages with respe
t to its wiredhomologue:� The main advantage is that a wireless network allows the ma
hines to2An ad ho
 network must not be 
onfused with a network in ad ho
 mode. In ad ho
mode, nodes do not relay pa
kets (multihop not implemented).
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A

B C
D

Figure 1.3: An ad ho
 network.be fully mobile, as long as they remain in radio range.� Even when the ma
hines do not ne
essarily need to be mobile, a wire-less network avoids the burden of having 
ables between the ma
hines.From this point of view, setting a wireless network is simpler and faster.In several 
ases, be
ause of the nature and topology of the lands
ape,it is not possible or desirable to deploy 
ables: battle�elds, sear
h-and-res
ue operations, or standard 
ommuni
ation needs in an
ientbuildings, museums, publi
 exhibitions, train stations, or inter-buildingareas.� While the immediate 
ost of a small wireless network (the 
ost of thenetwork 
ards) may be higher than the 
ost of a wired one, extendingthe network is 
heaper. As there are no wires, there is no 
ost for ma-terial, installation and maintenan
e. Moreover, mutating the topologyof a wireless network � to add, remove or displa
e a ma
hine � is easy.On the other hand, there are some drawba
ks that need to be pondered:� The strength of the radio signal weakens (with the square of the dis-tan
e), hen
e the ma
hines have a limited radio range and a restri
ted
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ope of the network. This 
auses the well-known hidden station prob-lem [149℄: 
onsider three ma
hines A, B and C, where both A and Care in radio range of B but they are not in radio range of ea
h other.This may happen be
ause the A�C distan
e is greater than the A�Band B � C distan
es, as in Figure 1.4, or be
ause of an obsta
le be-tween A and C. The hidden station problem o

urs whenever C istransmitting: when A wants to send to B, A 
annot hear that B isbusy and that a message 
ollision would o

ur, hen
e A transmits whenit should not; and when B wants to send to A, it mistakenly thinks thatthe transmission will fail, hen
e B abstains from transmitting when itwould not need to.
A B C

Figure 1.4: The hidden station problem.� The site variably in�uen
es the fun
tioning of the network: radio wavesare absorbed by some obje
ts (bri
k walls, trees, earth, human bodies)and re�e
ted by others (fen
es, pipes, other metalli
 obje
ts, water).Wireless networks are also subje
t to interferen
es by other equipmentthat shares the same band, su
h as mi
rowave ovens and other wirelessnetworks.� Considering the limited range and possible interferen
es, the data rateis often lower than that of a wired network. However, nowadays somestandards o�er data rates 
omparable to those of Ethernet.� Due to limitations of the medium, it is not possible to transmit and tolisten at the same time, therefore there are higher 
han
es of message
ollisions. Collisions and interferen
es make message losses more likely.
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omputers, the ma
hines have limited battery and 
om-putation power. This may entail high 
ommuni
ation laten
y: ma-
hines may be o� most of the time (doze state i.e. power-saving mode)and turning on their re
eivers periodi
ally, therefore it is ne
essary towait until they wake up and are ready to 
ommuni
ate.� As data is transmitted over Hertzian waves, wireless networks are in-herently less se
ure (see Chapter 3). In fa
t, transmissions betweentwo 
omputers 
an be eavesdropped by any similar equipment thathappens to be in radio range.1.4 Routing proto
ols for ad ho
 networksIn ad ho
 networks, to ensure the delivery of a pa
ket from sender to des-tination, ea
h node must run a routing proto
ol and maintain its routingtables in memory.Routing proto
ols 
an be 
lassi�ed into the following 
ategories: rea
tive,proa
tive, and hybrid. There exists nowadays almost one hundred routingproto
ols, many standardized by the IETF (Internet Engineering Task For
e)and others still at the stage of Internet-Draft. This se
tion gives, for ea
h
ategory, an overview of the most important ones.1.4.1 Rea
tive proto
olsUnder a rea
tive (also 
alled on-demand) proto
ol, topology data is givenonly when needed. Whenever a node wants to know the route to a destinationnode, it �oods the network with a route request message. This gives aredu
ed average 
ontrol tra�
, with bursts of messages when pa
kets needbeing routed, and an additional delay due to the fa
t that the route is notimmediately available.� DSR (Dynami
 Sour
e Routing) [83, 82℄ uses a sour
e routing me
ha-nism, i.e. the 
omplete route for the pa
ket is in
luded in the pa
ketheader. This avoids path loops. To dis
over a route, a node �oodsa Route Request and awaits the answers; any re
eiving node adds itsaddress to the Route Request and retransmits the pa
ket. On
e thepa
ket has rea
hed its �nal destination node, the latter reverses theroute and sends the Route Reply pa
ket. This is possible if the MACproto
ol permits bidire
tional 
ommuni
ations; otherwise, the desti-nation node performs another route dis
overy ba
k to the originator.Every node maintains also a route 
a
he, whi
h avoids doing a routedis
overy for already known routes. A me
hanism of route mainte-nan
e allows the originator node to be alerted about link breaks in theroute.
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 On-demand Distan
e Ve
tor routing) [119, 121℄ is adistan
e ve
tor routing proto
ol, i.e. routes are advertised as a ve
torof dire
tion and distan
e. To avoid the Bellman-Ford "
ounting toin�nity" problem and routing loops, sequen
e numbers are utilized for
ontrol messages. To �nd a route to a destination, a node broad
asts aRREQ (Route REQuest) message. The RREQ is relayed by re
eivingnodes until it rea
hes the destination or an intermediate node with afresh route (i.e. a route with an asso
iated sequen
e number equal orgreater than that of the RREQ) to destination. Afterward, a RREP(Route REPly) message is uni
ast by the destination to the originatorof the RREQ. RERR (Route ERRor) messages are used to notify nodesabout link breaks.� DSDV (Destination-Sequen
ed Distan
e-Ve
tor routing) [120℄ is an-other distan
e ve
tor routing proto
ol, whi
h requires ea
h node toadvertise its routing table to its neighbors. Route information 
ontainsa route sequen
e number, the destination's address, the destination'sdistan
e in hops, and the sequen
e number of the information re
eivedregarding the destination as stamped by the destination itself.1.4.2 Proa
tive proto
olsIn opposition, proa
tive (also 
alled periodi
 or table driven) proto
ols are
hara
terized by periodi
 ex
hange of topology 
ontrol messages. Nodesperiodi
ally update their routing tables. Therefore, 
ontrol tra�
 is moredense but 
onstant, and routes are instantly available.� OLSR (Optimized Link State Routing) is a link state routing proto
ol,des
ribed in detail in Se
tion 1.4.4.� OSPF (Open Shortest Path First) [110, 32℄ is another link state routingproto
ol, issued from the very �rst link state proto
ols used in theARPANET pa
ket swit
hing network. OSPF maintains informationabout network topology in a database stored in every node. From thisdatabase, every node builds a shortest-path tree to route a pa
ket toits destination. Neighbor dis
overy is a

omplished through ex
hangeof HELLO pa
kets.� FSR (Fisheye State Routing) [54, 118℄ is a s
alability-supporting linkstate proto
ol. Ea
h node broad
asts link state information of a desti-nation to its neighbors, with a frequen
y inversely proportional to thedestination's distan
e in hops; i.e. information about distant nodes isbroad
ast less often. Therefore, every node has a pre
ise knowledge ofits lo
al neighborhood while knowledge of distant nodes is less pre
ise
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e the name �Fisheye�). This makes the routing of a pa
ket a

u-rate near the sour
e and the destination. FSR is pro�
ient in handlinglarge networks.� TBRPF (Topology dissemination Based on Reverse-Path Forwarding)[115℄ is a link state proto
ol in whi
h ea
h node builds a sour
e treeusing partial topology information stored in its topology table. Thetree provides paths to all rea
hable nodes and is 
omputed using amodi�ed Dijkstra algorithm. Ea
h node periodi
ally shares part of itstree with its neighbors. Di�erential HELLO messages, whi
h reportonly 
hanges in neighbors' status, are used for neighbor dis
overy.� ADV (Adaptive Distan
e Ve
tor routing) [18℄ is a proa
tive proto
ol,but with some rea
tive 
hara
teristi
s. Ea
h node shares its route infor-mation with its neighbors, a

ording to the Distributed Bellman-Forddistan
e ve
tor algorithm. However, in ADV a node maintains onlyroutes to nodes that are 
urrently re
eivers of any a
tive 
onne
tion.Furthermore, the frequen
y of route updates varies depending on theload and mobility of the network. ADV therefore qui
kly adapts itselfto sudden 
hanges on the network load.� STAR (Sour
e Tree Adaptive Routing) [49℄ uses a sour
e tree, 
om-puted by every node, in order to route pa
kets. Every node then sharesits whole tree with its neighbors.� LANMAR (LANdMARk routing) [52, 53℄ is a routing proto
ol aimedat large networks divided into logi
al groups. It assumes that everynode is identi�ed by an addressing s
heme 
ontaining the group IDand host ID. Nodes use a s
oped routing proto
ol, e.g. FSR, to learnroutes to nearby nodes. Every group ele
ts a landmark; pa
kets arerouted towards the landmark 
orresponding to the group ID of thedestination, then delivered dire
tly to the destination.� WRP (Wireless Routing Proto
ol) [111℄ is based on a path-�ndingalgorithm that redu
es the probability or routing loops. In WRP, ea
hnode shares its routing tables with its neighbors, by 
ommuni
atingthe distan
e and se
ond-to-last hop to ea
h destination. Nodes sendan a
knowledgement upon re
eption of update routes. Ea
h nodesmaintain a distan
e table, a routing table, a link-
ost table, and amessage retransmission list.� WIRP (Wireless Internet Routing Proto
ol) [48℄ is a routing proto
oldesigned to operate with Wireless Internet Gateways (WINGs), im-proved self-adapting routers for the wireless ad ho
 environment. Theradio devi
e is 
ontrolled by the FAMA-NCS proto
ol, whi
h elimi-nates the hidden station problem in single-
hannel networks. WIRP



26 INTRODUCTION TO WIRELESS NETWORKINGinteroperates with FAMA-NCS for the link sensing me
hanism. Ea
hnode builds a hierar
hi
al routing tree and distributes it in
rementallyto its neighbors, by 
ommuni
ating only the distan
e and the se
ond-last-hop to ea
h destination. Route updates must be a
knowledged byea
h node.1.4.3 Hybrid proto
olsHybrid proto
ols have both the rea
tive and proa
tive nature. Usually, thenetwork is divided into regions, and a node employs a proa
tive proto
olfor routing inside its near neighborhood's region and a rea
tive proto
ol forrouting outside this region.� ZRP (Zone Routing Proto
ol) [57℄ de�nes for every node a radius (innumber of hops) inside whi
h pa
kets are routed using a proa
tiverouting proto
ol. Routes for nodes outside the radius are dis
overedusing a rea
tive routing proto
ol. The working mode of ZRP is spe
-i�ed lo
ally by IARP (IntrAzone Routing Proto
ol) [59℄, and for therest of the network (outside the radius) by IERP (IntErzone RoutingProto
ol) [58℄.� CBRP (Cluster Based Routing Proto
ol) [81℄ divides the network intooverlapping or disjoint node 
lusters, ea
h 
luster being 2 hops in diam-eter. For every 
luster, the 
luster head node has the duty of ex
hang-ing route dis
overy messages with other 
luster heads. A proa
tiverouting proto
ol is used inside every 
luster, while inter-
luster routesare dis
overed rea
tively via route requests.1.4.4 The Optimized Link State Routing proto
olThe Optimized Link State Routing (OLSR) proto
ol [31, 79, 29℄ is a proa
tivelink state routing proto
ol for ad ho
 networks.The 
ore optimization of OLSR is the �ooding me
hanism for distributinglink state information, whi
h is broad
ast in the network by sele
ted nodes
alled Multipoint Relays (MPR). As a further optimization, only partial linkstate is di�used in the network. OLSR provides optimal routes (in terms ofnumber of hops) and is parti
ularly suitable for large and dense networks.Spe
i�
ations of the proto
ol were �rst des
ribed in an Internet-Draft inFebruary 2000, and were �nalized in RFC 3626 [31℄ in O
tober 2003; thereis also a draft for the version 2 of the proto
ol [27℄. Several implementationsexist at this day: OOLSR (the original, obje
t-oriented implementation ofOLSR by INRIA HIPERCOM), nlrolsrd (by the U.S. Naval Resear
h Lab-oratory), OLSR_Niigata (by Niigata University), Qolyester (a Quality-of-Servi
e enhan
ed version by LRI), OLSR11win (by the GRC, UniversitatPolitè
ni
a de Valèn
ia), the olsr.org OLSR daemon (by UniK, University of



ROUTING PROTOCOLS FOR AD HOC NETWORKS 270 1 2 30 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Pa
ket Length | Pa
ket Sequen
e Number |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Message Type | Vtime | Message Size |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Originator Address |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Time To Live | Hop Count | Message Sequen
e Number |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: MESSAGE :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Message Type | Vtime | Message Size |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Originator Address |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Time To Live | Hop Count | Message Sequen
e Number |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: MESSAGE :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+: :Figure 1.5: OLSR pa
ket format.Oslo), H-OLSR (by Hita
hi, Ltd.), and CRC OLSR (by the Communi
ationResear
h Centre in Canada). A multi
ast extension [95℄ has been proposedand is the obje
t of an Internet-Draft (MOLSR) [80℄.OLSR message and pa
ket formatOLSR 
ontrol messages are 
ommuni
ated using a transport proto
ol de�nedby a general pa
ket format, given in Figure 1.5. Ea
h pa
ket en
apsulatesseveral 
ontrol messages into one transmission.Control tra�
 in OLSR is ex
hanged through two di�erent types of mes-sages: HELLO and TC (Topology Control) messages. HELLO messages,shown in Figure 1.6, are ex
hanged periodi
ally among neighbor nodes, inorder to dete
t links to neighbors and to signal MPR sele
tion. TC messages,shown in Figure 1.7, are periodi
ally �ooded to the entire network, in orderto di�use link state information to all nodes.The other OLSR 
ontrol messages are MID (Multiple Interfa
e De
lara-tion) and HNA (Host and Network Asso
iation). MID and HNA messages areemitted only by nodes that have multiple interfa
es. To avoid 
ollisions, theOLSR proto
ol adds an amount of jitter to the interval at whi
h all 
ontrol



28 INTRODUCTION TO WIRELESS NETWORKINGmessages are generated.While messages may potentially be broad
ast to the entire network, pa
k-ets are transmitted only between neighbor nodes. The unit of informationsubje
t to being forwarded is a �message�. An individual OLSR 
ontrol mes-sage 
an be uniquely identi�ed by its Originator Address and MessageSequen
e Number (MSN), both from the message header. The OriginatorAddress �eld spe
i�es the originator of a message, and does not 
hange asthe message is relayed around the network; the address 
ontained in this�eld is di�erent (ex
ept at the �rst hop, when the message is 
reated) fromthe IP header sour
e address, whi
h is 
hanged at ea
h hop to the addressof the retransmitting node.A node may re
eive the same message several times. Therefore, to avoidpro
essing and sending multiple times the same message, a node re
ordsinformation about ea
h re
eived message. This information is stored in atuple 
onsisting of the message's originator address, the MSN, a booleanvalue indi
ating whether the message has already been retransmitted, thelist of interfa
es on whi
h the message has been re
eived, and the tuple'sexpiration time. All tuples are maintained in the Dupli
ate Set (also knownas Dupli
ate Table) of the node.The 
ommon pa
ket format allows individual messages to be piggyba
kedand transmitted together in one emission, if allowed by the MTU size. There-fore di�erent kind of 
ontrol messages 
an be emitted together, althoughpro
essed and forwarded di�erently in ea
h node; e.g. HELLO messages arenot forwarded while all other 
ontrol messages are.OLSR does not handle uni
ast 
ommuni
ations: a message from a nodeis either transmitted to all its neighbors or to all nodes in the network.HELLO messages 
ontain a list of neighbors from whi
h 
ontrol tra�
 hasbeen heard (but with whi
h bidire
tional 
ommuni
ation is not yet
on�rmed), a list of neighbors with whi
h bidire
tional 
ommuni
ationhas been established, and a list of neighbors that have been sele
tedto a
t as a Multipoint Relay for the originator of the HELLO message.Ea
h Neighbor Interfa
e Address �eld 
ontains the address of anadvertised neighbor, and the relevant Link Code �eld 
ontains its linkstatus as a 
ombination of Link Type and Neighbor Type. Table 1.1lists the 
onstants' values for this last �eld, as spe
i�ed by the proto
oldo
umentation [31℄.Upon re
eiving a HELLO message, a node examines the lists of ad-dresses. If its own address is in
luded in the addresses en
oded in theHELLO message, bidire
tional 
ommuni
ation is possible (symmetri
allink) between the originator and the re
ipient of the HELLO message,i.e. the node itself.In addition to information about neighbor nodes, periodi
 ex
hange



ROUTING PROTOCOLS FOR AD HOC NETWORKS 29Link TypesUNSPEC_LINK No informationASYM_LINK Link is asymmetri
al, i.e. neighbor is heardSYM_LINK Link is symmetri
alLOST_LINK Link has been lostNeighbor TypesSYM_NEIGH Neighbor is symmetri
MPR_NEIGH Neighbor has been sele
ted as MPRNOT_NEIGH Node is no longer / not yet symmetri
 neighborTable 1.1: Constants for the Link Code �eld in a HELLO.of HELLO messages allows ea
h node to maintain information des
rib-ing the links between neighbor nodes and nodes whi
h are two hopsaway. This information is re
orded in a nodes 2-hop neighbor set andis utilized for MPR optimization.HELLO messages are ex
hanged periodi
ally between neighbor nodesonly, and are not forwarded further.TC messages have the purpose to di�use link state information, and morepre
isely information about the �last hop�, to the entire network. ATC message 
ontains a set of symmetri
 neighbors (i.e. neighborswhi
h have at least one symmetri
al link with the originator of theTC message) [28℄, ea
h one 
ontained in a Advertised Neighbor MainAddress �eld. TC messages are periodi
ally �ooded to the entire net-work, exploiting the MPR optimization. Only nodes whi
h have beensele
ted as an MPR generate (and relay) TC messages.The TC message bears an ANSN �eld whi
h 
ontains the AdvertisedNeighbor Sequen
e Number. This number is asso
iated with the node'sadvertised neighbor set, and is in
remented ea
h time the node dete
tsa 
hange in this set.MID messages are emitted only by a node with multiple OLSR interfa
es,in order to announ
e information about its interfa
e 
on�guration tothe network. A MID message 
ontains a list of addresses, ea
h addressbelonging to an OLSR interfa
e of the sending node.HNA messages are emitted only by a node with multiple non-MANET in-terfa
es, and have the purpose of providing 
onne
tivity from a OLSRnetwork to a non-OLSR network. The gateway sends HNA messages
ontaining a list of addresses of the asso
iated networks and their net-masks.
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0 1 2 30 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Reserved | Htime | Willingness |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Link Code | Reserved | Link Message Size |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Neighbor Interfa
e Address |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Neighbor Interfa
e Address |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+: . . . :: :+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Link Code | Reserved | Link Message Size |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Neighbor Interfa
e Address |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Neighbor Interfa
e Address |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+: :Figure 1.6: HELLO message format.
0 1 2 30 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| ANSN | Reserved |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Advertised Neighbor Main Address |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Advertised Neighbor Main Address |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| . . . |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+Figure 1.7: TC message format.
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tion and signalingThe OLSR ba
kbone for message �ooding is 
omposed of Multipoint Relays.Ea
h node must sele
t MPRs from among its symmetri
 neighbor nodes su
hthat a message emitted by a node and repeated by the MPR nodes will bere
eived by all nodes two hops away. In fa
t, in order to a
hieve a network-wide broad
ast, a broad
ast transmission needs only be repeated by just asubset of the neighbors: this subset is the MPR set of the node. Hen
e onlyMPR nodes relay TC, MID, and HNA messages.Figure 1.8 shows the node in the 
enter, with neighbors and 2-hop neigh-bors, broad
asting a message. In (a) all nodes retransmit the broad
ast,while in (b) only the MPRs of the 
entral node retransmit the broad
ast.

(a) (b)Figure 1.8: Pure �ooding and MPR �ooding.The MPR set of a node is 
omputed heuristi
ally [129℄. MPR sele
tion isperformed based on the 2-hop neighbor set re
eived through the ex
hange ofHELLO messages, and is signaled through the same me
hanism. Ea
h nodemaintains anMPR sele
tor set, des
ribing the set of nodes that have sele
tedit as MPR.Se
urity 
onsiderationsThe standard OLSR spe
i�
ation do
ument does not take a

ount of se
uritymeasures. It enumerates possible vulnerabilities to whi
h OLSR is subje
t.These vulnerabilities in
lude brea
h of 
on�dentiality, brea
h of integrity,non-relaying, replay, and intera
tion with an inse
ure external routing do-main.We give in Chapter 2 a brief overview on system se
urity, and in Chap-ter 3 a detailed des
ription of the atta
ks against OLSR and against therouting proto
ols in general. A me
hanism designed to se
ure the OLSRproto
ol is presented in Chapter 5.



Chapter 2System se
urityA se
ure system may be de�ned as a system that does exa
tly what itsdesigners 
on
eived it for and does not show any unexpe
ted behavior, evenwhen an atta
ker tries to make the system a
t di�erently.A de�nition of se
urity is indeed in
omplete without spe
ifying againstwho or what the system is se
ured. Furthermore, as absolute se
urity isimpossible to obtain, a report about the 
ost/bene�t balan
e must be estab-lished.It must be re
alled that enfor
ing se
urity requires that the defender
overs all points of possible atta
k, as, for the atta
ker, it is su�
ient tofo
us its e�orts on one weak point in order to su

eed. Therefore a systemis only as se
ure as its less reliable se
urity point. This is synthesized in thewidely known expression: �a 
hain is as strong as its weakest link�.When talking about se
urity of a 
ommuni
ations network, there aredi�erent areas in whi
h this topi
 applies. The major se
urity goals arede�ned with the terms whi
h follow; for ea
h goal, the asso
iated atta
k isidenti�ed. The name 
an des
ribe either the fun
tioning of the atta
k or itse�e
t.� Con�dentiality, priva
y, se
re
y () EavesdroppingCon�dentiality means that the transmitted information is only dis-
losed to authorized parties. Sensitive information dis
losed to an ad-versary 
ould have severe 
onsequen
es.� Integrity () Message tamperingIntegrity assumes that a message is not altered in transit betweensender and re
eiver. Messages 
ould be 
orrupted due to network mal-fun
tioning or mali
ious atta
ks.� Non-repudiation () Message forgeryNon-repudiation means that the originator of a message 
annot denyhaving sent the message. An atta
ker 
ould forge a wrong messagethat appears to be originating from an authorized party, with the aim
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ulprit. If non-repudiation is guaranteed, there
eiver of a wrong message 
an prove that the originator sent it, andthat therefore the originator misbehaved.Other se
urity goals may be more di�
ult to a
hieve. Note that atta
ks
an be 
ombined, e.g. the intruder may break into the system in order toprepare a DoS from inside, or may perform eavesdropping with the purposeof later gaining unauthorized a

ess.� Authenti
ation () Identity spoo�ng, impersonationAuthenti
ation ensures the identity of the party with whi
h 
ommuni-
ations are ex
hanged, before granting it a

ess to the network. With-out authenti
ation, an atta
ker 
ould masquerade as a legitimate party(identity spoo�ng) and interfere with the se
urity of the network.� A

ess 
ontrol () Breaking, unauthorized a

essA

ess 
ontrol means that only authorized parties 
an parti
ipate inthe 
ommuni
ations; any other entity is denied a

ess. A

ess 
on-trol presumes authenti
ation of the party trying to have a

ess to thenetwork.� Servi
e availability () Denial of Servi
eServi
e availability must guarantee that all resour
es of the 
ommuni
a-tions network are always utilizable by authorized parties. An atta
kermay laun
h aDenial of Servi
e (DoS) atta
k by saturating the medium,jamming the 
ommuni
ations, or keeping the system resour
es busy inany other way. The aim here is just to impede authorized parties fromhaving a

ess to the resour
es, thereby making the network unusable.Many se
urity 
ountermeasures are a
hieved by the use of 
ryptography[139, 13℄.2.1 Cryptography basi
sEn
ryption is the pro
ess of disguising a message in su
h a way that it hidesits 
ontent; the operation 
onsists in transforming the message from plaintextto 
iphertext. The inverse pro
ess is 
alled de
ryption.It is also possible to add a message digest, also 
alled a hashing or digital�ngerprint, to the message so that the integrity of the message 
an be veri�ed.Signing a message means, instead, to add a sequen
e of bits (a digitalsignature) to the message in order to identify its real originator.These te
hniques are performed by using a 
ryptographi
 algorithm (
i-pher) and a key, whose format depends on the algorithm used. It is oftenne
essary to apply more than one te
hnique, i.e. a message 
an be en
ryptedand then digitally signed.With respe
t to the aforementioned se
urity attributes:



34 SYSTEM SECURITY� the en
ryption provides 
on�dentiality, be
ause the messages is trans-mitted in 
iphertext, and only the owner of the key 
an de
rypt the
iphertext;� the message digest provides integrity;� the signature provides non-repudiation, as only the owner of the key
ould have generated it.Authenti
ation, and subsequent a

ess 
ontrol, is more 
ompli
ated to obtainand requires the use of more advan
ed 
ryptographi
 primitives, while servi
eavailability is not the 
on
ern of 
ryptography.It is likely that information that was true at some time in the past maynot be true anymore in the present. A 
ommon problem is that, even as-suming a digest or signature is su

essfully 
he
ked, previously transmittedmessages 
an be sent again by an atta
ker. That is, an intruder may re
orda bulk of messages and re-send them some time later; these messages, if they
annot be identi�ed as old (by some de�nition of �old�), will be a

eptedas valid be
ause they are properly signed. This is known as replay atta
k,and may easily disrupt 
ommuni
ations. To oppose replay atta
ks, messagesusually embed a pie
e of time information, 
alled timestamp, des
ribing thetime at whi
h the message was generated. The timestamp is in
luded inthe 
omputation of the signature. Timestamps are dis
ussed in detail inChapter 7.An adversary may exploit possible weaknesses in 
ryptographi
 fun
-tions. For instan
e, when relaying a 
ontrol message with digest from onenode to another, an atta
ker may repla
e the original message with a forgedone whi
h, due to a �aw in the digesting algorithm, has the same digital�ngerprint. The adversary dis
overs these �aws using di�erent te
hniquese.g. plaintext-
hosen or brute-for
e atta
ks, depending on the data availableto work on. These kinds of 
odebreaking atta
ks (
ryptanalysis) are aimedagainst the 
ryptographi
 layer, and do not require the dis
losure of anykey to the atta
ker. However, when designing se
urity s
hemes that rely on
ryptography, it is usually assumed that 
ryptographi
 primitives are robustagainst these atta
ks.Two bran
hes of 
ryptography exist: symmetri
 
ryptography and asym-metri
 
ryptography. Ea
h is useful to perform di�erent fun
tions.2.1.1 Symmetri
 
ryptographySymmetri
 
ryptography (also 
alled se
ret key 
ryptography, single key 
ryp-tography, or one key 
ryptography) is the most an
ient form of 
ryptography.Symmetri
 
ryptography is based on symmetri
 key algorithms, i.e. algo-rithms where the en
ryption key and the de
ryption key are the same (or,
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ryption key 
an be 
omputed from the de
ryp-tion key and vi
e versa). The sender and the re
eiver of a message must agreeon a se
ret shared key, whi
h will hen
eforth be used to en
rypt, de
rypt,and generate a digest on ex
hanged messages.En
ryptionSome of the symmetri
 algorithms for en
ryption are: DES with its improve-ments Triple DES and AES, IDEA, LOKI, Lu
ifer, Skipja
k, Vernam (alsoknown as one-time pad), RC2, and RC4.To this 
lass of algorithms also belong the an
ient substitution and trans-position 
iphers, like Caesar, Mary Stuart's, Pigpen, Vigenere, Playfair, andADFGVX. These 
iphers were in use 
enturies ago, in the pre-
omputerera, and are not used anymore be
ause they are easy to break by applying
ryptanalysis.Message digestSymmetri
 algorithms make large use of hash fun
tions [106℄ for digesting. Ahash fun
tion hmaps a bitstring of arbitrary �nite length to another bitstringof �xed length n, where n depends on h. The hash fun
tion hen
e outputsa hash value whi
h is a 
ondensed representative image of the bitstring fedin input. Changing just one bit of the input string results in a very di�erenthash value in output; this is known as the avalan
he e�e
t.A hash fun
tion h should have the following properties:� be one-way, i.e. given an output y it is 
omputationally infeasible to�nd an input x su
h that h(x) = y (preimage resistan
e);� given an input x it is 
omputationally infeasible to �nd another inputx0 6= x su
h that h(x0) = h(x) (se
ond preimage resistan
e);� it is 
omputationally infeasible to �nd two inputs x; x0, with x 6= x0,su
h that h(x) = h(x0) (
ollision resistan
e).Examples of hash fun
tions are MD5 (Message Digest 5) [134℄ whi
h isthe su

essor of MD4, Snefru, RIPEMD-160, and the 
lass of SHA (Se
ureHash Algorithm) fun
tions [113℄ su
h as SHA-1 [40℄ and SHA-256.Cryptographi
 literature often referen
es a random ora
le [10, 23℄. A ran-dom ora
le is a theoreti
al model of a �perfe
t� hash fun
tion whi
h returnsan answer uniformly sele
ted amongst all possible answers.A hash fun
tion may be used in 
onjun
tion with a se
ret shared key(e.g. by 
on
atenating the key to the hash input) to 
onstru
t a keyed hashfun
tion. In this 
ase, the digest is more often 
alled Message Authenti
ation



36 SYSTEM SECURITYCode (MAC)1. This is the foundation of the HMAC me
hanism [9, 91℄. Theresulting keyed hash fun
tion is 
alled with a name that depends on thehash fun
tion used, for instan
e HMAC-MD5, HMAC-RIPEMD, or HMAC-SHA1.2.1.2 Asymmetri
 
ryptographyIn asymmetri
 
ryptography (also 
alled publi
 key 
ryptography), there isa key for en
ryption (publi
 key) and another key for de
ryption (privatekey or se
ret key). A publi
 and its 
ompanion private key 
ompose a keypair ; knowing a publi
 key, it is 
omputationally infeasible to 
al
ulate the
ompanion private key. A party 
an leave its publi
 key available to every-one, e.g. by publishing the key in a publi
 dire
tory; its private key needsto be kept undis
losed. All publi
 key ex
hange may be done over an inse-
ure 
hannel, i.e. a 
hannel that may be subje
t to eavesdropping. Publi
key 
ryptography therefore requires a Publi
 Key Infrastru
ture (PKI) toauthenti
ate the parties, generate the key pairs, or distribute, update andrevoke the publi
 keys.Publi
 key 
ryptography was introdu
ed by Di�e and Hellman [35℄ in1976 (and developed further by Merkle [107℄), but independently dis
overedsome years earlier by Co
ks and Williamson of GCHQ. The Di�e-Hellmankey agreement proto
ol allows two parties to share a se
ret key over an in-se
ure 
hannel.One of the greatest problems in a PKI is about how to bind a publi
key with its legitimate owner � that is, how to be sure that a spe
i�
 publi
key belongs to a party and not to an impostor, whi
h would then be ableto de
rypt messages supposedly sent to that party. If two parties, Ali
e andBob (we 
all them so in the tradition of 
ryptographi
 literature), want toex
hange their publi
 keys, they 
ould do it over the same inse
ure 
hannelthat is used afterward to swap their en
rypted messages. However, if anadversary is able to tamper with 
ommuni
ations over the 
hannel, it 
anmake the prote
tion unsu

essful. This is a kind of double identity spoo�ng,
alled man-in-the-middle atta
k, in whi
h an adversary stays in the 
om-muni
ation 
hannel between two parties and a
ts with a party as the otherparty. The parties are deluded that they are talking with ea
h other, whilein fa
t the invisible adversary relays their messages.The atta
k is performed as follows. The adversary generates two pub-li
/private key pairs fPX ; SXg; fP 0X ; S0Xg. Ali
e sends her publi
 key PA toBob, but the adversary inter
epts it, substitutes the legitimate key with itspubli
 key PX , and sends PX to Bob. Bob sends his publi
 key PB to Ali
e,1To avoid 
onfusion, in this thesis we use the a
ronymMAC for Medium A

ess Controlonly in the phrases �MAC layer�, �MAC proto
ol�, or �MAC address�. In all other 
ontexts,the meaning of MAC must be intended as Message Authenti
ation Code.
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epts and substitutes it with P 0X , whi
h is sent toAli
e. As a result, Ali
e mistakenly believes Bob's publi
 key to be P 0X , andBob mistakenly believes Ali
e's publi
 key to be PX , while both keys areowned by the adversary:Ali
efPA; SAg  � adversaryfP 0X ; S0Xg fPX ; SXg �! BobfPB ; SBgFrom this point on, the adversary inter
epts unnoti
ed any message sentfrom Ali
e, de
rypts it with S0X , reads it, re-en
rypts it with PB , and sendsthe message to Bob whi
h de
rypts it with his private key SB. In the oppositedire
tion, the adversary inter
epts any message from Bob, de
rypts it withSX , reads it, re-en
rypts it with PA, and sends the message to Ali
e whi
hde
rypts it with her private key SA. Therefore, the adversary is able to readany message ex
hanged between Ali
e and Bob, while they are unaware of theadversary's presen
e and think their 
ommuni
ations are kept 
on�dential.One solution to this problem involves a Trusted Third Party, whi
h mustbe trusted by everyone. The TTP stores the publi
 key of every parti
ipantand guarantees on the owner of ea
h key. Depending on the implementation,the TTP is 
alled Key Distribution Center (KDC) or Certi�
ation Authority(CA). A Certi�
ation Authority delivers 
erti�
ates 
ontaining the identityof the key's owner, its publi
 key, the 
erti�
ate validity dates, and otherinformation; ea
h 
erti�
ate is signed by the CA, whi
h publi
 key is knowna priori by every parti
ipant.For instan
e, the solution of bestowing a Certi�
ation Authority is broadlyutilized in the SSL/TLS proto
ol [148℄ (on whi
h HTTPS, the se
ured In-ternet proto
ol, is based), IPse
, S/MIME, and others. SSL 
erti�
atesfollow the X.509 standard [50, 63℄ developed by the International Tele
om-muni
ation Union - Tele
ommuni
ation Standardization Se
tor, and 
an bedelivered by many 
ommer
ial CAs: RSA Se
urity In
., VeriSign, ValiCert,and VISA, just to name a few. The publi
 key of ea
h CA is embeddedin web browsers and other network appli
ations. Publi
 institutions andgovernment agen
ies may have their own CAs, too.However, the existen
e of a trusted party is a point of fragility of thewhole PKI. If the deliver of publi
 keys is done on demand, an adversary
ould paralyze the whole network by laun
hing a Denial of Servi
e atta
kagainst the KDC. Furthermore, by 
ompromising a Certi�
ation Authority,the atta
ker 
an issue fake 
erti�
ates for any identity it wishes, to preparespoo�ng and man-in-the-middle atta
ks.En
ryptionTo se
urely send a message, the sender retrieves the re
eiver's publi
 key,en
rypts the message, and sends it to the re
eiver whi
h 
an de
rypt it withits private key.



38 SYSTEM SECURITYExamples of asymmetri
 
iphers for en
ryption and de
ryption are RSA(Rivest-Shamir-Adleman) [135, 136℄, Knapsa
k, and ElGamal; other 
iphersare instan
es of ellipti
 
urve 
ryptography (ECC) applied to 
anoni
al al-gorithms, su
h as ECC ElGamal. ECC is an approa
h to the publi
 keyproblem based on the mathemati
s of ellipti
 
urves.SignatureAsymmetri
 
iphers for signatures are 
omposed of a private and a publi
part. To sign a message, the sender uses the private algorithm. The re
eiverof the message then veri�es the signature by applying the publi
 algorithm.For simpli
ity, it is often said that the sender uses its private key to signwhile the re
eiver veri�es the signature with the sender's publi
 key.This is the 
ase of RSA, where the sender generates a hash of the messageand en
rypts it with its private key. The re
eiver will use the sender's publi
key to de
rypt the sent hash and 
he
k if it mat
hes the re
omputed hash.This works be
ause, in a RSA key pair, both the publi
 and private key 
anbe used to en
rypt, while the other key is used to de
rypt.Examples of asymmetri
 s
hemes to generate digital signatures are Fiat-Shamir, Ong-S
hnorr-Shamir, and DSS (Digital Signature Standard) [114℄whi
h in
ludes DSA (Digital Signature Algorithm); ECC s
hemes su
h asECNR (Ellipti
 Curve Nyberg-Reuppel) and ECDSA; and, again, RSA andElGamal.2.1.3 Symmetri
 vs. asymmetri
 
ryptographySymmetri
 and asymmetri
 
ryptography has both weak and strong points.Arguments in favor of symmetri
 
ryptography are:� The data throughput rate is mu
h higher with symmetri
 
iphers,whi
h also need less 
omputation power.� For the same level of se
urity, the key size is mu
h smaller with sym-metri
 
iphers. Also, a symmetri
 digest is smaller than an asymmetri
signature.On the other hand, asymmetri
 
ryptography is superior in some per-spe
tives:� In symmetri
 
ryptography, the shared key must be kept se
ret. Inasymmetri
 
ryptography, only the private key need to be kept se
ret,while the publi
 key 
an (and should) be publi
ly dis
losed.� Key management is somewhat easier in asymmetri
 
ryptography. Tohandle a se
ured message ex
hange between n parties, the number of
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 keys to manage is O(n2), as there are �n2� = n(n�1)2 symmet-ri
 keys. Furthermore, if these keys are 
ommitted to a Trusted ThirdParty, this TTP must be un
onditionally trusted as it is theoreti
allyable to en
rypt and de
rypt any message from or to any party. Usingasymmetri
 
ryptography, the number of keys to manage is just O(n).Only the publi
 keys are entrusted to the TTP, whi
h therefore needsonly to be 
onditionally trusted.� Considering the level of se
urity o�ered, a publi
/private key pair mayremain un
hanged for many sessions. Symmetri
 keys should be re-newed more often (even on
e per session) to guarantee the same levelof se
urity.In summary, symmetri
 
ryptography is e�
ient for en
ryption and dataintegrity tests, whilst asymmetri
 
ryptography is 
ogent to generate digitalsignatures and manage keys. A 
leverly designed 
ryptographi
 appli
ationwould exploit the advantages of both s
hemes: a publi
 key ex
hange 
ouldbe used to establish a symmetri
 key between two parties, while further 
om-muni
ations would be en
rypted using the symmetri
 key.The next 
hapter provides a 
lassi�
ation of the atta
ks against the rout-ing layer. In Chapter 4 and 5, we show how 
ryptography 
an be used tothwart these atta
ks and enfor
e se
urity. Chapter 6 o�ers a dissertationon the available 
iphers, 
onsidering the requirements and limitations of anad ho
 environment.



Chapter 3Atta
ks against ad ho
networksWhile a wireless network is more versatile than a wired one, it is also morevulnerable to atta
ks. This is due to the very nature of radio transmissions,whi
h are made on the air.On a wired network, an intruder would need to break into a ma
hineof the network or to physi
ally wiretap a 
able. On a wireless network, anadversary is able to eavesdrop on all messages within the emission area, byoperating in promis
uous mode and using a pa
ket sni�er (and possibly a di-re
tional antenna). There is a wide range of tools available to dete
t, monitorand penetrate an IEEE 802.11 network, su
h as NetStumbler1, AiroPeek2,Kismet3, AirSnort4, and Ethereal5. Hen
e, by simply being within radiorange, the intruder has a

ess to the network and 
an easily inter
ept trans-mitted data without the sender even knowing (for instan
e, imagine a laptop
omputer in a vehi
le parked on the street eavesdropping on the 
ommuni-
ations inside a nearby building). As the intruder is potentially invisible, it
an also re
ord, alter, and then retransmit pa
kets as they are emitted bythe sender, even pretending that pa
kets 
ome from a legitimate party.Furthermore, due to the limitations of the medium, 
ommuni
ations 
aneasily be perturbed; the intruder 
an perform this atta
k by keeping themedium busy sending its own messages, or just by jamming 
ommuni
ationswith noise.1http://www.netstumbler.
om/downloads2http://www.wildpa
kets.
om/produ
ts/airopeek3http://www.kismetwireless.net4http://sour
eforge.net/proje
ts/airsnort5http://www.ethereal.
om
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ks against the routing layer in MANETsWe now fo
us on atta
ks against the routing proto
ol in ad ho
 networks.These atta
ks may have the aim of modifying the routing proto
ol so thattra�
 �ows through a spe
i�
 node 
ontrolled by the atta
ker. An atta
kmay also aim at impeding the formation of the network, making legitimatenodes store in
orre
t routes, and more generally at perturbing the networktopology.Atta
ks at the routing level 
an be 
lassi�ed into two main 
ategories:in
orre
t tra�
 generation and in
orre
t tra�
 relaying 6. Sometimes these
oin
ide with node misbehaviors that are not due to mali
e, e.g. node mal-fun
tion, battery exhaustion, or radio interferen
e.3.1.1 In
orre
t tra�
 generationThis 
ategory in
ludes atta
ks whi
h 
onsist in sending false 
ontrol mes-sages: i.e. 
ontrol messages sent on behalf of another node (identity spoof-ing), or 
ontrol messages whi
h 
ontain in
orre
t or outdated routing infor-mation. The network may exhibit Byzantine [94℄ behavior, i.e. 
on�i
tinginformation in di�erent parts of the network. The 
onsequen
es of this at-ta
k are degradation in network 
ommuni
ations, unrea
hable nodes, andpossible routing loops.Ca
he poisoningAs an instan
e of in
orre
t tra�
 generation in a distan
e ve
tor routingproto
ol, an atta
ker node 
an advertise a zero metri
 for all destinations,whi
h will 
ause all the nodes around it to route pa
kets toward the atta
kernode. Then, by dropping these pa
kets (bla
khole atta
k, see Se
tion 3.1.2),the atta
ker 
auses a large part of the 
ommuni
ations ex
hanged in thenetwork to be lost. In a link state proto
ol, the atta
ker 
an falsely de
larethat it has links with distant nodes. This 
auses in
orre
t routes to be storedin the routing table of legitimate nodes, also known as 
a
he poisoning.Message bombing and other DoS atta
ksThe atta
ker 
an also try to perform Denial of Servi
e on the network layerby saturating the medium with a storm of broad
ast messages (messagebombing), redu
ing nodes' goodput and possibly impeding nodes from 
om-muni
ating. (This is not possible under hybrid routing proto
ols, wherenodes 
annot issue broad
ast 
ommuni
ations [154℄.) The atta
ker 
an evensend invalid messages just to keep nodes busy, wasting their CPU 
y
lesand draining their battery power. In this 
ase the atta
k is not aimed at6Nodes' throughput is 
omposed of two kinds of tra�
: 
ontrol pa
kets and datapa
kets. Here we 
onsider only the former.



42 ATTACKS AGAINST AD HOC NETWORKSmodifying the network topology in a 
ertain fashion, but rather at generallyperturbing the network fun
tions and 
ommuni
ations.On the transport layer, Kuzmanovi
 and Knightly [92℄ demonstrate thee�e
tiveness of a low-rate DoS atta
k performed by sending short bursts re-peated with a slow times
ale frequen
y (shrew atta
k). In the 
ase of severenetwork 
ongestion, TCP operates on times
ales of Retransmission TimeOut (RTO). The throughput (
omposed of legitimate tra�
 as well as DoStra�
) triggers the TCP 
ongestion 
ontrol proto
ol, so the TCP �ow entersa timeout and awaits a RTO slot before trying to send another pa
ket. Ifthe atta
k period is 
hosen to approximate the RTO of the TCP �ow, the�ow repeatedly tries to exit timeout state and fails, produ
ing zero through-put. If the atta
k period is 
hosen to be slightly greater than the RTO, thethroughput is severely redu
ed. This atta
k is e�e
tive be
ause the send-ing rate of DoS tra�
 is too low to be dete
ted by anti-DoS 
ountermeasures.Another DoS performed on the transport layer is the subtle jelly�sh at-ta
k by Aad et al. [1℄, that deserves parti
ular attention. Its authors pointout that, remarkably, it does not disobey the rules of the routing proto
ol,even if we may argue that, stri
tly speaking, this is not always the 
ase. Butis indeed true that the jelly�sh atta
k is di�
ult to distinguish from 
on-gestion and pa
ket losses that o

ur naturally in a network, and therefore ishard and resour
e-
onsuming to dete
t.This DoS atta
k 
an be 
arried out by employing several me
hanisms.One of the me
hanisms of the jelly�sh atta
k 
onsists in a node delivering allre
eived pa
kets, but in s
rambled order instead of the 
anoni
al FIFO order.Dupli
ate ACKs derive from this mali
ious behavior, whi
h produ
es zerogoodput although all sent pa
kets are re
eived. This atta
k 
annot be su
-
essfully opposed by the a
tual TCP pa
ket reordering te
hniques, be
ausesu
h te
hniques are e�e
tive on sporadi
 and non-systemati
 reordering.The se
ond me
hanism is the same as that used in the shrew atta
k, andinvolves performing a sele
tive bla
khole atta
k by dropping all pa
kets fora very short duration at every RTO. The �ow enters timeout at the �rstpa
ket loss 
aused by the jelly�sh atta
k, then periodi
ally re-enters thetimeout state at every elapsed RTO.The third me
hanism 
onsists in holding a re
eived pa
ket for a randomtime before pro
essing it, in
reasing delay varian
e. This 
auses TCP tra�
to be sent in bursts, therefore in
reasing the odds of 
ollisions and losses; itin
reases the RTO value ex
essively; and it 
auses an in
orre
t estimationof the available bandwidth in 
ongestion 
ontrol proto
ols based on pa
ketdelays.DoS atta
ks 
an also be 
arried over on the physi
al layer (e.g. jammingor radio interferen
e); in this 
ase, they 
an be dealt with by using physi
al
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hniques e.g. spread spe
trum modulation [126℄.In sum, Denial of Servi
e 
an be a

omplished over di�erent layers andin several ways, and is quite di�
ult to 
ountera
t, even on a wired medium.The topi
s regarding a full prote
tion against DoS atta
ks are beyond thes
ope of this thesis, and therefore are not dis
ussed in detail.3.1.2 In
orre
t tra�
 relayingNetwork 
ommuni
ations 
oming from legitimate, proto
ol-
ompliant nodesmay be polluted by misbehaving nodes.Bla
khole atta
kAn atta
ker 
an drop re
eived routing messages, instead of relaying them asthe proto
ol requires, in order to redu
e the quantity of routing informationavailable to the other nodes. This is 
alled bla
khole atta
k by Hu et al. [66℄,and is a �passive� and a simple way to perform a Denial of Servi
e. The atta
k
an be done sele
tively (drop routing pa
kets for a spe
i�ed destination, apa
ket every n pa
kets, a pa
ket every t se
onds, or a randomly sele
tedportion of the pa
kets) or in bulk (drop all pa
kets), and may have the e�e
tof making the destination node unrea
hable or downgrade 
ommuni
ationsin the network.7Message tamperingAn atta
ker 
an also modify the messages originating from other nodes beforerelaying them, if a me
hanism for message integrity (i.e. a digest of thepayload) is not utilized.Replay atta
kAs topology 
hanges, old 
ontrol messages, though valid in the past, des
ribea topology 
on�guration that no longer exists. An atta
ker 
an perform areplay atta
k by re
ording old valid 
ontrol messages and re-sending them, tomake other nodes update their routing tables with stale routes. This atta
kis su

essful even if 
ontrol messages bear a digest or a digital signature thatdoes not in
lude a timestamp.7Even if a node 
orre
tly generates, pro
esses and forwards 
ontrol tra�
, it may a
tmali
iously by not forwarding data tra�
. The node thereby breaks the 
onne
tivity in thenetwork; however, this 
onne
tivity loss is not dete
ted by the routing proto
ol be
ause
ontrol tra�
 is relayed as required. This type of situation may also be due to wrongly
on�gured nodes: routing 
apabilities (through IP forwarding) are disabled by default inmost operating systems, and need to be enabled manually. Failing to do so e�e
tively
auses data tra�
 not to be routed while 
ontrol tra�
, whi
h is forwarded by a
tion ofthe routing daemon, is 
orre
tly transmitted.



44 ATTACKS AGAINST AD HOC NETWORKSWormhole atta
kThe wormhole atta
k [67℄ is quite severe, and 
onsists in re
ording tra�
 fromone region of the network and replaying it in a di�erent region. It is 
arriedout by an intruder node X lo
ated within transmission range of legitimatenodes A and B, where A and B are not themselves within transmissionrange of ea
h other. Intruder node X merely tunnels 
ontrol tra�
 betweenA and B (and vi
e versa), without the modi�
ation presumed by the routingproto
ol � e.g. without stating its address as the sour
e in the pa
kets header� so that X is virtually invisible. This results in an extraneous inexistentA � B link whi
h in fa
t is 
ontrolled by X, as shown in Figure 3.4. NodeX 
an afterwards drop tunneled pa
kets or break this link at will. Twointruder nodes X and X 0, 
onne
ted by a wireless or wired private medium,
an also 
ollude to 
reate a longer (and more harmful) wormhole, as shownin Figure 3.5.The severity of the wormhole atta
k 
omes from the fa
t that it is di�
ultto dete
t, and is e�e
tive even in a network where 
on�dentiality, integrity,authenti
ation, and non-repudiation (via en
ryption, digesting, and digitalsignature) are preserved. Furthermore, on a distan
e ve
tor routing proto
ol,wormholes are very likely to be 
hosen as routes be
ause they provide ashorter path � albeit 
ompromised � to the destination. Marshall [103℄ pointsout a similar atta
k, 
alled the invisible node atta
k by Carter and Yasinsa
[24℄, against the Se
ure Routing Proto
ol [116℄.Rushing atta
kAn o�ensive that 
an be 
arried out against on-demand routing proto
ols isthe rushing atta
k [68℄. Typi
ally, on-demand routing proto
ols state thatnodes must forward only the �rst re
eived Route Request from ea
h routedis
overy; all further re
eived Route requests are ignored. This is done inorder to redu
e 
luttering. The atta
k 
onsists, for the adversary, in qui
klyforwarding its Route Request messages when a route dis
overy is initiated.If the Route Requests that �rst rea
h the target's neighbors are those of theatta
ker, then any dis
overed route in
ludes the atta
ker.3.2 Atta
ks against the OLSR proto
olWe now dis
uss various se
urity risks in OLSR [3, 30℄. The aim is not toemphasize �aws in OLSR, as it did not in
lude se
urity measures in itsdesign, like several other routing proto
ols. While these vulnerabilities arespe
i�
 to OLSR, they 
an be seen as instan
es of what other link staterouting proto
ols, su
h as OSPF, are subje
t to.This se
tion illustrates the prin
ipal hazards. More ingenious atta
ksmay be 
arried over against almost any operating fun
tion of the proto
ol.



ATTACKS AGAINST THE OLSR PROTOCOL 45It is worth noting that a node 
an for
e its ele
tion as an MPR by set-ting the Willingness �eld to the WILL_ALWAYS 
onstant in its HELLOs.A

ording to the proto
ol, its neighbors will always sele
t it as an MPR.Using this me
hanism, a 
ompromised node 
an easily gain, as an MPR, aprivileged position inside the network. It 
an then exploit its importan
e to
arry out DoS atta
ks and su
h like.Note also that an atta
ker performing identity spoo�ng or message re-play needs to 
hange the Message Sequen
e Number �eld of the spoofed orreplayed message. Otherwise, nodes that already have re
eived a messagewith the same originator and MSN (a

ording to their Dupli
ate Set) willdrop the mali
ious message. Furthermore, a

epting the mali
ious message
auses message loss when a legitimate message having the same originatorand MSN is re
eived by the vi
tim nodes, and dropped a

ording to theproto
ol.3.2.1 In
orre
t tra�
 generationOne way in whi
h a node 
an misbehave is by generating 
ontrol messagesin a way that is not a

ording to the proto
ol.In
orre
t HELLO message generationA misbehaving node X may send HELLO messages with a spoofed originatoraddress set to that of node C (Figure 3.1). Subsequently, nodes A and Bmay announ
e rea
hability to C through their HELLO and TC messages.Furthermore, node X 
hooses MPRs from among its neighbors, signalingthis sele
tion while pretending to have the identity of node C. Therefore,the 
hosen MPRs will advertise in their TC messages that they provide alast hop to C. Con�i
ting routes to node C, with possible 
onne
tivity loss,may result from this.
B

XA

CFigure 3.1: Node X sends HELLO messages pretending to be C.Under identity spoo�ng, another kind of atta
k is also possible. A mis-behaving node X 
an set the Willingness �eld to WILL_NEVER on its



46 ATTACKS AGAINST AD HOC NETWORKSHELLO messages sent on behalf of A. A

ording to the proto
ol, nodes re-
eiving these messages will never 
hoose A as an MPR, whi
h may result ina 
onne
tivity loss for some neighbors of A.We 
all link spoo�ng the signalization of an in
orre
t set of neighbors in a
ontrol message, and more pre
isely the signalization of neighbor relationshipwith non-neighbor nodes. A misbehaving node X may perform link spoo�ngin its HELLO messages advertising a link with non-neighbor node A, as inFigure 3.2. This will result in C, and the others neighbors of X, storing anin
orre
t 2-hop neighborhood and therefore sele
ting a wrong MPR set. Infa
t, node C will probably sele
t fX;Dg as its MPR set, instead of the 
orre
tMPR set fX;B;Dg, be
ause the �rst set is smaller. As a 
onsequen
e,messages originating from E and relayed through the MPR me
hanism willnot rea
h node A.
B

X

D E

A

C

Figure 3.2: Node X sends HELLO messages advertising a fake link with A.Node X 
an also misbehave by signaling an in
omplete set of neighbors.Depending on their links with other nodes, the ignored neighbors mightexperien
e breakdown in 
onne
tivity with the rest of the network.In
orre
t TC message generationTC messages with a spoofed originator address 
ause in
orre
t neighbor re-lationship to be advertised in the network. For instan
e, node X sends aTC message on behalf of node C, advertising A as a neighbor (Figure 3.3).Node D, upon re
eption of the TC message, will falsely 
on
lude that C andA are neighbors. For this atta
k to be su

essful, the TC message must bearan ANSN (Advertised Neighbor Sequen
e Number) greater than the highestANSN value referen
ed to C, as 
ontained in any tuple of D's Topology Set;otherwise D will dis
ard the TC message, a

ording to the proto
ol.TC messages with spoofed links have the same e�e
t, and 
an severelyperturb the network topology as stored by legitimate nodes.Node X 
an also simply generate HELLOs, perhaps be sele
ted as anMPR by its neighbors, but refuse to generate TC messages or generate TCssignaling an in
omplete set of nodes. The OLSR spe
i�
ations require thatX in
ludes at least its MPR sele
tors in its TCs; if this requirement is not
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XA

CDFigure 3.3: Node X sends TC messages pretending to be C.ful�lled, some nodes may not have their link state information disseminatedthroughout the network and be dis
onne
ted.Node X, behaving in
orre
tly, 
an also send TC messages without beingan MPR. The proto
ol spe
i�
ations state that only MPRs generate TCs;however, there is no way of dete
ting whether the originator of a TC messageis an MPR of some node or not.In
orre
t MID/HNA message generationA misbehaving node X 
an generate wrong MID/HNA messages, de
laringinterfa
es that are not their own (link spoo�ng), or falsifying the originatoraddress of the message (identity spoo�ng) so that it apparently de
laresinterfa
es that are not their own. In this 
ase, nodes will have problemsrea
hing these interfa
es.ANSN atta
kThe misbehaving node may listen to a TC message from node A and re
ordthe ANSN of the message; then it sends a TC with a spoofed originatoraddress of node A, and an ANSN mu
h greater than the value re
orded. A
-
ording to the proto
ol spe
i�
ations, nodes will ignore further TC messagesfrom A, be
ause these messages bear a smaller ANSN as that re
orded inthe Topology Set, and therefore su
h messages are 
onsidered as arrived outof order. We 
all this an ANSN atta
k. If no further a
tion is taken by theatta
ker, the ANSN atta
k is e�e
tive until the ANSN of node A rea
hes thevalue of the ANSN in the spoofed TC.This atta
k 
an be spotted as the spoofed TC bears an ANSN whi
his mu
h higher than that of the latest genuine TC message re
eived fromA (the higher the di�eren
e between the two ANSNs, the longer TCs fromA are ignored). However, the misbehaving node may perform this atta
krepeatedly, by forging ea
h time spoofed TC messages with a slightly greaterANSN.



48 ATTACKS AGAINST AD HOC NETWORKS3.2.2 In
orre
t tra�
 relayingIf 
ontrol messages are not properly relayed, network malfun
tions are pos-sible.Bla
khole atta
kIf a node fails to relay TCmessages, the network may experien
e 
onne
tivityproblems. In networks where no redundan
y exists (e.g. in a strip), 
onne
-tivity loss will surely result, while other topologies may provide redundant
onne
tivity.If MID and HNA messages are not properly resent, additional informationregarding multiple nodes interfa
es and 
onne
tions with external networksmay be lost.Replay atta
kAs previously said, replaying old 
ontrol messages in the network 
ausesnodes to re
ord stale topology information. A 
ontrol message 
annot bereplayed �as is� or it will not be a

epted by nodes that already re
eived it,be
ause of the MSN. Therefore the atta
ker needs to in
rease the MSN of themessage, 
ausing possible message loss. For a TC, the atta
ker must in
reasethe ANSN too, indire
tly 
ausing an ANSN atta
k. Replayed HELLOs mayhave a lesser impa
t, be
ause link state advertised in HELLOs must be givenin a well-de�ned order (see Se
tion 9.1).Wormhole atta
kAn extraneous A�B link 
an be arti�
ially 
reated by an intruder node Xby wormholing 
ontrol messages between A and B (Figure 3.4). A longerwormhole 
an also be 
reated by two 
olluding intruders X and X 0 (Fig-ure 3.5).
A

B

XFigure 3.4: A wormhole 
reated by node X .



SUMMARY OF ROUTING ATTACKS 49
A

X

B

X’Figure 3.5: A longer wormhole 
reated by two 
olluding nodes X and X 0.To su

essfully exploit the wormhole, the atta
ker must wait until Aand B have ex
hanged su�
ient HELLO messages (through the wormhole)to establish a symmetri
 link. Until that moment, other tunneled 
on-trol messages would be reje
ted, be
ause the OLSR proto
ol spe
i�es thatTC/MID/HNA messages should not be pro
essed if the relayer node (the lasthop) is not a symmetri
 neighbor. However, on
e 
reated, the A�B link isat the mer
y of the atta
ker.MPR atta
kThe ��rst transmit rule�, des
ribed in the OLSR spe
i�
ations, states that anode re
eiving a message in MPR �ooding 
he
ks if the sender is its MPRsele
tor. If so, the node retransmits the message. If the sender is not an MPRsele
tor of the node, the latter will never retransmit the message. While thisrule is established for performan
e reasons (to avoid messages traveling onlarge loops in dense networks) it 
ould be exploited to impede the 
orre
trelaying of 
ontrol messages.We 
all the related misbehavior an MPR atta
k. Consider the followings
enario (Figure 3.6): node A sends a message to its neighbors B and X,where B is an MPR of A, X is not an MPR, and C is an MPR of B. Themisbehaving node X does not sele
t its MPR set properly, and retransmitsthe message (even if it is not supposed to) whi
h is re
eived by C. Node Bretransmits the message to C. The 
ru
ial point is that C, even being anMPR, will not relay the message be
ause C has already re
eived it from X.3.3 Summary of routing atta
ksAll the depi
ted atta
ks are possible at a theoreti
al level; most of them arevery easy to implement and require even less energy and e�ort than runninga proto
ol-
ompliant node. Table 3.1 summarizes the e�e
t of ea
h atta
kon ea
h parti
ular fun
tion of an OLSR network.



50 ATTACKS AGAINST AD HOC NETWORKS
X

C

B

AFigure 3.6: Node X performs an MPR atta
k.
Incorrect

traffic
generation

Incorrect
traffic

relaying

ANSN attack

Incorrect MID/HNA generation

link spoofing

ID spoofing

link spoofing

ID spoofing
Incorrect HELLO generation

Incorrect TC generation

MPR attack

Wormhole attack

Replay attack

Blackhole attack

Message tampering

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕

✕ ✕

✕

✕

Message bombing and other DoS

Conflicting routes Connectivity loss Message loss

✕

✕

✕

✕

✕

Table 3.1: OLSR atta
ks and their e�e
ts on the network.Con
erning the realism of these atta
ks (real atta
ks that have been ob-served against existing networks), there is no or very little data available.This is probably due to the fa
t that ad ho
 networks are in pra
ti
e stillused in limited environments su
h as warfare operations, sear
h and res
uemissions, and resear
h 
enters; while the mainstream ar
hite
ture for a wire-less network is BSS, with �hot spots� o�ered by various ISPs in airports,train stations, museums, restaurants, and other publi
 pla
es.It is indeed true that some o�ensive behavior (e.g. DoS) 
an also su
-
essfully be 
arried out at the physi
al or transport layer. However, in ouropinion, it is ne
essary to foresee these routing atta
ks, otherwise when theseatta
ks are 
arried out (and 
ertainly they will be) we will be unable to re-
ognize them as su
h.



Chapter 4Se
urity in ad ho
 networks:basi
 me
hanismsWireless transmissions utilize a shared medium � the air � that is virtuallya

essible to anybody at any time. As it is not possible to limit a

ess to themedium, the only way to prote
t messages is to use 
ryptography to sign oren
rypt the ex
hanged data.The IEEE 802.11b standard in
ludes a s
heme 
alled WEP (Wired Equiv-alent Priva
y) to se
ure 
ommuni
ations. It uses the RC4 stream 
ipher 
ou-pled to an Initialization Ve
tor for en
ryption, and the CRC-32 
he
ksum forintegrity 
he
k. WEP employs a 40-bit or 64-bit se
ret shared key, provid-ing no infrastru
ture for key management. As its name implies, WEP o�ersa prote
tion similar to that of an unse
ured wired network, and thereforea quite low level of se
urity (the AirSnort program 
an easily 
ra
k WEPkeys). Despite its weakness, WEP may be 
onsidered useful as a deterrentagainst 
asual snoopers.The vulnerabilities of WEP have been �xed inWPA (Wi-Fi Prote
ted A
-
ess). WPA uses IEEE 802.1X authenti
ation, providing port-based networka

ess 
ontrol 
apability, with a standard EAP (Extensible Authenti
ationProto
ol) [15℄.A stronger se
urity system is spe
i�ed in the IEEE 802.11i standard[74℄, also known as WPA2. The WPA2 standard adds the AES (Advan
edEn
ryption Standard) se
urity proto
ol to IEEE 802.11.4.1 Prote
tion of the routing proto
olIn general, the desired se
urity for the routing me
hanism 
on
erns integrity(less often non-repudiation) and servi
e availability. Therefore, when talkingabout prote
ting routing 
ontrol messages, we mostly 
onsider how to gen-erate and verify digests or digital signatures. En
ryption is often left aside,be
ause is more time- and power-
onsuming, and be
ause 
on�dentiality is



52 SECURITY IN AD HOC NETWORKS: BASIC MECHANISMSnot usually required, as routing information is not se
ret. (However, this isnot always true. In the 
ase of military appli
ations, routing informationmay be ta
ti
al information of primary importan
e; for instan
e, it 
ouldhelp enemies identify and lo
ate their targets on a battle�eld.)4.2 State of the artThe prote
tion of the network 
an be obtained through 
ryptographi
 toolssu
h as IPse
, or via dedi
ated solutions. In the literature there are manyproposals for se
ured routing proto
ols that provide message integrity (throughdigests) and/or sender authenti
ation (through signatures). Several of theseare modi�
ations of standard non-se
ure routing proto
ols. Other proto
olsprovide se
urity in a di�erent way.4.2.1 IPse
IPse
 [87, 98℄ is an IETF standard that in
orporates various se
urity ser-vi
es for the IP layer. The IPse
 framework provides authenti
ation anden
ryption of data pa
kets [85, 86℄, maintenan
e of se
urity asso
iations(with shared se
ret keys) between peers [105℄, and manual or automated keymanagement [61℄.It has been pointed out [137, 128℄ that, in general, it is impossible (orat least impra
ti
al) to use IPse
 to se
ure routing proto
ols in MANETs,be
ause IPse
 assumes that a se
urity asso
iation between pairs of nodesalready exists; and, of 
ourse, this is not the 
ase in an emerging ad ho
network. The fundamental problems of IPse
 with respe
t to se
uring OLSRare detailed in the following.First, the automated key ex
hange, whi
h also provides the automatedtimestamp ex
hange for prote
tion against replay atta
ks, assumes that theparties 
an rea
h ea
h other. This is not the general 
ase with the se
uredversion of OLSR, be
ause messages must be authenti
ated before being a
-
epted; hen
e a node whi
h arrives in the network a

epts no pa
kets, andhas no routes. Two remedies are possible: either using pure �ooding for themessages, or 
hanging the OLSR spe
i�
ations as we show in Se
tion 6.3.7.Se
ond, IPse
 prote
ts the pa
ket itself, while the granularity of the pro-te
tion that we propose is the message. For te
hni
al reasons, it is not pos-sible to sign or generate a digest of a whole OLSR pa
ket, nor it is desirableto do so; see Chapter 5. One remedy 
ould be to forbid any 
hange of thepa
kets in transit, so that ea
h message would go in a di�erent pa
ket. Thiswould have a 
ertain 
ost on wireless networks, where overhead per-pa
keton the MAC layer is large in some 
ases. Furthermore, this might not besu�
ient and other requirements, su
h as the use of tunnel mode, should bemade, along with te
hni
al ne
essities su
h as using the TTL �eld of the IPpa
ket instead of the OLSR pa
ket.
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urrent IPse
 implementations support essentially symmetri
keys. However this may 
hange, as a re
ent IETF draft proposes asymmetri
signatures [157℄.Last, managing a group key or a set of group keys in the 
ontext of anad ho
 network is a di�erent problem than just the issues in the multi
ast orgroup key management proto
ols su
h as GKMP (Group Key ManagementProto
ol) [62℄ or MIKEY (Multimedia Internet KEYing) [5℄. This be
ausein an ad ho
 network all nodes are senders and all nodes are re
eivers of theOLSR proto
ol messages. Network splits or merges also need to be managed.In general, few IPse
 se
urity s
hemes may be used, and even theseneed signi�
ant modi�
ations su
h as pure �ooding for message transmis-sion. This 
omes at the 
ost of se
urity granularity and performan
e: forinstan
e, in a network of n nodes, if ea
h node 
reates and transmits a ses-sion key with every other node using pure �ooding, the 
ost is O(n3). Thiswould also be likely to result in using IPse
 on the limits of their domainof appli
ability. It is also worth noting that the 
omplexity of many IPse
proto
ols is already greater than the 
omplexity of the OLSR proto
ol itself.4.2.2 Routing proto
ols using digests or signaturesSRP (Se
ure Routing Proto
ol) [116℄, by Papadimitratos and Haas, is builton the basis of DSR, and requires a se
urity asso
iation between ea
h pairof 
ommuni
ating nodes. When initiating a route dis
overy, a node insertsin the SRP header of the query pa
ket the following information: a sequen
enumber, a non
e, and a MAC. The MAC is a keyed hash 
omputed on theIP header, the sequen
e number, the non
e, and the shared se
ret key. Inthe route reply message, the MAC in
ludes also the route.Unfortunately, it has been observed that a se
urity �aw makes SRP de-fe
tive [103℄. In a route dis
overy, a mali
ious intermediate node may notappend its address to the route request and reply messages (as it is supposedto do). As a 
onsequen
e, the originator of the route dis
overy validates aroute whi
h in fa
t does not exist.SLSP (Se
ure Link State routing Proto
ol) [117℄, by the same authorsof SRP, is a proa
tive se
ure routing proto
ol that makes use of asymmetri

ryptography to prote
t 
ontrol messages. The se
urity me
hanisms of SLSPare 
ommitted to the Neighbor Lookup Proto
ol, whi
h maintains a map-ping of IP and MAC (hardware) addresses extra
ted from overheard frames;the proto
ol uses this mapping to identify dis
repan
ies su
h as multiple ad-dresses.SAODV (Se
ure Ad ho
 On-demand Distan
e Ve
tor routing) [164℄ isthe se
ured version of AODV. RREQ and RREP messages are signed bya sending node, and the signature is veri�ed by intermediate nodes before



54 SECURITY IN AD HOC NETWORKS: BASIC MECHANISMSforwarding the message. Optionally, the RREQ message bears a se
ond sig-nature whi
h, if an intermediate node wants to reply with a RREP, is utilizedin the reverse route.ARAN (Authenti
ated Routing for Ad ho
 Networks) [137℄ is an on-demand routing proto
ol whi
h requires a TTP 
erti�
ate server. Nodesrequest a 
erti�
ate from the 
erti�
ate server, then they sign all generatedmessages.A polyvalent te
hnique based on 
erti�
ates [128℄ 
onsists in appendinga module, 
alled MAE (MANET Authenti
ation Extension) to ea
h rout-ing message. This te
hnique uses threshold 
ryptography to provide a dis-tributed and self-organized 
erti�
ation servi
e. The MAE proto
ol 
an beapplied to DSR, AODV, OLSR, TBRPF, and possibly other routing proto-
ols.Ariadne [66℄ is based on DSR for the routing ar
hite
ture and on TESLA(Timed E�
ient Stream Loss-tolerant Authenti
ation) [125, 124℄ for the au-thenti
ation me
hanism. TESLA guarantees the integrity of 
ommuni
ationsby adding a MAC in ea
h message, and provides some form of authenti
a-tion by one-way key 
hains (also 
alled one-way hash 
hains), 
omputedby agreeing on a hash fun
tion h. A node, during initialization, 
hooses arandom number x and 
omputes the list of values h0; h1; h2; : : : ; hn, whereh0 = x, and hi = h(hi�1) for i � n. The node will afterwards publish thesekeys in reverse order from hn to h0, following a predetermined s
hedule. Be-fore sending a message, the sender node estimates an upper bound Tu on theend-to-end network delay, and 
omputes the MAC on the message with a keyhi whi
h will not be dis
losed until after the delay. Upon re
eption of themessage, the re
eiver node veri�es that the key hi is still se
ret, then waitsuntil hi is dis
losed by the sender. After that, the re
eiver node authenti
ateshi. The re
eiver node is also able to authenti
ate a value hi�1 
ontained ina further message by verifying that h(hi�1) = hi, or authenti
ate any hi�jby applying j times the hash fun
tion i.e. hj(hi�j) = hi.Ariadne uses symmetri
 en
ryption for e�
ien
y reasons, but its authorsalso provide a modi�
ation to in
lude a Key Distribution Center for keyauthenti
ation. In Ariadne, a node originating a route dis
overy broad
astsa Route Request message, 
ontaining a time interval greater than Tu andprote
ted with a MAC. Ea
h intermediate node that re
eives the Route Re-quest veri�es if the asso
iated key is still undis
losed a

ording to the timeinterval; if so, the node appends its MAC to the message and forwards it.The target node performs the same tests, then sends a Route Reply to theoriginator node via the reverse path. Every intermediate node that re
eivesthe Route Reply waits until it 
an dis
lose its key a

ording to the timeinterval, then appends its key to the message and forwards it. Finally, upon



STATE OF THE ART 55re
eption of the Route Reply, the originator node 
he
ks that all in
ludedkeys and MACs are valid.TIK (TESLA with Instant Key dis
losure) [67℄ is a proto
ol designedfor defense against wormhole atta
ks. TIK uses what its authors 
all apa
ket leash, i.e. a pie
e of information added to a pa
ket to restri
t thepa
ket's maximum allowed transmission distan
e (geographi
al leash) or life-time (temporal leash). All nodes must have tightly syn
hronized 
lo
ks. Keyauthenti
ation is a

omplished using hash trees, whi
h are an optimizationof the one-way hash 
hains dis
ussed above.A sender node S generates the MAC, denoted by H(M;ki), of a messageM using key ki. Key ki has dis
losure time ti (in the future) and 
an beauthenti
ated by the hash tree value hi. The MAC is in
luded in the headerpart of the pa
ket. Before sending the pa
ket, S estimates an upper boundon the arrival time of the pa
ket to the re
eiver node R, and appends the keyki to the pa
ket: S ! R : fH(M;ki);M; hi; kig. Upon arrival of the MAC,R veri�es that S has not yet started to send ki, based on the dis
losure timeti. If this is true, R authenti
ates the key ki using hi, and veri�es H(M;ki).SEAD (Se
ure E�
ient Ad ho
 Distan
e ve
tor routing) [65℄ is basedon the design of DSDV. Nodes authenti
ate with ea
h other by using hash
hains. A node 
hooses a random number x and 
omputes h0; h1; h2; : : : ; hn,where h0 = x, and hi = h(hi�1) for i � n as said before. The value hn is�rstly distributed either by a Certi�
ation Authority, or by dire
t ex
hange(using symmetri
 
ryptography) between nodes, or by any other infrastru
-ture for key distribution. Afterwards, the node in
ludes these values in itsmessages, one for ea
h message, and in reverse order from hn�1 to h0. Re-
eiving nodes , knowing hi, authenti
ate the value hi�1 
ontained in a furthermessage by verifying that h(hi�1) = hi. With this proto
ol it is still possiblefor an atta
ker to tamper with messages while they are in transit.4.2.3 Other solutionsHu et al. propose RAP (Rushing Atta
k Prevention) [68℄, a generi
 
ompo-nent for se
ure route dis
overy in rea
tive routing proto
ols. RAP is aimedat prote
ting the network against rushing atta
ks. RAP 
ontains three me
h-anisms: se
ure neighbor dete
tion, se
ure route delegation, and randomizedRoute Request forwarding.Se
ure neighbor dete
tion is a

omplished by observing the 
hallenge-response delay, to evaluate the distan
e to a node and verify if the node 
anbe a neighbor. Se
ure route delegation is done through ex
hange of RouteDelegation / A

ept Delegation messages between veri�ed neighbors, beforeany forwarding of a Route Request. Furthermore, instead of forwarding the�rst re
eived Route Request, a node 
olle
ts a number of Route Requests
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hooses the one to be forwarded.RAP uses HORS [133℄ and the 
onstru
tions of BiBa [123℄ as a fastone-time signature me
hanism. HORS, designed by Reyzin and Reyzin asan improvement on BiBa, is a one-time signature s
heme i.e. a signatures
heme that 
an be used on
e or a small number of times. The 
hara
teris-ti
s of HORS are a short signature and very fast signature and veri�
ation,hen
e its suitability for multi
ast and broad
ast authenti
ation.SAR (Se
urity-Aware ad ho
 Routing) [163℄ is a modi�
ation of a tradi-tional, non-se
ured route dis
overy proto
ol (like AODV, DSR, or ZRP) toin
lude the se
urity level of a node into routing metri
s. The nodes are or-ganized in a trust hierar
hy; a number is asso
iated with ea
h privilege leveland represents the se
urity/importan
e/
apability of a node. RREQ andRREP pa
kets are en
rypted, and a 
ryptographi
 key is assigned to ea
hlevel; this 
an be obtained by setting the key length so that it is proportionalto the requested level of se
urity. In this manner, pa
kets are routed onlythrough safe nodes; nodes without the required se
urity rank 
annot evenread the 
ontrol pa
kets and must therefore drop them.Lee et al. [96℄ suggest se
uring DSR by adding two new 
ontrol mes-sages: Route Con�rmation Request (CREQ) and Route Con�rmation Reply(CREP). These messages are used as a 
on�rmation in the RREQ/RREProute dis
overy me
hanism.When an intermediate node replies with a RREP, the proto
ol requiresthat it sends a CREQ to its next-hop node towards the destination. Thenthe next-hop node, if it has a route to the destination in its 
a
he, replieswith a CREP to the sour
e of the RREQ. Hen
e, the sour
e node 
an verifythe validity of the obtained route by 
omparing the RREP with the CREP.This me
hanism does not use 
ryptography, and 
onsequently is still vul-nerable to message tampering and identity spoo�ng.Buttyán and Hubaux propose two me
hanisms to improve servi
e avail-ability on an open network. Pa
ket forwarding 
onsumes the battery energyof a node; therefore, a node may be tampered with, or simply swit
hed o�,by its parti
ipating user so as not to provide this servi
e.The �rst me
hanism [21℄ introdu
es an abstra
t 
urren
y 
alled beans.This 
urren
y is paid by the originator of a pa
ket to the forwarding nodesfor the forwarding servi
e (Pa
ket Purse Model), or ex
hanged for a pa
ketwhi
h will be sold to the next hop for a higher pri
e (Pa
ket Trade Model).The motivation of nodes to earn stimulates 
ooperation and avoids nodesel�shness. A PKI is used to guarantee authenti
ation and establish se
ure
ommuni
ations.In the se
ond me
hanism [22℄ a tamper resistant se
urity module, em-bedded in ea
h node, maintains a nuglet 
ounter whi
h is de
reased when
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ket and in
reased when the node forwards a pa
ket.A node's 
ooperation is ensured by requiring that the value of the 
ountermust remain positive.Priva
y is often not of primary importan
e in routing, and se
ured rout-ing proto
ols are more fo
used on providing other se
urity goals; for thisreason it is worth mentioning the PPR (Priva
y Preserving Routing) proto-
ol [154℄, whi
h is aimed at prote
ting nodes' identities.4.3 Se
ured versions of OLSRAmong the se
urity solutions examined up to now, only a few 
ould beapplied or adapted to OLSR. For instan
e, SAODV is based on AODV andis aimed at prote
ting the route dis
overy me
hanism, whi
h in a proa
tiverouting proto
ol su
h as OLSR would not make sense. The purpose of TIK isprimarily to provide defense against the wormhole atta
k; furthermore, thisproto
ol requires a tight syn
hronization between nodes, whi
h is not easyto obtain in an ad ho
 environment. The MAE ar
hite
ture 
an be appliedto OLSR, as well as to other routing proto
ols; however, our aim is to �nd adedi
ated se
urity ar
hite
ture that 
an be interfa
ed with the fun
tioningof OLSR so that the OLSR me
hanisms are fully exploited. For instan
e,a 
lever use of the OLSR Dupli
ate Set 
an permit a loose syn
hronization:we illustrate this in our se
urity solution for OLSR, dis
ussed in Chapter 5.In this se
tion we give an overview of other se
urity solutions expli
itlydesigned for OLSR, as found in the literature.4.3.1 Pa
ket prote
tionSe
ure OLSR [60℄, a proposed te
hnique for se
uring OLSR, involves pro-te
tion and hop-by-hop 
he
k of a whole pa
ket. A digest is 
omputed bythe forwarder node, added to the OLSR pa
ket, and veri�ed by the next-hopnode. This allows the digest to en
ompass mutable �elds su
h as the TimeTo Live or the Hop Count. The digest is added in the form of a 
ontrolmessage, and in
ludes a timestamp. The algorithm used to digest the pa
ketis SHA-1 with a se
ret shared key. Time syn
hronization is done through a
hallenge-response me
hanism, via dedi
ated 
ontrol messages.SOLSR [64℄ prote
ts the tra�
 by adding a pa
ket signature, while usinghash 
hains to se
ure the Time To Live and Hop Count mutable �elds. Italso implements a defense against the wormhole atta
k. A node sends probepa
kets to measure their travel time, from whi
h it 
an 
ompute the traveldistan
e. Then the node evaluates this distan
e: if it is greater than thetransmission range, the message may have been tunneled through a worm-hole.
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tionThere is a re
ent proposal of a se
ured OLSR proto
ol [78℄ that uses bothsymmetri
 and asymmetri
 keys. Nodes mutually authenti
ate using pub-li
 key 
ryptography, performing re-authenti
ation when moving to anotherneighborhood. During the authenti
ation, nodes share two symmetri
 keys:a 
ir
le key, utilized among neighbors only, and an ad ho
 key, utilized inthe whole network. A MAC is 
omputed with the 
ir
le key and added to
ontrol messages to ensure message integrity. Nodes periodi
ally renew bothkeys, and the new key is distributed after being en
rypted with the old key;for this purpose, the new ad ho
 key is in
luded in TC messages.4.3.3 Trust Metri
 RoutingWinjum et al. [159, 160℄ propose an extension for OLSR that uses TrustMetri
 Routing. The 
on
ept of Trust Metri
 Routing is to divide the net-work into di�erent se
urity domains, where only nodes belonging to the samedomain share intra-domain se
urity parameters like keys and su
h. A usermay 
hoose to route pa
kets through trustworthy routes, whi
h are fully 
on-tained in the same domain, or ordinary routes, whi
h spread over multipledomains. To this end, two routing tables are maintained by ea
h node: anordinary routing table 
al
ulated with the standard shortest path algorithm,and a trustworthy routing table 
al
ulated using trust parameters and show-ing only intra-domain routes. The information about the trust level of a linkor route is integrated and ex
hanged in 
ontrol messages.



Chapter 5The OLSR signature messageWe design here an infrastru
ture [4, 2℄ to prote
t OLSR. A prototype of thisinfrastru
ture has been built for an INRIA 
ontra
t with the DGA CELAR,the Fren
h government agen
y for weaponry. This framework 
an operatewith either symmetri
 or asymmetri
 keys. To prevent mali
ious nodes frominje
ting in
orre
t information into the OLSR network, an additional se
u-rity element is generated by the originator of ea
h 
ontrol message and trans-mitted with the 
ontrol message. For the sake of simpli
ity, in this 
hapterwe 
all the additional element a �signature� even if in the 
ase of a sharedsymmetri
 key it should, more properly, be 
alled a �digest�. A timestamp isasso
iated with ea
h signature in order to estimate message freshness. Thus,upon re
eiving the 
ontrol message, a node 
an determine if the messageoriginates from a trusted node, or if message integrity is preserved.Signatures are, inherently, separate entities from OLSR 
ontrol tra�
:while OLSR 
ontrol messages answer the purpose of a
quiring and distribut-ing topologi
al information, signatures serve to validate information originor integrity. For this reason we implement the signature as a separate typeof OLSR message (
alled SIGNATURE message), instead of appending thetimestamp and the signature to the 
ontrol message. The resulting signaturemessage is 
onsidered and handled like any other OLSR standard message.Furthermore, while this implementation slightly in
reases the total messagesize, it does not involve 
onsiderable modi�
ations to the standard OLSRproto
ol as it uses the standard format for the 
ontrol messages.5.1 Spe
i�
ationsFor ea
h 
ontrol message (HELLO, TC, MID, or HNA) generated, a 
orre-sponding SIGNATURE message is generated, and sent in the same pa
ket
ontaining the 
ontrol message, immediately before it. Signatures are usedby a re
eiving node to authenti
ate the 
orresponding OLSR 
ontrol mes-sage: every 
ontrol message without a mat
hing 
orresponding signature is



60 THE OLSR SIGNATURE MESSAGEdropped.In our ar
hite
ture, a signature purports to a message, not to a wholepa
ket. It is not possible to sign or digest a whole OLSR pa
ket be
ause itmay 
hange in transit between one node to another. This is be
ause a pa
ketmay 
ontain TCs, whi
h are �ooded in the network, as well as HELLOs, whi
hare not forwarded further. Hen
e after a few hops the pa
ket might no longerbear a valid signature, be
ause it was 
omputed on the original pa
ket.A remedy to the payload 
hange problem would otherwise be to 
he
kthe signature on a hop-by-hop basis (with re-
omputation of the signature atea
h hop) instead of an end-to-end 
he
k. However, signing a OLSR pa
ketwould also have profound impli
ations with respe
t to a

ountability in the
ase of a 
ompromised node: as many nodes repeat the TC messages thatare di�used by MPR �ooding, if a message is found to be in
orre
t, anyof the nodes whi
h repeated it might be a 
ompromised node. When theauthenti
ation is per pa
ket, it may only be dedu
ed that the 
ompromisednode is part of the (previously) trusted network. When the authenti
ationis per message, the node originator of the message is easily identi�ed as theorigin of the faulty information. For these reasons, the logi
al 
on
lusionfor the 
hoi
e of a pa
ket signature algorithm would be a digest 
omputedwith a symmetri
 shared se
ret key for the whole group of nodes, prote
tingthe messages on a per-group basis, and not o�ering the possibility to 
he
kwhi
h node sent a spe
i�
 message. This very ar
hite
ture has in fa
t beenproposed [60℄. The advantage of this option is that it makes it possible toin
lude the TTL and Hop Count, whi
h are mutable �elds, in the digest.We de
ided on the 
hoi
e of signing single messages also be
ause it per-mits swit
hing to an asymmetri
 algorithm with minimal 
hanges and e�ort.Moreover, this ar
hite
ture is better 
ompatible with the standard OLSR,as signature 
he
king 
an be turned o� if bandwidth is needed and se
urityrequirements be
ome looser.The 
ontrol message and its SIGNATURE message are sent in the sameOLSR pa
ket in order to simplify handling of the messages: the pa
ket
ontains �rst the SIGNATURE message, then immediately after the 
ontrolmessage it purports to. (If these messages were not sent in the same pa
ket,their order of arrival 
ould not be guaranteed. Therefore ea
h node wouldneed a bu�er to temporarily store them after re
eption, before trying to
ouple them.)The di�
ulty posed by handling long pa
kets that ex
eed the MTU issolved as follows. The 
ontrol message may be fragmented if ne
essary, sothat the 
ontrol message and its SIGNATURE are smaller or equal to theMTU of the network. If the 
ontrol message is fragmented, an indepen-dent SIGNATURE message must be 
omputed and assigned to ea
h frag-ment. Fragmentation may also be used for messages that are waiting inthe relaying queue, in order to insert these messages in the pa
ket readyto be sent. Note that is not stri
tly ne
essary to 
onsider the MTU of the



SPECIFICATIONS 61network (i.e. the minimum bound of the MTUs of all the link pairs in thenetwork): in fa
t, for fragmentation of HELLO messages, only the MTU sizeof the sender-re
eiver link needs to be 
onsidered, be
ause HELLOs are notforwarded further. For simpli
ity, however, we always 
onsider the networkMTU in the fragmentation rule.1A unique OLSR pa
ket may 
ontain more than one pair of 
ontrol mes-sage and SIGNATURE message, provided that the payload 
ontains a SIG-NATURE immediately before its 
ompanion 
ontrol message, in this exa
torder.5.1.1 Format of the signature messageThe SIGNATURE message is en
apsulated and transmitted as the data por-tion of the standard OLSR pa
ket format des
ribed in Se
tion 1.4.4.The Message Type �eld is set to the SIGNATURE 
onstant value; thisvalue may also in
lude information about the 
ryptographi
 primitives andkeys to use. The Time To Live and Vtime �elds are set to the values of theTime To Live and Vtime �elds of the message with whi
h the signature isasso
iated. The other �elds of the message header are set as usual.Extended versionAn old version [2℄ of the SIGNATURE message is shown in Figure 5.1. Themessage 
arries a MSN Referrer �eld in order to identify bije
tion betweena 
ontrol message and its SIGNATURE message.The Sign. Method �eld spe
i�es whi
h method, among a prede�ned set,is being used to generate the signature. This in
ludes information aboutkeys, 
ryptographi
 fun
tions, and timestamp algorithms.The Reserved �eld is used for padding, to make all �elds 32 bit aligned.It is set to 0 and reserved for future use.The MSN Referrer �eld of the SIGNATURE message 
ontains the valueof the Message Sequen
e Number of the 
ontrol message with whi
h this sig-nature is asso
iated. The 
orresponden
e a
hieved by the Message Sequen
eNumber is unique only if possible over�ow and wraparound of the 16-bit�eld is disregarded; however this is not a problem, sin
e a node uses furthersignature (and timestamp) veri�
ation to 
he
k the 
orresponden
e betweenthe 
ontrol message and the signature message.The Timestamp and Signature �elds are the same as in the a
tual versionof the message.The approa
h implemented in the previous version makes it unne
es-sary to send the SIGNATURE message and its asso
iated 
ontrol messagein the same pa
ket, as the messages 
ould be reordered and re-asso
iated1In IEEE 802.11b a data link frame may 
arry up to 2304 bytes. This gives a MTU of2272 bytes for IPv4 addresses, not 
onsidering IP, UDP, and OLSR pa
ket headers [127℄.



62 THE OLSR SIGNATURE MESSAGE0 1 2 30 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Sign. Method | Reserved | MSN Referrer |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Timestamp |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+Figure 5.1: Old version of SIGNATURE message format.0 1 2 30 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Timestamp |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+Figure 5.2: SIGNATURE message format.later. However, this means that every node would need to store the re
eivedmessages (
ontrol and signature messages) in a bu�er. This requires moresystem resour
es and is more prone to failure and DoS atta
ks (regarding
ontrol messages whose signature is lost, or vi
e versa). Furthermore, delayis unfavorable when a message and its signature are not aggregated in thesame pa
ket [158℄. This approa
h was hen
e abandoned in favor of the a
tualsimpli�ed version.Simpli�ed versionThe a
tual format of a SIGNATURE message is spe
i�ed in Figure 5.2.The Timestamp �eld 
ontains the timestamp itself, measured in se
onds.This is the timestamp of both the SIGNATURE message and the asso
iated
ontrol message. For 
ompatibility reasons, the timestamp is 32 bits longand represents the standard Unix time, whi
h is en
oded in a 32-bit signedinteger2 data type. The Unix time measures the time elapsed in se
ondssin
e 00:00:00 UTC on January 1, 1970.The 
urrent time is obtained from the node's internal BIOS 
lo
k. TheBIOS 
lo
k has a linear drift of about 1 se
/day, whi
h 
an therefore be2Or a 64-bit signed integer in the newer versions of Unix.
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orre
ted via an algorithm. See Se
tion 7.2 for an empiri
al study on timesyn
hronization te
hniques.The Signature �eld 
ontains the signature, 
omputed on the sequen
eof bits made from the following �elds:� the message header (80 bits) of the 
ontrol message, ex
luding the TimeTo Live and Hop Count �elds. These �elds are not 
onsidered in thesignature 
omputation be
ause they are modi�ed while the messageis in transit (the Time To Live is de
reased by 1 and the Hop Countis in
reased by 1 at ea
h hop), and subsequently the signature of themessage would be invalidated;� the 
ontrol message (whi
h has a variable size);� the message header (80 bits) of the SIGNATURE message, ex
ludingthe Time To Live and Hop Count �elds;� the Timestamp �eld (32 bits).5.1.2 The timestampThe 
riterion to verify whether a timestamp is stale is j Timestamp�t0j � �t,where t0 is the 
urrent time at the re
eiving node and�t is the a

epted valuefor dis
repan
y, in
luding the di�eren
e in the syn
hronization of 
lo
ks.A stri
t 
lo
k syn
hronization of the nodes is not ne
essary; the time-stamp is used to disambiguate possible wraparound of the Message Sequen
eNumber. The synergy of timestamp and Message Sequen
e Number in everymessage is used to 
he
k the freshness of the message, and wraparounds ofMessage Sequen
e Number are a rare event. In fa
t, 
ounting a time inter-val of 2 se
onds for HELLOs and 5 se
onds for the other 
ontrol messages(standard OLSR values), and the Message Sequen
e Number �eld being 16bits long, wraparounds of the MSN o

ur no more frequently than every 16hours for the standard OLSR or 8 hours for the se
ured OLSR.However, the syn
hronization must not be 
oarser than the lifetime ofthe Dupli
ate Set; in fa
t, a Dupli
ate Tuple is deleted from the Dupli
ateSet when it is 30 se
onds old (DUP_HOLD_TIME 
onstant), and a nodemay be subje
t to the possible replay of a message that has the same MSNas that of a deleted Dupli
ate Tuple.In our CELAR implementation, we let �t = DUP_HOLD_TIME/2.5.1.3 The signature algorithmsOur se
urity ar
hite
ture [4℄ relies on the use of asymmetri
 
ryptography.An o�line Certi�
ation Authority has the duty of assigning an identity-basedkey pair for ea
h parti
ipating node. Before joining the network, a node
onta
ts the Certi�
ation Authority through a se
ure 
hannel, and obtains



64 THE OLSR SIGNATURE MESSAGEKey type Ellipti
 
urve Signature size Se
urityGlobal key (CC) ng = 2174 + 2115 + 1 (U; V ) 2 E(Fpg )2 � 80 bitspg = (2339ng)2 + 1 (4104 bits) � RSA 1024y2 = x3 � xLo
al key (BLS) nl = 214 + 25 + 1 s 2 E(Fpl) very lowpl = (2nl)2 + 1 (64 bits)y2 = x3 � 4xTable 5.1: Ellipti
 
urve parameters for global and lo
al keys.Key type and operation 486 P3 P4Global key, signature (CC) 18:30 � 103 0:51 � 103 0:25 � 103Global key, veri�
ation (CC) 77:30 � 103 2:12 � 103 1:08 � 103Lo
al key, signature (BLS) 30:00 1:10 0:48Lo
al key, veri�
ation (BLS) 43:00 1:57 0:72Lo
al key, Weil pairing 7:83 0:28 0:12Table 5.2: Ben
hmarks for operations on global and lo
al keys (mse
).a global key. The node also generates a key pair, and di�uses its publi
 key(lo
al key) to the network via a spe
i�
 key ex
hange proto
ol: it originatesKey Distribution messages, signed with its global key, that are spread by pure�ooding. From this point on, the node uses its lo
al key to sign its 
ontrolmessages.This implementation utilizes identity-based Cha-Cheon signatures [25℄(pairing based) for the global keys, and Boneh-Lynn-Sha
ham short sig-natures [17℄ for the lo
al keys. In both 
ases, a Weil pairing is used onsupersingular ellipti
 
urves of embedding degree k = 1, with the family of
urves proposed by Koblitz and Menezes [89℄. The parameters are shown inTable 5.1. The implementation has been tested on an Intel i486 133 MHz, onan Intel Pentium III 1 GHz, and on an Intel Pentium 4 2.8 GHz, giving theresults shown in Table 5.2. These solutions must be seen as prototypes, asthe �gures show that size of global keys is su�
ient to ensure some degree ofse
urity but the 
omputation is slow, while lo
al keys have fast 
omputationtimes but small size (inse
ure).5.1.4 Appli
ability to 
ontrol messagesIt may be dis
ussed whether it is appropriate to sign every type of 
ontrolmessage, or just some types. In the �rst 
ase, there would obviously be alarger overhead. As the primary purpose is to prote
t the network topology,it is mandatory to 
hoose to asso
iate a signature to 
ontrol tra�
 messages



SPECIFICATIONS 65(HELLO and TC) only. We de
ided nonetheless to sign even the other OLSR
ontrol messages (MID and HNA), in order to avoid false information aboutmultiple interfa
es being spread over the network.5.1.5 Optional featuresAs previously said, the Time To Live and Hop Count �elds in the messageheaders 
annot be in
luded in the signature 
omputation, sin
e these �elds
hange at ea
h hop of the message and this would interfere with the 
orre
tveri�
ation of the signature by the re
eiving node. This unfortunately leavesthe door open to an atta
k where an adversary relays tampered messageswhose TTL has been set to 0 or 1 or, more generally, to a lower valuethan the original. This weakness 
an be over
ome by ignoring the Time ToLive �eld, and referring to the Timestamp �eld (whi
h is prote
ted by thesignature) to limit the forwarding radius of the message.We re
all that, in order to make �ooding more robust, it is possible toallow ea
h node to sele
t two (or even more) MPRs to 
over all its 2-hopneighborhood, by setting an appropriate MPR_COVERAGE 
onstant. Re-dundant MPR 
overage will be, of 
ourse, at the expense of MPR �oodinge�
ien
y. This remedy 
an also be used to 
ure bla
khole atta
ks and in-
orre
t MPR sele
tion from mali
ious nodes; in
orre
t sele
tion of MPRs isalso sometimes performed by legitimate nodes as an e�e
t of wrong topologyspread by mali
ious nodes, as explained in Se
tion 3.2.5.1.6 Interoperability with standard OLSRThis se
urity ar
hite
ture is not interoperable with the standard OLSR. Non-se
ured nodes, i.e. the nodes whi
h do not have the ability to 
he
k the sig-nature (be
ause of limited 
omputing power or non-knowledge of the key),may simply drop SIGNATURE messages upon re
eption. However, their un-signed 
ontrol messages would be dropped by se
ured nodes. This meansthat se
ured nodes 
ould not reply to HELLO messages from non-se
urednodes, therefore no symmetri
al link and subsequently no MPR relation-ship 
ould be 
reated between se
ured and non-se
ured nodes. As a result,there would be two disjoint networks, one 
omposed of se
ured nodes andthe other 
omposed of non-se
ured nodes. The se
ured nodes would totallyignore messages from non-se
ured nodes, while non-se
ured nodes wouldpro
ess messages from se
ured nodes but only to 
reate asymmetri
al linkswhi
h disappear shortly thereafter. The 
oexisten
e of the two networkswould only have the e�e
t of produ
ing a larger bandwidth 
onsumption.
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ations to the standard OLSR proto
olSe
uring the OLSR proto
ol involves modifying some parts of its basi
 fun
-tioning.5.2.1 Sending a signed 
ontrol messageIn brief, to 
ompute a signature 
orresponding to a 
ontrol message, thefollowing proto
ol is used:1. the node 
reates the 
ontrol message;2. the node retrieves the 
urrent time, and writes it in the Timestamp�eld;3. the node 
omputes the signature, and writes it in the Signature �eld;4. the node puts the SIGNATURE message and the 
ontrol message in thepa
ket, in this exa
t order.Then, the node sends the pa
ket, or repeats the proto
ol for another
ontrol message before sending the pa
ket.5.2.2 Changes to the Dupli
ate SetThe Dupli
ate Set of the standard OLSR is modi�ed to in
lude a new �eldD_timestamp. This �eld stores the value of the Timestamp �eld, on
e themat
hing between the SIGNATURE message and the 
ontrol message hasbeen found. The D_timestamp �eld is �lled with the same value for the
ontrol message and its SIGNATURE. In
oming messages are re
orded in theDupli
ate Set as usual.5.2.3 Re
eiving and 
he
king a signed 
ontrol messageUpon re
eiving a 
ontrol message with its SIGNATURE message, a nodepro
esses both. The proto
ol is outlined as follows:1. the node pro
esses the SIGNATURE message, 
he
king the timestamp,and keeps the SIGNATURE in memory;2. the node 
he
ks the signature of the 
ontrol message;3. if the timestamp is fresh and the signature is valid, the 
ontrol mes-sage is a

epted and pro
essed a

ording to the standard OLSR spe
-i�
ations for the message type. If not, both the 
ontrol message andSIGNATURE message are dropped.



MODIFICATIONS TO THE STANDARD OLSR PROTOCOL 67To �t the se
ured infrastru
ture, some modi�
ations also need to be madeto the pa
ket pro
essing algorithm des
ribed in the standard spe
i�
ations[31℄. We brie�y des
ribe these modi�
ations. A re
eiving node must pro
essan in
oming pa
ket following this algorithm:1. if the pa
ket 
ontains no messages, silently drop the pa
ket;(As in standard OLSR)2. if the TTL of the message is � 0, or if the message was sent by you,silently drop the pa
ket;(As in standard OLSR)3. pro
essing 
ondition:(a) if there exists a tuple in the Dupli
ate Set where D_addr =Originator Address andD_seq_num = Message Sequen
e Numberand D_timestamp = Timestamp, then do not pro
ess this mes-sage be
ause it has already been pro
essed;(b) else pro
ess the message a

ording to its Message Type.If the message is a SIGNATURE, theni. if the timestamp (from the Timestamp �eld) is fresh, thenmaintain the SIGNATURE message (with its header) in mem-ory. Otherwise, drop the message and erase its Dupli
ateTuple from the Dupli
ate Set;Else if the message is of another Message Type that you imple-ment, theni. if the Message Sequen
e Number of the message = MessageSequen
e Number of the SIGNATURE in memory +1, then
ontinue. Otherwise, drop the message and erase its Dupli-
ate Tuple from the Dupli
ate Set;(This step is optional)ii. if the 
omputed signature (from the Signature �eld) is valid,then �ush the SIGNATURE message from memory, and pro-
ess the message a

ording to the standard OLSR spe
i�
a-tions. Otherwise, drop the message and erase its Dupli
ateTuple from the Dupli
ate Set;4. forwarding 
ondition:(a) if there exists a tuple in the Dupli
ate Set where D_addr =Originator Address andD_seq_num = Message Sequen
e Numberand D_timestamp = Timestamp and the re
eiving interfa
e ad-dress is listed in D_ifa
e_list, then do not retransmit this mes-sage be
ause it has already been 
onsidered for forwarding;
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Incorrect

traffic
generation

Incorrect
traffic

relaying

ANSN attack

Incorrect MID/HNA generation

link spoofing

ID spoofing

link spoofing

ID spoofing
Incorrect HELLO generation

Incorrect TC generation

MPR attack

Wormhole attack

Replay attack

Blackhole attack

Message tampering

Message bombing and other DoS

SIGNATURE

✔

✔

✔

✔

✔

✔

✔

✔

✔

Table 5.3: Prote
tion o�ered from di�erent OLSR atta
ks in absen
e of 
ompro-mised nodes.(b) else forward the message a

ording to its Message Type, or tothe standard forwarding algorithm if you do not implement itsMessage Type.(As in standard OLSR)Erasing the Dupli
ate Tuple purporting to bad messages (i.e. with a staletimestamp or an invalid signature) ensures that only good messages in theDupli
ate Set are kept tra
k of. This to avoid a DoS atta
k 
arried out by amali
ious node that �oods the network with junk messages not 
oupled to asignature message (or 
oupled to an invalid signature message). These junkmessages �ll the Dupli
ate Set of re
eiving nodes, therefore 
ausing re
eivingnodes reje
t valid messages that bear the same MSN as a previously re
eivedjunk message.5.3 Resilien
eAdding a digital signature to all 
ontrol messages guarantees message au-thenti
ation or integrity, as unsigned 
ontrol messages 
oming from aliennodes are dis
arded. Table 5.3 shows the resilien
e of this se
urity ar
hite
-ture to atta
ks, provided that any node owning a key respe
ts the proto
ol(i.e. there are no 
ompromised nodes; for a dis
ussion on 
ompromission ofnodes, please refer to Chapter 8).



OVERHEAD 695.4 OverheadHere we evaluate the transmission overhead of this signature proto
ol, 
om-pared to the standard OLSR. To give an example, we use two 
ryptographi
s
hemes: a symmetri
 algorithm, HMAC-MD5, whi
h results in a 128-bitdigest; and an asymmetri
 algorithm, DSA, whi
h results in a 320-bit sig-nature. We do not take into a

ount the 
omputation overhead, i.e. thetime expended in signature generation and veri�
ation, as they are ma
hine-dependent. The 
omputation speed is evaluated in Se
tion 6.2.1.5.4.1 Message sizes for the standard OLSRThe size of a HELLO message varies depending on the number of advertisedneighbor nodes and on their link/neighbor status. This is be
ause neighborsof the same link/neighbor status are listed under the same group of NeighborType and Link Type (identi�ed by the Link Code �eld), and 32 bits areadded for ea
h new advertised group. There are 11 valid values for the LinkCode �eld as 
ombinations of Neighbor Type and Link Type.Therefore, the length of a HELLO message varies greatly depending onnetwork density, neighbors' distan
e, and nodes' speed. This makes di�-
ult 
hoosing a sample. For instan
e, we may spe
ulate that, amongst nadvertised neighbors, the number of di�erent link/neighbor status is halfof the number of advertised nodes, obtaining the following fun
tion for the�
ommon� HELLO size: 32 + 48n bits.We observe that the size of a HELLO message advertising n neighbornodes is bounded by the following limits:� minimum HELLO: 64 + 32n bits� maximum HELLO: 32+64n bits if n � 11 384+32n bits if n > 11From these numbers we 
an 
ompute (as an arithmeti
 mean) the averagesize of a HELLO:� average HELLO: 48 + 48n bits if n � 11 224 + 32n bits if n > 11The average OLSR neighborhood 
ounting from 9 to 12 nodes, we 
an re-average the results to obtain a linear fun
tion. We are 
ons
ious that thisgives a roughly approximated value, however it is su�
ient to give an idea ofthe message size. (This value 
oin
ides with the �
ommon� HELLO fun
tionfor n = 13.)We obtain the following result:HELLO: 136 + 40n bitsThe size of a TC message advertising n neighbor nodes is:TC: 32 + 32n bits



70 THE OLSR SIGNATURE MESSAGEThese are the sizes of ea
h 
ontrol message, without the message header.Considering also the IP header (160 bits), the UDP header3 (64 bits), andthe OLSR pa
ket header (32 bits + 96 bits per message), the resulting pa
ketlengths in
luding all headers are:HELLO (pa
ket): 488 + 40n bitsTC (pa
ket): 384 + 32n bitsThese are the sizes of a pa
ket 
ontaining only one HELLO or TC. We assumethat the IP datagram is not fragmented, and that node addresses are in IPv4format.5.4.2 Message sizes for OLSR with signaturesThe SIGNATURE message being 32 bits in size plus the size of the Signature�eld, the sizes of a pa
ket 
ontaining a signed HELLO/TC message are:HELLO + SIGNATURE HMAC-MD5 (pa
ket): 744 + 40n bitsHELLO + SIGNATURE DSA (pa
ket): 936 + 40n bitsTC + SIGNATURE HMAC-MD5 (pa
ket): 640 + 32n bitsTC + SIGNATURE DSA (pa
ket): 832 + 32n bitsWe assume that ea
h HELLO/TC message and its 
ompanion SIGNATUREmessage are sent together in the same OLSR pa
ket, and that the pa
ketdoes not 
ontain other messages. This is a �worst 
ase� s
enario, as in
ludingmore 
ontrol messages in the same pa
ket, along with the signatures of thesemessages, would redu
e the overhead.Figure 5.3 and Figure 5.4 show the diagrams 
omparing the pa
ket over-head, full headers in
luded, for unse
ured and se
ured HELLO/TC messages.The �gures 
ompare the size (drawn as a line for better readability) ofa pa
ket 
ontaining a HELLO/TC with the size of a pa
ket 
ontaining aHELLO/TC plus its SIGNATURE.5.4.3 FlowratesAn estimation of a node's �owrate, for both the standard OLSR and OLSRwith signatures, gives the following �gures:Standard OLSR: 558 bit/se
OLSR with HMAC-MD5 SIGNATURE: 738 bit/se
OLSR with DSA SIGNATURE: 872 bit/se
We utilize as model a node advertising 9 neighbors (an average neighborhoodsize) in its HELLO/TCs. The node broad
asts a HELLO every 2 se
onds, anda TC every 5 se
onds. The model assumes that the node has one interfa
e, so3OLSR pa
kets are 
ommuni
ated using UDP, port 698.
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72 THE OLSR SIGNATURE MESSAGEProto
ol Key type HELLO size (bits)Standard OLSR � 848OLSR with SIGNATURE HMAC-MD5 1004DSA 1296Se
ure OLSR [60℄ HMAC-SHA1 784MAE [128℄ 512-bit RSA Certi�
ate 1192 min, 5176 max2048-bit RSA Certi�
ate 2728 min, 6712 maxTable 5.4: Comparison of message overhead for standard and se
ured OLSR.that MID and HNA messages are not emitted. Ea
h OLSR pa
ket 
ontainsone HELLO or TC; plus, in the se
ured version, its asso
iated SIGNATUREmessage. These values in
lude the 
omputation of IP, UDP, and OLSRpa
ket headers, with all the assumptions made above.5.4.4 Comparison with other solutionsWe analyse here the overhead for a whole OLSR pa
ket 
ontaining a HELLO,
omparing the overhead of OLSR with SIGNATURE with that of otherse
urity solutions: Se
ure OLSR [60℄ and MAE [128℄. Results are shown inTable 5.4. We assume an average neighborhood of 9 nodes. The results forMAE 
on
ern messages not in
luding CERT obje
ts. A quantity of 352 bitshas been added to the �gures regarding MAE to in
lude the IP, UDP, andOLSR pa
ket headers; these �gures are given for a network from 10 (min)to 1000 (max) nodes [127℄.



Chapter 6Cryptosystems for the ad ho
environmentOn
e that the se
urity ar
hite
ture has been designed in terms of whi
hrouting proto
ol to use, it is ne
essary to pre
ise the requirements that a
ryptographi
 infrastru
ture must satisfy in order to be usable.As illustrated in Se
tion 2.1, symmetri
 
ryptography is fast and lightfor en
ryption and digesting, while asymmetri
 
ryptography is e�
ient forsignature and multiple key management.Asymmetri
 algorithms o�er many advantages in the se
uring pro
ess ofan ad ho
 network. However, these 
iphers are unsuitable when the nodesare unable to verify asymmetri
 signatures qui
kly enough, or when networkbandwidth is insu�
ient.6.1 RequirementsIn a generi
 way it is desirable that the signature algorithm used in ad ho
networks has these 
hara
teristi
s:� a short signature (in bits), to minimize message overhead;� a fast signature veri�
ation time, to prevent an intruder perform a DoSatta
k just by sending a large number of false signatures;� veri�
ation faster than signing, be
ause a message generated and signedby one node has to be veri�ed by several (or all) nodes in the network;� low 
omplexity, be
ause of the CPU power limitation of nodes in amobile ad ho
 network.The same applies for a hashing algorithm, with the remark that genera-tion and veri�
ation of the digest are the same operation.



74 CRYPTOSYSTEMS FOR THE AD HOC ENVIRONMENTAn extremely strong algorithm is usually not required; the algorithmshould be strong enough only to prote
t the ex
hanged messages until thenext key renewal. In this point of view, a smaller key may be suitable.6.2 Algorithm analysisChoosing whi
h 
ryptographi
 s
heme to use for the prote
tion of the mes-sages is not an easy task. The 
hoi
e depends largely on the requirements:whether we want to identify messages from ea
h node (i.e. ensure non-repudiation) or just guarantee the integrity of messages � hen
e if we haveto use asymmetri
 key pairs or just a symmetri
 key; available te
hniques forkey distribution; 
omputational 
omplexity; robustness against di�erent kindof 
ryptanalysis; size of the signature or digest; required time for signaturegeneration and veri�
ation, or digest generation; and more. Furthermore,on
e the requirements are set, an algorithm 
an be 
arefully implementedin software and/or dedi
ated hardware in a way to perform better than an-other. With this in mind, 
omparing the di�erent known algorithms hassense only if all-purpose hardware is employed. The 
ipher should be 
hosenon
e the requirements are 
lear, and while looking both at the algorithmsand the software and hardware available.Asymmetri
 algorithms eligibles for use in ad ho
 networks may in
ludeRSA, DSA, and ECNR. If a symmetri
 
ipher must be used instead, a good
hoi
e would be HMAC with MD5 or SHA-1, i.e. HMAC-MD5 or HMAC-SHA1. Note that the MD5 hash fun
tion has been broken i.e. 
ollisions havebeen found [36, 109, 156℄; however, this does not 
ompromise the se
urity ofHMAC-MD5.6.2.1 Ben
hmarksFor informational use, we publish a list of ben
hmark tests on the Crypto++5.2.1 Library1, a free C++ 
lass library of 
ryptographi
 s
hemes. The speedresults for the di�erent 
iphers are shown in Table 6.1, and signature/digestlengths of these 
iphers are shown in Table 6.2.We ran the ben
hmarks on the following ma
hines: Intel i486 133 MHz,Intel Pentium III 1 GHz, and Intel Pentium 4 2.8 GHz. All ben
hmarkswere 
omputed on algorithms 
ompiled with g

 3.x.x and ran under Linux,kernel version 2.4. Columns marked with a y are relative to the optimizedversion of the Crypto++ Library, 
ompiled with the g

 -O9 �ag.The following notes are ex
erpted from Crypto++'s do
umentation.S
hemes marked with the symbol z use pre
omputation; values are lookedup from a table of 16 pre
omputed powers of ea
h �xed base to make theexponentiation operation faster.1http://www.
ryptopp.
om
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Operation 486 486y P3 P3y P4 P4yRSA 1024 sig 570.00 380.00 13.51 8.62 7.30 5.13RSA 1024 ver 27.78 12.50 0.66 0.28 0.32 0.16DSA 1024 sig 212.00 168.33 4.81 3.72 1.63 2.46DSA 1024 sig z 120.00 75.71 3.01 1.68 1.08 1.05DSA 1024 ver 230.00 191.67 5.26 4.13 2.16 2.86DSA 1024 ver z 193.33 113.33 4.57 2.81 1.81 1.65ECNR GF(p) 168 sig 386.67 228.00 9.52 5.65 3.57 2.77ECNR GF(p) 168 sig z 210.00 108.00 5.75 2.96 2.11 1.39ECNR GF(p) 168 ver 755.00 436.67 20.83 11.76 7.46 5.41ECNR GF(p) 168 ver z 356.67 186.67 9.35 5.05 3.69 2.44ECNR GF(2n) 155 sig 1170.00 255.00 35.71 9.35 11.49 4.57ECNR GF(2n) 155 sig z 356.67 92.73 10.75 2.98 3.44 1.47ECNR GF(2n) 155 ver 1470.00 322.50 45.22 11.76 14.49 5.81ECNR GF(2n) 155 ver z 620.00 162.86 19.61 5.26 6.06 2.51HMAC-MD5 HELLO 6.15�10�2 1.28�10�2 0.19�10�2 0.07�10�2 0.03�10�2 0.03�10�2HMAC-MD5 TC 4.58�10�2 0.95�10�2 0.14�10�2 0.05�10�2 0.02�10�2 0.02�10�2Table 6.1: Ben
hmarks for di�erent 
iphers (mse
/op).

Algorithm SignatureRSA 1024 1024DSA 1024 320ECNR GF(p) 168 336ECNR GF(2n) 155 310HMAC-MD5 128Table 6.2: Signature length of di�erent 
iphers (bit).



76 CRYPTOSYSTEMS FOR THE AD HOC ENVIRONMENTThe implementations of RSA and ECNR follow the IEEE P1363 [76, 77℄standard. RSA uses 17 as the publi
 exponent, while DSA uses a 160-bitlong value for q. ECNR is done over the Galois �eld GF(p) and GF(2n):operations in GF(2n) are a

omplished using trinomial basis and, 
omparedto the other algorithms, Crypto++'s implementation of ECNR over GF(2n)is less optimized.The generation of a HMAC-MD5 hashing is done over an average HELLOand TC signed message advertising 9 neighbors, as reported in Se
tion 5.4.6.3 Key managementWith referen
e to the problemati
s explained in the previous 
hapters, asym-metri
 
ryptography appears to be an e�
ient model under many aspe
ts.However, applying this model to an ad ho
 network raises several questionsand di�
ulties. This be
ause the deployment of a Publi
 Key Infrastru
-ture in
ludes the 
reation of a system for key distribution, whi
h is oftenin
arnated under the form of a 
entralized Certi�
ation Authority. How-ever, the dependen
e by a 
entralized authority does not mat
h very wellthe ar
hite
ture and philosophy of an an ad ho
 network, where all nodesare independent and mobile. For instan
e, it is highly unlikely that any nodeis able to 
onne
t to the CA at any time. Furthermore, a 
entralized entityraises a problem 
on
erning network weaknesses; this 
onstitutes in fa
t avulnerable point, whi
h opens the door to Denial of Servi
e atta
ks or 
om-promission of the entire network. This is a problem in itself, and even in awired network the solution is not trivial. The state of the art in
ludes severalsolutions that have been proposed for key management, as an alternative toa 
entralized TTP.6.3.1 Threshold 
ryptographyThe burden of a Certi�
ation Authority may be shared amongst many partiesby using threshold 
ryptography [143, 90℄. Very �rst threshold s
hemes havebeen studied by Shamir [141℄.A (n; z) threshold 
ryptography s
heme (with n � z) allows n parties toshare the ability to perform a 
ryptographi
 operation, su
h as a digital sig-nature, whi
h 
an be done jointly by any z parties, where the same operationis infeasible for a group of z � 1 or less parties. For a network of n or morenodes, the CA's se
ret key is divided into n shares, and ea
h share is as-signed to a node of the network. Ea
h of the n nodes then 
ompute a partialsignature for a 
erti�
ate and submit its partial signature to a �
ombiner�node; after re
eiving z partial signatures, the 
ombiner is able to generatea 
orre
t signature for the 
erti�
ate. This s
heme therefore tolerates up toz � 1 
ompromised nodes.



KEY MANAGEMENT 77A share refreshing system [165℄ allows the nodes to regenerate new shares,prote
ting the network against an atta
ker that may 
ompromise more thanz � 1 nodes, one after ea
h other, over time. Another optimization 
alleddynami
 
oales
ing [100℄ deals with the problem of 
onta
ting enough nodesat the same time in an ad ho
 network, whose topology is by its very nature
onstantly mutating.The threshold 
ryptography s
heme has been implemented in a wired en-vironment with the COCA (Cornell Online Certi�
ation Authority) frame-work [166℄ and in an ad ho
 wireless network with MOCA (MObile Certi�-
ation Authority) [162℄. There exists also an implementation for the OLSRframework [34℄.6.3.2 Self-organized PKI�apkun et al. propose a publi
-key management system [151, 69℄ in whi
hno CA exists: 
erti�
ates are issued by the users themselves, whi
h buildand maintain a lo
al 
erti�
ate repository. For A to verify the authenti
ityof B's publi
 key, A must try to �nd a 
erti�
ate 
hain from A to B inthe repository build up from the merging of A's and B's lo
al repositories.This infrastru
ture is based upon the analysis [152℄ of the PGP [167℄ 
er-ti�
ate graph (web of trust). The PGP trust graph exhibits the small-worldproperty, i.e. it has a small diameter and is highly 
lustered.6.3.3 Identity-based 
ryptosystemsIdentity-based en
ryption (IBE) [47℄ is a form of publi
 key 
ryptographyin whi
h the publi
 key of any parti
ipant is derived from the identity, orany other intrinsi
 quality, of the parti
ipant itself. For instan
e, the publi
key of a node 
an be its IP address. In this way there is no need for a CA,as a publi
 key is bound unambiguously to a spe
i�
 parti
ipant. Identity-based en
ryption has also other interesting properties, su
h as simplifyingkey revo
ation, key delegation, and user 
redentials management.Identity-based en
ryption requires nonetheless the presen
e of a TrustedThird Party, 
alled Private Key Generator (PKG), whi
h �rstly generatesthe master key. A node 
ommuni
ates via a se
ure 
hannel with the PKG,requesting the private key 
orresponding to its identity � its IP address inthe previous example. The node 
an afterwhile use its private key to de
ryptmessages sent to it.Shamir was the �rst to 
on
o
t identity-based 
ryptosystems [142℄. Afterhim, Boneh and Franklin [16℄ designed an e�
ient and se
ure IBE s
heme,whi
h was further ameliorated by Lynn [101℄ with the addition of messageauthenti
ation. Lynn's s
heme guarantees that the integrity of the messageis preserved, serving as a digital signature s
heme.



78 CRYPTOSYSTEMS FOR THE AD HOC ENVIRONMENT6.3.4 ImprintingPerhaps the easiest solution at all is to require that a node a

epts a keyonly at the bootstrap, possibly manually (by dire
t 
onta
t). This is 
alledimprinting by Stajano and Anderson [144℄, with referen
e to ethology: im-printing is the phenomenon whi
h makes a du
kling emerging from the egg
hoose the �rst seen animated obje
t as mother. Another system for keyrenewal 
an subsequently prevent keys be
oming stale. This solution is usedby Balfanz et al. to provide pre-authenti
ation on a lo
ation-limited wireless
hannel [7℄.6.3.5 Probabilisti
 key distributionSome s
hemes relies on probabilisti
 key distribution methods on a dis-tributed environment to establish pairwise keys [41, 97℄. In these s
hemes,ea
h node pi
ks up randomly a 
ertain number of keys from a key pool, sothat any pair of nodes has a 
ertain probability to share at least one samekey.6.3.6 Di�e-Hellman key agreementIn a key agreement proto
ol, two (or more) parties derive a shared se
ret keyfrom information 
ontributed by ea
h party and ex
hanged over a 
hannelthat does not need to be se
ure. Eavesdropped information does not lead todis
losure of the se
ret key.The Di�e-Hellman key agreement proto
ol [35℄ is the �rst publi
 keyalgorithm invented. Its se
urity 
omes from the fa
t that 
omputing expo-nentiation in a �nite �eld is easy, while the inverse operation of 
al
ulatingdis
rete logarithms in unfeasible. The original DH key ex
hange proto
olis designed for two parties, but it 
an be extended to three or more par-ties (generalized Di�e-Hellman). This extension leads to the Group KeyAgreement proto
ols [146, 12, 6℄.The generalized DH proto
ol may therefore be employed to establish keysin an ad ho
 environment; it is used for instan
e in SRP. The CLIQUES fam-ily of proto
ols [147, 161℄ for authenti
ated group key distribution is basedon Di�e-Hellman. In the simplest form of the CLIQUES proto
ol, the 
om-putation of the key pro
eeds from node to node, the last node broad
astingthe result to allow the other nodes to generate the �nal key.6.3.7 A simple PKI for OLSRWe outline two simple PKIs for OLSR. They both serve the purpose ofmaking publi
 keys available to nodes in the network in a way su
h thatthe authenti
ity of the keys 
an be trusted. The two PKIs di�er mainly inthat the �rst is proa
tive, in the way it aims at di�using periodi
ally publi




KEY MANAGEMENT 79key information to nodes in the network, while the se
ond is rea
tive: nodesrequest keys only when needed.Proa
tive PKI for OLSRThis PKI operates with three 
lasses of nodes:Untrusted nodes: A node A 
onsiders another node X as an untrustednode if the publi
 key of X is not known by A, or if this publi
 keyis known but not validated by a signing authority in the network.That is, messages' signatures re
eived from an untrusted node 
annotbe veri�ed. Note that at network initialization all nodes, ex
ept thesigning authority and the node itself, are untrusted from the point ofview of the individual nodes.Trusted nodes: A node A 
onsiders another nodeX as a trusted node if thepubli
 key of X is known by A and this publi
 key has been validatedby a signing authority in the network. That is, signatures of messagesre
eived from trusted nodes 
an be veri�ed.Signing authorities: A signing authority is a node whi
h has the spe
ialproperty that its publi
 key is a priori known by all nodes in the net-work. A signing authority has spe
ial responsibilities for the network,namely to allow new nodes to register their publi
 keys in a se
ure fash-ion (typi
ally through manual authenti
ation), whereby a new node be-
omes a trusted node; and to periodi
ally distribute signed 
erti�
ates,
ontaining a list of publi
 keys for all trusted nodes.As an option, it is also possible to use the PKI infrastru
ture for timesyn
hronization, and have the signing authority periodi
ally distributethe signed time.Ea
h node that wishes to parti
ipate in the network is required toregister its publi
 key with a signing authority. The signing authoritywill issue 
erti�
ates periodi
ally, whi
h will then be broad
ast to theentire network. Nodes re
eiving the 
erti�
ates will store these fora spe
i�ed amount of time, after whi
h they expire. Hen
e periodi
refresh of 
erti�
ates is required.No expli
it me
hanisms for revoking keys is presented. To fa
ilitate keyrevo
ation, 
erti�
ate messages may be equipped with a sequen
e numberasso
iated with the set of keys advertised. Whenever the set 
hanges (whenkeys are added or removed) the sequen
e number is in
remented, and in-
luded in following 
erti�
ate messages. Upon re
eiving a 
erti�
ate messagethe nodes 
an distinguish between older and newer information, and removeexpired keys. In order to 
ounter possible replay atta
ks, timestamps shouldbe employed.



80 CRYPTOSYSTEMS FOR THE AD HOC ENVIRONMENTWhile we 
ould foresee to use this ar
hite
ture to reje
t messages fromuntrusted nodes, this is an approa
h that must be 
arefully reviewed, as itis proven that it leads to a deadlo
k at network initialization. In fa
t, atthe bootstrap, before the signing authority start distributing 
erti�
ates, allnodes are untrusted; if their 
ontrol messages are reje
ted, then formationof the network will never take pla
e, and without network, the 
erti�
ates
annot be spread to nodes. Next we present a detailed dis
ussion of theproblem and of the proposed solution.Admittan
e 
ontrolFrom the perspe
tive of network 
onne
tivity, the primary aim is to en-sure that false topology information is not spread amongst the nodes. Thistranslates into prote
ting the integrity of OLSR's most important feature:the 
reation and relaying of TC messages through MPRs. Therefore, a nodeshould:� sele
t only trusted neighbors as its MPRs;� a

ept to be sele
ted as MPR by trusted neighbors only;� a

ept TC messages originating from trusted nodes only2;� forward broad
ast messages from trusted neighbors only.When node A sele
ts node B as MPR, A gives to B the responsibility forthe A�B link. This responsibility is ful�lled only if B is trusted; otherwise,there is an hazard of B performing in
orre
t tra�
 relaying, as des
ribed inSe
tion 3.2.When node A is sele
ted as MPR by node B, A assumes the responsibilityfor the 
ontents of TC messages 
oming from B. If B is not trusted, thehazard is that it 
ould inje
t false TC messages in the network. This is aninstan
e of in
orre
t tra�
 generation. The same happens when node Aa

epts TC messages originating from node B, ex
ept that in this 
ase thehazard is 
ir
ums
ribed to A only.The situation is similar when node A forwards broad
ast messages fromnode B. If B is not trusted, it 
ould mali
iously generate ex
essive amountsof broad
ast tra�
 that, on
e �ooded to the network, may 
onsume ex
essiveresour
es and potentially prevent transmission of legitimate tra�
.The simplest possible me
hanism to keep untrusted nodes out of thenetwork would be a rule stating: �A message sent by an untrusted nodeis silently dis
arded and neither pro
essed nor forwarded.� However, whilesimple, this 
ondition is too restri
tive and not appli
able. If all nodes requirethat all tra�
 they re
eive must be signed and veri�ed, a

epting therefore2These trusted nodes are MPRs of other nodes in the network, be
ause we spe
i�edalready the 
ondition that the node should sele
t only trusted neighbors as its MPRs.
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 from trusted nodes, this would lead to a deadlo
k problem onnetwork initialization, when publi
 key 
erti�
ates start being spread around.In fa
t, upon network initialization, no node know any publi
 keys otherthan that of the signing authority (and, of 
ourse, their own). Disregarding
ontrol tra�
 from the signing authority, all nodes will by default ignore
ontrol tra�
 from ea
h other. Thus, no nodes will sele
t MPRs, and nobroad
ast messages will be forwarded. The only node whi
h may be sele
tedas MPR is the signing authority itself. Control tra�
 from the signing au-thority will be a

epted by its neighbors sin
e they know the publi
 key ofthe signing authority in advan
e; until the signing authority starts broad-
asting 
erti�
ate messages, no network formation will take pla
e. Unlessspe
ial provisions are made, only neighbor nodes of the signing authoritywill ever re
eive the broad
ast 
erti�
ates: sin
e su

essful veri�
ation of asignature is a 
riteria for a

epting any 
ontrol messages, 2-hop neighbors ofthe signing authority will never a

ept 
ontrol messages from 1-hop neigh-bors of the signing authorities. This implies that a symmetri
 link between1-hop and 2-hop neighbors of the signing authority will never be established.The signing authority will therefore never sele
t MPRs and, subsequently,its 
erti�
ates will never be broad
ast into the network.To avoid this situation and enable network initialization, spe
ial provi-sions for a

epting some 
ontrol messages without validation of signaturesmust be made. The desired goal is to allow MPR �ooding to take into a
-
ount the fa
t that broad
ast messages should be able to rea
h also untrustednodes in the network. Hen
e the following additional 
onditions apply:� A node must a

ept unsigned HELLOs from untrusted neighbors. Su
hHELLO messages are a

epted under the restri
tion that:� asymmetri
 and symmetri
 links are 
onsidered as su
h;� MPR links are 
onsidered as symmetri
 only (i.e. they do nota�e
t the MPR sele
tor set);� lost links are ignored;� A node must maintain a trusted neighborhood 
ontaining informationabout links to the trusted nodes in its neighborhood;� A node must maintain an untrusted neighborhood 
ontaining informa-tion about links to the untrusted nodes in its neighborhood;� A node must, from among the trusted neighbors, perform MPR sele
-tion as spe
i�ed;� A node must periodi
ally transmit HELLO messages, in
luding thetrusted neighbors (with status: asymmetri
, symmetri
 and MPR, asappropriate) and untrusted neighbors (with status: asymmetri
 andsymmetri
 only).



82 CRYPTOSYSTEMS FOR THE AD HOC ENVIRONMENTThe 2-hop neighborhood of a node will 
ontain both trusted and un-trusted nodes. MPRs are sele
ted from among the trusted nodes su
h that,as mu
h as possible of, all nodes in the 2-hop neighborhood are 
overed.This ensures that a maximum of untrusted neighbors of trusted nodes willbe rea
hed by MPR �ooding, as they are 
overed by at least one MPR.Thus, upon network initialization, the signing authority will transmit its
erti�
ate whi
h will be re
eived by its 1-hop neighbors. Following HELLOmessage ex
hange, the 1-hop neighbors will a

ept the untrusted 2-hop neigh-bors as symmetri
 but not sele
t MPRs among them. The signing authoritywill then sele
t MPRs from among the 1-hop neighborhood su
h that the nextbroad
ast 
erti�
ate will rea
h the 2-hop neighbors. The s
heme follows, insu
h a way that 
erti�
ates will, upon network initialization, propagate fromthe signing authorities and towards the edges of the network.Note that some information 
oming from untrusted nodes is only usedto handle untrusted nodes. MPR sele
tion, et
. is performed only amongtrusted nodes, as MPR sele
tion information is di�used only about trustednodes.Rea
tive PKI for OLSRWe assume the same framework as in the proa
tive PKI. Two new types ofmessages are introdu
ed: Key Request and Key Reply.A Key Request is a message from a node A, 
ontaining a non
e NA ini-tialized with random values for ea
h request and a list of nodes Bi for whi
hthe publi
 key is needed: A! all : fA;NA; B1; : : : ; BngA.Upon re
eiving su
h a request message, a signing authority U :1. �rst 
he
ks the signature of the message A, if it has the publi
 key ofA;2. if the publi
 key of at least one Bi in the request is known by theauthority, a Key Reply is generated. The reply in
ludes all the publi
keys it knows: U ! all : fU;A;NA; (B1; PB1); : : : ; (Bm; PBm)gU .Upon re
eiving su
h a reply message, the originating node A performsthe following 
he
ks:� that the destination of the message is indeed A;� that U is a signing authority that it trusts;� that the signature of the message is 
orre
t;� that the non
e NA was a non
e it re
ently used.If those 
he
ks su

eed, node A �nally updates its publi
 key database withthe newly a
quired keys.



KEY MANAGEMENT 83In order to ensure proper delivery of Key Request and Key Reply messages,pure �ooding is used instead of the standard MPR forwarding. As with theproa
tive PKI, 
onsiderations regarding key revo
ation are not presented.These features, however, 
an be fashioned through lifetime of the publi
keys and periodi
 refreshing through renewed request-reply 
y
les.



Chapter 7TimestampsAs already said, a 
ommon problem in distributed systems is that, evenassuming a digest or signature is 
he
ked (therefore ensuring integrity orauthenti
ation of the sour
e of a message), replay of previously transmittedmessages is possible by an intruder. This is the aforementioned replay at-ta
k, whi
h may easily 
orrupt the route 
a
he and therefore dis
ompose the
orre
t fun
tioning of the network.Timestamps are a 
ommonly used means to prevent replay atta
ks (asin Kerberos [145℄), and are indeed ne
essary [37, 33℄. The idea is to devi
ea proof of freshness, su
h that older pie
es of information 
an be dete
tedand reje
ted. Further timestamp methods have been dis
ussed by Gong [56℄.When a timestamp is not su�
ient, the goal is a
hieved by using a non
e[112℄, whi
h is a small sequen
e of randomly generated bits, used only on
e.The non
e is sent in a 
hallenge as an identi�er and must be in
luded in theresponse.In OLSR, MSN (Message Sequen
e Number) and ANSN (AdvertisedNeighbor Sequen
e Number) are already used for a
hieving those goals inthe 
ontext of allowing the routing proto
ol to determine whi
h informationis more re
ent. However while these sequen
e numbers are su�
ient for thebasi
 routing proto
ol fun
tioning, they are not su�
ient to provide full se-
urity: ea
h are en
oded on a 16-bit �eld, whi
h implies that wraparoundhappens too frequently to provide e�
ient prote
tion against mali
e from anintruder.Here we des
ribe several timestamp algorithms, providing di�erent levelsof se
urity at the expense of di�erent 
osts. For the purpose of the dis
ussionwe use the following terminology:� a 
lo
k is the devi
e, hardware or software, within a node keeping tra
kof the time;� a timestamp is the value of a 
lo
k, re
orded in a pie
e of information(e.g. a message) at the time of generation of the information.



85Commonly, the following methods are employed for providing timestamps:� Real time: a 
lo
k expresses time in some natural resolution su
h asse
onds or mi
rose
onds;� Logi
al time: a 
lo
k is in
remented ea
h time an event o

urs, su
has message generation.Note that these are just di�erent ways to express the same idea of time: thebasi
 property being that time is monotoni
ally in
reasing, and that uponre
eiving a message 
ontaining a timestamp the re
eiving node has some ideaabout the value in the timestamp 
ompared to the value of the 
lo
k, i.e.what the timestamp should be. As 
on
erns the se
ond option, the 
on
eptof event ordering in a distributed system has been examined by Lamport[93℄.For ea
h message being emitted by a node, an unique timestamp Tsenderis in
luded. Let t0 denote the value of the 
lo
k in a re
eiving node aroundwhi
h the timestamp Tsender in a re
eived message is expe
ted to be. Then,a more formal expression of a message being �not too old� may be:jTsender � t0j < �tmax (7.1)where �tmax is a 
onstant used to limit the timestamp dis
repan
y whileallowing for some small deviation. Thus, the (7.1) provides a simple frame-work for 
he
king if a re
eived message is original or rather it is a replay ofa previous message.The replay 
he
k in the (7.1) 
an be 
omplemented by maintaining aSignature Table, in order to also prevent replays within a small time-s
alei.e. replays within a delay less than �tmax. The Signature Table 
ontainsthe signatures (or the digests) of the most re
ently re
eived messages, for aduration greater or equal to �tmax. If the signature of a re
eived message isalready in the Signature Table, it is ignored sin
e the message has alreadybeen re
eived and pro
essed. This is similar to the Dupli
ate Set in OLSR,whi
h ensures that TC messages are pro
essed and forwarded on
e. Indeed,the fun
tionalities of both the Signature Table and the OLSR Dupli
ate Set
ould be merged.The way in whi
h timestamps are generated is not ne
essarily obvious,as they assume either syn
hronous real-time timestamps, non-volatile time-stamps, or they impli
itly require a 
hallenge-response proto
ol.It should be noted that non-syn
hronization leaves the door open to
lo
k atta
ks. If the sender's 
lo
k is ahead of that of a re
eiving node, anatta
ker may suppress the postdated message and replay it later, when thetimestamp in the message be
omes valid a

ording to the re
eiver's 
lo
k.Re-syn
hronization of the sender's faulty 
lo
k does not parry this suppress-replay atta
k [55℄.



86 TIMESTAMPSIn the following we present di�erent methods 
on
erning the use of time-stamps. These methods introdu
e di�erent levels of 
omplexity, 
ost, andse
urity tradeo�s; they 
an also be used in 
ombination, in order to providegreater resilien
e.7.1 No timestampsIf no replay prote
tion is desired, nodes may just set the timestamp to be 0when generating messages, and not 
he
k the timestamps upon re
eiving.7.2 Real-time timestampsA 
on
eptually simple way to generate timestamps, although not the easiestone to implement, is to use a real time 
lo
k in ea
h node, assuming somekind of syn
hronization. This solution 
an be a
hieved by having a safesour
e of time in ea
h node that is su�
iently pre
ise and with su�
ientlylittle drift. This 
ould be in form of a quartz 
lo
k, an atomi
 
lo
k, or a

essto the time as obtained by a GPS devi
e.The 
riterion for a

epting a message is indeed simply, as in Formula 7.1,jTsender � T j < �tmax, where T is the value of the 
lo
k on the re
eivingnode.The sour
e of time for timestamp generation 
an often be a quartz 
lo
k,or similar equipment, embedded in the node's hardware. The main issuewhen using an internal sour
e of time is the pre
ision of the 
lo
k. In most
omputer equipment, piezoele
tri
 quartz os
illators are used to keep tra
k ofthe time; in personal 
omputers, it is the so-
alled BIOS 
lo
k. The pre
isionof these 
lo
ks is nonetheless limited 
ausing a drift, in absolute terms, inthe order of magnitude of one se
ond per day. The drift is due to twofa
tors: the la
k of pre
ision of the quartz, assumed to os
illate at a 
ertaindetermined frequen
y di�erent from the real frequen
y, and variations in thereal frequen
y due to temperature, aging, vibration-indu
ed noise, and otherfa
tors [155℄.In order to assess the frequen
y needed for a possible resyn
hronization,we 
ondu
ted experiments [4℄ with the routers used in the OLSR signatureimplementation des
ribed in Chapter 5. During the experiment, four routersbroad
asted their BIOS 
lo
k periodi
ally on an Ethernet network. A ma-
hine re
orded the arrival times of the di�erent broad
asts of the 
lo
ks,along with their advertised time value.All 
lo
ks were syn
hronized at the beginning of the experiment. One ofthe routers was used as a referen
e, and the di�eren
e between the values ofthe 
lo
ks was re
orded and plotted as a fun
tion. The resulting maximum
lo
k drift is around 1 se
/day (Figure 7.1), quite 
omparable with expe
tedvalues. However, the resulting plotted fun
tions are mostly linear, 
on�rming
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Figure 7.1: Time di�eren
e between 
lo
ks.that the main fa
tor in 
lo
k drift is the in
orre
t 
alibration of the realfrequen
y of the quartz. By using linear regression on the values found,the linear 
omponent of drift between one router and the referen
e routerwas removed. In pra
ti
e su
h 
orre
tions 
ould be performed by makingpre
ise time di�eren
e measurements at two separate points of time. As aresult, the pre
ision is mu
h better and around 30 mse
/day (Figure 7.2).Nonetheless, the time fun
tions of some routers were irregular; by 
omparingthe drift estimates based on measurements between di�erent points of time,to the drift estimates based on measurements between the points of timewith the greatest dis
repan
y, the drift is found to be about 0.2 se
/day.The equivalent ne
essary syn
hronization intervals for drift 
orre
tion, for adrift of maximum 15 se
onds, are therefore 500 days in the average 
ase, and75 days in the worst 
ase.7.3 Non-volatile timestampsA way to provide weak timestamps is to have the 
lo
k of ea
h node of thenetwork maintained in non-volatile memory, initialized the �rst time a node'ssignature key is used after generation.The value of this 
lo
k is then used as timestamp in ea
h message signed,after whi
h the value is in
remented. While the sender maintains the 
lo
k innon-volatile memory, the re
eivers maintain a table 
ontaining the maximal
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Figure 7.2: Time di�eren
e between 
lo
ks, after resyn
hronization.timestamps re
eived from all nodes in the network.In the re
eiver node R, the algorithm for pro
essing a message fromsender S with timestamp TS is the following:1. R keeps the value of TRS , the highest timestamp from S ever re
eived,in non-volatile memory;2. if R has not re
eived any value from S, R 
onsiders the highest time-stamp re
eived from S to be TRS  0;3. if TS > TRS �D then the message is a

epted, otherwise it is reje
tedand not pro
essed further. D is some �xed (small) 
onstant to allowfor out of order re
eption of messages. D must be tuned a

ordinglyto the spe
i�
ations of the ad ho
 network;4. TRS is updated: TRS;new  max(TS ; TRS ).These are se
urity-wise weaker timestamps, sin
e if 
ommuni
ation be-tween the sender and the re
eiver is broken for some time, then the lattergoes out of syn
 and all the messages from the sender 
an be replayed to there
eiver. This is espe
ially true if the sender and the re
eiver are in di�erent,non-
onne
ted, networks. The advantage is that as soon as the re
eiver andthe sender are able to 
ommuni
ate with ea
h other, only limited replay ispossible. This replay 
an further be suppressed with the Signature Table,des
ribed previously.



CLOCK SYNCHRONIZATION 89In OLSR, non-neighbor nodes may never ex
hange messages, be
ausenodes whi
h are not sele
ted as MPR by any other nodes ex
hange messagesonly with their neighbor nodes. In this 
ase, the timestamps would neverbe updated. Therefore it would be ne
essary that ea
h node periodi
allybroad
asts at least an empty message in order to provide syn
hronization.Note that a variant using a lo
al �wall 
lo
k� time instead of in
rementedtimestamps is possible, and 
ould allow more stringent 
he
ks, although thealgorithm still remains vulnerable.7.4 Clo
k syn
hronizationWith respe
t to 
lo
k syn
hronization, the 
hi
ken-and-egg dilemma arises[56℄: timestamps are used for authenti
ation, but se
ure 
lo
k syn
hroniza-tion itself requires authenti
ation. This 
ir
ular dependen
y is over
omeby performing authenti
ation and 
lo
k syn
hronization operations at thesame instant. However the main problem with se
ure 
lo
k syn
hronizationin an ad ho
 network is that many algorithms require a �xed per
entageof non-
ompromised nodes in order to operate. It 
ould be argued that,sin
e in an ad ho
 network an intruding node 
an impersonate as many �
-tional nodes as it wishes [39℄, under the limitation that these �
tional nodeshave keys known to the network, a guaranteed fra
tion of non-
ompromisednodes is unobtainable. Even a 
lo
k syn
hronization algorithm su
h as thatproposed by Dolev et al. [37℄, whi
h does not require any su
h fra
tion of
orre
t nodes to run properly, provenly 
annot bound the ne
essary delay ofsyn
hronization when a new node wishes to parti
ipate in the network forthe �rst time. This is quite problemati
 in a wireless ad ho
 network, sin
enodes are expe
ted to be able to leave and join at any time.7.4.1 Timestamp ex
hange proto
olThis part des
ribes a timestamp ex
hange proto
ol that 
an be applied toOLSR. It essentially mixes a distributed 
hallenge-response proto
ol withtimestamp information. This proto
ol is a variation over the Needham-S
hroeder publi
 key proto
ol [112℄, albeit with a superset of the information(and in
ludes, for instan
e, the ne
essary 
orre
tion of the proto
ol proposedby Lowe [99℄), using signatures instead of en
ryption, and using timestampsinstead of non
es.The assumption for the proto
ol is that ea
h node X keeps a 
lo
k TX ,whose value is used in the timestamp �elds of generated messages. The 
lo
kin
reases monotoni
ally with ea
h message sent, and with wall 
lo
k. At agiven wall 
lo
k time t, the 
lo
k in the node A is denoted TA(t). The 
lo
kTA is also used as a non
e, and thus should be initialized, fully or in part,with random values.



90 TIMESTAMPSA simpli�ed version of the proto
ol is given �rst, illustrating the gist ofthe proto
ol limited to two nodes A and B.1. At t0, A! B : fA; TA(t0)gA;2. At t1 > t0, B has already re
eived the previous message and sends itsmessage: B ! A : fB;TB(t1); A; TA(t0)gB ;3. At t2 > t1, A has re
eived the previous message and sends its message:A! B : fA; TA(t2); B; TB(t1)gA.The idea is that at t2 (step 3) A had re
eived the message sent in step 2,and thus observed that a re
ent version of its timestamp TA(t0) was in
ludedin a message, authenti
ated to be from B. Therefore A 
an safely assumethat TB(t1) is a re
ent value of the timestamp from B, posterior to t0. Thisrelies on A properly generating initial values of 
lo
k TA i.e. not (or withlow probability) repeating values over the time.Likewise, upon re
eiving the message sent from A to B in step 3, B
on
ludes, like A, that it has now a re
ent authenti
ated value of TA. Afterthose steps are 
omplete, A and B both have knowledge about relativelyre
ent values of ea
h others respe
tive timestamps, whi
h are not (or withvery low probability) the result of replays. In this 
ase we say that thehandshake is 
ompleted.A detailed parallel version of the algorithm now is given. It is �parallel� inthe sense that the same message, sent by a node A to perform the previouslyillustrated handshake, is sent this time to several nodes (ideally all) in thenetwork, rather than to an individual node B. Also some provisions are takenfor being able to pra
ti
ally perform timestamp 
he
k, and for swit
hing tonew timestamp intervals.The proto
ol relies on an unique new kind of message, a TimestampEx
hange message, being �ooded periodi
ally by ea
h node. When maximalse
urity is desired, the message should be transmitted by pure �ooding tothe network instead of using the MPR forwarding optimization.We assumed that ea
h node keeps a table of the information from thelatest Timestamp Ex
hange message it re
eived from ea
h node. This tableis 
alled the Timestamp Table. A node A re
ords the following informationfor ea
h other node B:� a boolean HAB indi
ating whether the handshake with B has been 
om-pleted,� the timestamp TAB from the latest Timestamp Ex
hange message re-
eived by node A from node B (in 
ase the handshake is 
ompleted),or the list of the latest timestamps T �AB;j re
eived (in 
ase the handshakeis not 
ompleted),



CLOCK SYNCHRONIZATION 91� a set of di�erent timestamp interval tuples for i = 1; : : : ; nAB :hTAB;min;i; TAB;max;i; EAB;iiwhere EABi is an expiration time indi
ating that the tuple should only beused until this time value is rea
hed, when the handshake is 
ompleted.In node A, ea
h timestamp interval tuple of B des
ribes a valid intervalfor timestamps of B. There are several su
h timestamp interval tuples forB (several is) in order to allow for timestamp interval 
hanges. Su
h a
hange would o

ur, for instan
e, when the node de
ides to regenerate a
lo
k's value from s
rat
h. The timestamp interval tuples are used with thefollowing timestamp 
he
k: in node A, at t, a timestamp TB from a messagefrom B is valid if and only if an i exists su
h that TAB;min;i � TB � TAB;max;iand t < EAB;i.This timestamp 
he
k does not apply to Timestamp Ex
hange messagesthemselves, des
ribed below.At node A, given two valid timestamps TB and T 0B from B, an orderingrelation 
an be established for 
omparison. Let j and j0 be the indexes su
hthat TAB;min;j � TB � TAB;max;j and TAB;min;j0 � T 0B � TAB;max;j0 . Then wede
ide that TB > T 0B if and only if j > j0 or (j = j0 and TB > T 0B). This isused for determining whi
h of two messages, to whi
h the timestamps relate,is the most re
ent.For proto
ol 
ompleteness, in node A the timestamp TAB is said to be or-phaned when HAB is false or when TAB does not pass the timestamp 
he
k withany of the timestamp intervals and expiration time hTAB;min;i; TAB;max;i; EAB;ii.This 
an o

ur when some (or all) of those intervals expire, usually meaningthat 
ommuni
ation between node A and node B is broken.This yields a formal de�nition of �
ompletion of handshake between Aand B�: a handshake is 
omplete for node A when B has a timestamp TABwhi
h is not orphaned. Ea
h time HAB was true and the timestamp TABbe
omes orphaned be
ause of timestamp interval, HAB is updated as: HAB  false.The proto
ol relies on two parts: the generation and the pro
essing ofTimestamp Ex
hange messages.The algorithm for the generation of the messages is as follows: node Asends periodi
ally a Timestamp Ex
hange message, 
ontaining:� its 
urrent 
lo
k T newA , whi
h must not be orphaned with respe
t tothe bounds set out in the following item;� its 
urrent timestamp bounds set nnewA , and for i = 1; : : : ; nnewA :hT newA;min;i; T newA;max;i;DnewA;i iwhere DnewA;i is the maximal duration for whi
h the tuple should bekept;



92 TIMESTAMPS� the 
ontent of its timestamp table, tuples hX;TAX i for ea
h node Xfrom whi
h it has re
eived a timestamp. Note that for ea
h X withwhi
h the handshake is not 
ompleted there might be several hX;T �AX;ji.In this 
ase, on
e the hX;T �AX;ji has been sent, the tuples are removed;� the signature of this message.Node A also re
ords the latest timestamp bounds set it has sent:(TA;min;i; TA;max;i).The algorithm for the pro
essing of the Timestamp Ex
hange messagesfor a node A re
eiving a message from node B is as follows:1. 
he
k for the entry of B (if it exists) in the Timestamp Table to de-termine if HAB was true but the TAB has be
ome orphaned. If TAB hasbe
ome orphaned, then HAB  false;2. if no reported timestamp from A, inside the Timestamp Ex
hange mes-sage, pass the timestamp 
he
k in A, or if there is no TA in the message,then: if no entry for B was re
orded, or if HAB is false, the timestampfrom the message TB is added to the list of the timestamps T �AB;j .The idea here is that node B has not provided enough proof of freshnessfor A to a

ept the timestamp intervals. However TB should be keptsu
h that in next message from A it would serve as proof of freshness.All TB re
eived should be kept sin
e some 
ould 
onstitute invalidreplays;3. otherwise, the handshake is 
ertain to be 
ompleted and the timestampbounds are updated if ne
essary:(a) if no value TAB was re
orded or if HAB was false, or if the newtimestamp TB of the message is greater than the latest time-stamp re
orded TAB (with the timestamp 
omparison rules givenpreviously), then:i. TAB is updated with the timestamp from the message, theprevious list T �AB;j is emptied, and TAB  TB;ii. the timestamp bounds for B are updated with the valuesfrom the Timestamp Ex
hange message: nAB  nB, and fori = 1; : : : ; nB :hTAB;min;i; TAB;max;i; EB;ii  hTB;min;i; TB;max;i;DB;i + tiwhere t is the wall 
lo
k at node A.(b) HAB  true.



CLOCK SYNCHRONIZATION 93It is expe
ted that the timestamp bound set of a node is limited to aninterval (T 1A;min; T 1A;max), and only o

asionally updated when a new time-stamp interval (T 2A;min; T 2A;max) is generated. The transition is typi
ally thefollowing:1. A advertises the interval (T 1A;min; T 1A;max) and generates timestamps inthis interval;2. for some duration, A advertises interval (T 1A;min; T 1A;max) and a newinterval (T 2A;min; T 2A;max). Node A will still generate timestamps fromthe �rst interval, to wait for the new interval to be updated in re
eivingnodes;3. for some small duration, A advertises both interval (T 1A;min; T 1A;max)and interval (T 2A;min; T 2A;max). A now generates timestamps from these
ond interval, while it keeps advertising the old interval;4. A advertises only interval (T 2A;min; T 2A;max).Note that it is possible to add variations: updating also the timestamptable on re
eption of messages like HELLOs, introdu
ing some maximumdeviation �tmax from the last re
eived timestamp, or using lo
al wall 
lo
k(possibly with a random o�set) instead of an in
remental 
ounter. It ispossible to add optimizations to avoid sending lists of timestamps of the samenode before handshake 
ompletion, su
h as sending immediately a TimestampEx
hange message, along with Denial of Servi
e dete
tion with respe
t to thehandshake proto
ol.



Chapter 8Se
urity in ad ho
 networks:advan
ed me
hanismsAs previously seen, using message signatures e�e
tively prote
ts the networkagainst identity spoo�ng atta
ks, as long as the signature me
hanism is notbroken. Nodes rely on signatures to identify the real sender of a message,and, with the assumption that all nodes are well-behaving, signed topologyinformation is assumed to be 
orre
t. The s
enario is hen
e an ad ho
network with a deployed, working PKI and message signature me
hanism.8.1 Compromised nodesWe 
onje
ture now that an atta
ker has been able to gain full 
ontrol �physi
ally, or in any other way � over a trusted node, hen
e the atta
ker hasnow gained a privileged position inside the network. The 
ontrol messagesthe atta
ker 
an send will be a

epted as valid by all other nodes be
ausethey are 
orre
tly signed, even if these 
ontrol messages are wrong. The term
ompromised node designates su
h a trusted node that has been taken overby the atta
ker.We extend the de�nition of 
ompromised node to a node whi
h may notbe under the 
ontrol of the atta
ker, but whose private key has been dis
losedto the atta
ker. In some way or other, the atta
ker has managed to 
apturethe node's private key, stealing the node's identity, and 
an send messagessigned on behalf of that node.In this s
enario, any trusted node is no longer trustworthy, be
ause it
ould send wrong 
ontrol messages to mali
iously perturb the network topol-ogy. The question is: �How 
an we be sure that the information from a nodeX is 
orre
t?� There is no thing su
h as an �evil bit� [11℄ that would allowus to distinguish good information from bad.We 
an nonetheless in
rease the odds of distinguishing good nodes frombad ones by adding redundant information in messages, so that the dete
-
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Incorrect

traffic
generation

Incorrect
traffic

relaying

ANSN attack

Incorrect MID/HNA generation

link spoofing

ID spoofing

link spoofing

ID spoofing
Incorrect HELLO generation

Incorrect TC generation

MPR attack

Wormhole attack

Replay attack

Blackhole attack

Message tampering

Message bombing and other DoS

SIGNATURE Accusation

✔

✔

✔

✔

✔

ADVSIG SIGLOC

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔

✔ ✔ ✔ ✔

Table 8.1: Prote
tion o�ered from di�erent OLSR atta
ks in presen
e of 
ompro-mised nodes.tion of wrong messages is easier. This prevention me
hanism aims to pre-vent nodes being 
ompromised at the outset. We propose a solution basedon multiple signatures (ADVSIG) in Chapter 9, and a solution based ongeographi
al information of nodes (SIGLOC) in Chapter 10.We re
all that the model used is an ad ho
 network where ea
h nodeuses publi
 key 
ryptography to authenti
ate messages and to preserve theirintegrity, hen
e the following solutions presume the use of asymmetri
 
ryp-tographi
 s
hemes. On the other hand, when a shared se
ret key is used,it is mu
h more di�
ult to take 
ountermeasures, be
ause the 
ompromisednode 
an masquerade as any other node in the network.A dete
tion me
hanism that 
an be used in parallel with a 
ryptographi
s
heme, but does not require it, is the behavior audit of nodes, to identifymisbehaviors. Nodes are monitored to 
he
k that they follow the proto
ol
orre
tly; the duty of monitoring is often distributed among all the nodes.On
e a misbehaving node has been dete
ted, the other nodes (the legitimateones) should take 
orre
tive a
tion to prevent the misbehaving node fromparti
ipating any further in the network. Behavior monitoring is dis
ussed inChapter 11, as well as our proposed solution for OLSR whi
h uses broad
astof a

usation messages.Table 8.1 resumes these di�erent se
urity ar
hite
tures, and shows whi
hatta
ks are assessed by ea
h spe
i�
 solution.



Chapter 9Using multiple signatures inOLSRWhen an atta
ker 
ommands a 
ompromised node, he is able to perform linkspoo�ng (as des
ribed in Se
tion 3.2) with the purpose of perturbing thenetwork. To withstand the link spoo�ng atta
k, we have designed a proto
olwhi
h uses multiple signatures (generated by di�erent nodes) to validate linkstate information [130℄. Like the solution for OLSR signatures, our proto
olrelies on 
reating and sending a new additional message in 
onjun
tion withrouting 
ontrol messages. We 
all su
h a message an ADVSIG (for ADVan
edSIGnature) message. Our main approa
h is based on authenti
ation 
he
ksof new information inje
ted into the network, and reuse of this informationby a node to prove its link state at a later time. To our knowledge, this isthe �rst time su
h a proto
ol has been proposed.In general, HELLO and TC 
ontrol messages have the semanti
s of theoriginator advertising �I have a link with these other neighbor nodes�. Thesignature on these messages, introdu
ed in Se
tion 5, serves to verify thatthe originator is indeed the one 
laiming su
h a link to exist. The task isnow to validate that the other nodes also believe su
h a link to exist.9.1 Topology 
ontinuityIn OLSR, and in any other link state proto
ol, the network topology, withrespe
t to the lo
al neighborhood of a node, is related to what the networktopology was at a previous instant. This be
ause the link state at a giventime t depends on the link state at an immediately previous time t��t.E.g. at time t, node A sele
ts node B as a MPR. We 
an therefore statethat, at time t0 = t��t, node B de
lared a symmetri
al link with node A.We 
an further state that, at time t00 = t0��t0, node A had an asymmetri
allink with B (i.e. A heard B), and de
lared this fa
t in a HELLO messagewhi
h was re
eived by B. In fa
t, this is exa
tly the way the nodes verify
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(no link)

LOST_LINK

SYM_NEIGH
SYM_LINK

SYM_LINK
MPR_NEIGH

ASYM_LINK

Figure 9.1: The �nite state ma
hine for OLSR link state transitions.and establish symmetri
al links in order to build a 
onne
ted network; thesesteps, and their order in 
hronologi
al sequen
e, are mandatory. Here weassume that all nodes 
orre
tly follow the proto
ol.In summary, topology does not make leaps; instead, it pro
eeds smoothlywith 
ontinuity. The transitions of link states is modeled in the automatonshown in Figure 9.1.We might exploit this fa
t to avoid false routing information being in-je
ted in the network. The philosophy is that every node stores the mostre
ent link state information about itself, as re
eived by its neighbors (intheir HELLOs); then the node reuses this information by in
luding it, as aproof, in its 
ontrol messages (HELLOs and TCs). In this way a node 
anprove that it supplies routing information a

ordingly and 
onsistently withits previous neighborhood status. Of 
ourse, link state information has tobe signed by the node that generated the message, otherwise a 
ompromisednode 
ould easily produ
e false proofs.9.2 Link Atomi
 InformationIt would be ine�
ient to sign and redistribute a whole HELLO message asa proof, be
ause ea
h HELLO 
ontains many links related to many nodes.As OLSR 
ontrol messages are not modi�ed, we should split this data intoreusable pie
es of information.In order to keep the proto
ol as light and simple as possible, we mustidentify the minimal quantity of ex
hanged link state information. The linkatomi
 information generated by a node A 
on
erning a neighbor node B
onsists of:� the address of A as the originator node� the address of B as the advertised node



98 USING MULTIPLE SIGNATURES IN OLSRLink to be advertised Required proofASYM_LINK pa
ket has been heardSYM_LINK ASYM_LINK or SYM_LINKSYM_NEIGH or MPR_NEIGH SYM_LINK or SYM_NEIGH�Node is neighbor� SYM_NEIGH or MPR_NEIGHTable 9.1: Required proofs in an ADVSIG message.� B's link state with respe
t to A� the timestamp of the 
reation time� the signature (
omputed by A) of these four �eldsThe address of the originator node is found in the message header as theOriginator Address �eld, and is part of the standard pa
ket. The addressof the advertised node and its link state are ex
hanged through a HELLOmessage, respe
tively in the Neighbor Interfa
e Address and Link Code�elds. The timestamp and the signature will be 
ontained in the ADVSIGmessage 
oupled to that HELLO. Depending on its use, this atomi
 informa-tion is 
alled either a Certi�
ate or a Proof.Hen
e a node, upon re
eption of an HELLO and its 
ompanion ADVSIGmessage, extra
ts from both the information regarding itself (i.e. where�advertised� 
ontain the node's address). When used in this manner, we 
allthe atomi
 information des
ribed above a Certi�
ate. The Certi�
ates arestored by the node in a Certiproof Table.Later, when the node sends a HELLO or TC message, it will sele
t the rel-evant Proof from its Certiproof Table and in
lude it in the ADVSIG message
oupled to that HELLO/TC message.Note that we 
all the same atomi
 pie
e of information a Certi�
atewhen it is 
reated and supplied to inform about the neighborhood, as freshreusable topology information; and we 
all it a Proof when it is reused andsupplied to prove a link state. The Certiproof Table of node B 
ontains onlyCerti�
ates signed by various neighbors of B; in ea
h of these Certi�
ates,the �advertised� �eld 
ontains the address of B (ex
ept in the Certi�
ateZero, as explained later).9.3 Required proofsAs mentioned above, if node A wishes to report a link in a HELLO/TCmessage with a neighbor node B, the required proof must be built usingelements of a HELLO message and the a

ompanying ADVSIG message thatwere re
ently sent by node B. The proofs are then stored (as Certi�
ates) in



REQUIRED PROOFS 99the Certiproof Table and reused (as Proofs) whenever ne
essary. The proofsmust be sent along pa
ked in a new 
ompanion ADVSIG message, with thenew HELLO/TC messages they are intended to prove.Table 9.1 gives a s
heme of the required proofs, based on the OLSRspe
i�
ations [31℄. Refer also to Table 1.1 for an explanation of the link 
odes.The table 
an be integrated with other link types to de�ne the requestedbehavior when de
laring links of type UNSPEC_LINK or LOST_LINK.For instan
e, when A wishes to report (in a HELLO) a SYM_LINK withB, the proof must be a re
ent HELLO from B reporting an ASYM_LINK orSYM_LINK with A. We remind that link 
odes (ASYM_LINK, SYM_LINK,SYM_NEIGH, and MPR_NEIGH) are advertised through HELLO mes-sages, and advertising a node as a neighbor is done through TC messages.For an asymmetri
 link (ASYM_LINK), the proof is part of the heardpa
ket, be
ause the advertised node does not hear the originator. A previ-ous version of the proto
ol [130℄ required no proof for an asymmetri
 link.This be
ause all 
riti
al operations in OLSR 
on
ern symmetri
al neighbors:MPRs are sele
ted from among the nodes with whi
h there exist a symmetri
link, MPR sele
tion is a

epted from nodes with whi
h there exist a sym-metri
 link, and TC messages advertise symmetri
 links only. Asymmetri
allinks have the sole purpose to (possibly) establish symmetri
al links in animmediate future: these symmetri
 links 
an (possibly) be established onlyby an answer from the advertised node. When a mali
ious node X falselyadvertises an ASYM_LINK, the link is maintained as asymmetri
 and even-tually deleted (after expiration of its validity time, whi
h depends on theVtime); ex
ept if the advertised node e�e
tively 
omes in the neighborhoodof X, in whi
h 
ase a symmetri
 link may truly be established.However, this may lead to an atta
k where a 
ompromised node X ad-vertises a fake ASYM_LINK with a node Y that X does not hear; Y maybe a 2-hop neighbor of X and X may have known about its existen
e froma HELLO sent by a 
ommon neighbor. Node Y may a
tually hear X's de
la-ration, and therefore it would advertise a SYM_LINK with X instead of anASYM_LINK as it should be. Hen
e node Y advertises a false symmetri
neighborhood whi
h may be de
lared in its TCs. If node X advertises alarge number of fake ASYM_LINK with several nodes, it is possible thatone of these nodes is or moves in the neighborhood of X, making the atta
ksu

essful.We present in this thesis a 
orre
ted version of the proto
ol. In this ver-sion, a de
laration of an asymmetri
 link requires a proof, 
alled Certi�
ateZero. A 
ompromised node X 
an still 
arry out the aforementioned atta
kby re
y
ling the Certi�
ate Zero from Y as overheard as a Proof from an-other node Z, and not as a Certi�
ate from Y as it should be. However,this would 
ause a delay in X's de
laration, and this delay 
ould thereforebe dete
ted by using a tighter syn
hronization and more stringent 
he
ks ontimestamps.



100 USING MULTIPLE SIGNATURES IN OLSR9.4 The Certiproof TableWhen a node B re
eives from A a HELLO and its a

ompanying ADVSIGmessage, it extra
ts from both any information regarding itself, and storesthe tuplehoriginator; advertised; linkstate; timestamp; signatureiin its Certiproof Table. This tuple will later be resent by B as a Proof, butthe same information was 
alled a Certi�
ate when sent by A. As alreadyexplained, originator 
ontains the address of A, advertised 
ontains theaddress of B, linkstate is B's link state with respe
t to A, timestamp is thetime when A generated the HELLO and ADVSIG messages, and signatureis the signature 
omputed by A on the four �elds originator, advertised,linkstate, and timestamp.Note that, in the implementation, it is obviously not ne
essary to storethe advertised �eld in the tuple, as it is a 
onstant. We present nonethelessthe proto
ol in this way to be 
onsistent with the Certi�
ate/Proof format,and to avoid 
onfusion.The key of the tuple is the originator address. Only one tuple for ea
horiginator is maintained in the table: when B re
eives a subsequent HELLOmessage (with its ADVSIG) from A, it updates the tuple entry with thefreshest information, established as su
h by 
omparing the timestamp �elds.In this manner, node B stores in the Certiproof Table only the most re
entCerti�
ate about itself, as given by a neighbor.9.5 The ADVSIG messageThe format of this se
urity-enhan
ed ADVSIG message is shown in Figure9.2. An ADVSIG message must be generated and sent with every HELLO orTC message, and possibly in the same pa
ket. However, there is a di�eren
ebetween HELLOs and TCs: while both message types always require Proofs,HELLOs 
an 
ontain Certi�
ates whereas TCs do not. Hen
e the Signatureof Certifi
ate #i �elds exist only in those ADVSIG messages whi
h are
oupled to HELLOs.The Global Timestamp is the timestamp of this ADVSIG message and ofthe HELLO/TC it is 
oupled with.The Global Signature is 
omputed on the sequen
e of bits made up ofthe whole HELLO/TC message (header in
luded) and the asso
iated ADVIGmessage ex
ept, of 
ourse, the Global Signature �eld itself. As seen inSe
tion 5, the Time To Live and Hop Count �elds are 
onsidered as set tozero, be
ause they 
hange in transit.



THE ADVSIG MESSAGE 1010 1 2 30 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Global Timestamp |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Global Signature :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature of Certifi
ate #0 (always present, HELLOs only) :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature of Certifi
ate #1 (HELLOs only) :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature of Certifi
ate #2 (HELLOs only) :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+: . . . :: :+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature of Certifi
ate #n (HELLOs only) :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Link Code #1 | Reserved #1 |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Timestamp of Proof #1 |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature of Proof #1 :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Link Code #2 | Reserved #2 |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Timestamp of Proof #2 |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature of Proof #2 :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+: . . . :: :+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Link Code #n | Reserved #n |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Timestamp of Proof #n |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature of Proof #n :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+Figure 9.2: ADVSIG message format.



102 USING MULTIPLE SIGNATURES IN OLSRThe Signature of Certifi
ate #i is present only when the ADVSIG is
oupled with a HELLO. This �elds 
ontains the signature of the Certi�
aterelated respe
tively to the Neighbor Interfa
e Address at position i inthe HELLO 
oupled message.An ex
eption is the Signature of Certifi
ate #0 �eld, whi
h is notrelated to any advertised neighbor link, but is always in
luded in thoseADVSIGs that are 
oupled to HELLOs.The subsequent three �elds (Link Code #i, Timestamp of Proof #i, andSignature of Proof #i) purport to the Proof related to a neighbor nodede
lared in the HELLO/TC message. More in detail, the Proof is related: tothe Neighbor Interfa
e Address at position i if the 
oupled message is aHELLO, or to the Advertised Neighbor Main Address at position i if the
oupled message is a TC.The Reserved #i �eld is used to make all �elds 32 bit aligned, and maybe reserved for future use.The Link Code #i is the link state in the Proof related to neighbor node i.An alternate implementation might omit this �eld, as it 
an be extrapolatedfrom Table 9.1; in this 
ase, when verifying a signature of a Proof, a re
eivernode must test all link 
odes that apply.The Timestamp of Proof #i and Signature of Proof #i are the time-stamp and signature of the Proof related to the neighbor node i.The link status, timestamp, and signature of the Proof were taken re-spe
tively from: Link Code, Global Timestamp, and Global Signature ofa previous HELLO and its a

ompanying ADVSIG. These data were thensaved in a tuple and stored in the Certiproof Table. If a proof is not re-quired a

ording to Table 9.1, these three �elds, as well as the Reserved #i�eld, are not present.Every Signature of Certifi
ate and every Signature of Proof is
omputed on the sequen
e of bits made up of:� the relevant Originator Address (from the header of the HELLO)� the relevant Neighbor Interfa
e Address (from the HELLO)� the relevant Link Code (from the HELLO)� the relevant Global Timestamp (from the ADVSIG)The Signature of Certifi
ate #0 is 
omputed only on the OriginatorAddress and Global Timestamp, be
ause there is no neighbor to advertise,and hen
e no link. The purpose of this Certi�
ate Zero is to 
ertify to a neigh-bor the hearing of an empty HELLO, or a HELLO that does not in
lude thatneighbor; in this 
ase the neighbor 
an issue a de
laration of ASYM_LINK



THE PROTOCOL 103with the sender of the HELLO message. Consequently, the advertised andlinkstate �elds are empty in the relevant tuple of the Certiproof Table.In sum, when A sends an ADVSIGmessage, every Signature of Certifi
ateis signed by A, while every Signature of Proof is signed by other nodes(whi
h are, or have re
ently been, neighbors of A).9.6 The proto
olIn the following example we illustrate the algorithm by s
rutinizing the build-ing of a neighborhood. We re
all that the notation A! B : fM;M 0; TA(t0)gAmeans �A sends B the message M with the Proof M 0, timestamped by A atthe time t0, and signed with the private key of A�.1. A! B : ff� � ; TA(t1)gA;?; TA(t1)gA2. B ! A : ff�A : ASYM_LINK� ; TB(t2)gB ; f� � ; TA(t1)gA; TB(t2)gB3. A! C : ff�B : SYM_LINK� ; TA(t3)gA;f�A : ASYM_LINK� ; TB(t2)gB ; TA(t3)gAIn step 1, A sends an empty HELLO, in
luding a Certi�
ate Zero, and noProof. In step 2, B re
eives the HELLO fromA and de
lares an ASYM_LINKwith B, using the Certi�
ate Zero as proof. In step 3, A de
lares a SYM_LINKwith B; node C is sure that A's statement about its link state with B is 
or-re
t. To be able to give the Proof in step 3, A stored in its Certiproof Tablethe tuple hB;A;ASYM_LINK;TB(t2); fgBi whi
h was extra
ted from thedata A re
eived from B in step 2: f�A : ASYM_LINK� ; TB(t2)gB .9.6.1 Implementation of the algorithmWe denote t0 the 
urrent time. The value �tg is the time interval after whi
ha Global Timestamp expires. The value�tp is the maximum a

eptable timeinterval between a Certi�
ate and its Proof, after whi
h the Proof is stale and
an no longer be used; this is done in order to thwart replay atta
ks usingold Proofs. (We leave aside the problem of 
lo
k skew.) Upon re
eptionof an ADVSIG message, the re
eiving node must 
he
k that the following
onditions are satis�ed for every k:� t0 � �tg < Global Timestamp < t0, i.e. the ADVSIG message is nottoo old;� Global Timestamp��tp < Timestamp of Proof k < Global Timestamp,i.e. the Proof k is not too old with respe
t to the HELLO/TC message.The following subse
tion outlines the algorithm. The full detailed versionof the algorithm is given in the next subse
tion.



104 USING MULTIPLE SIGNATURES IN OLSR9.6.2 Outline of the algorithmWhen a node generates a HELLO or TC message, it must also generate aADVSIG message, following this proto
ol:1. 
reate the HELLO/TC message;2. write the timestamp;3. if the message is a HELLO then 
ompute the signature of the Certi�-
ate Zero and, for ea
h advertised link, 
ompute the signature of theCerti�
ate and add the relevant required Proof;4. else if the message is a TC then just add the relevant required Proof;5. 
ompute the signature;6. send the HELLO/TC and ADVSIG messages.When a node re
eives a 
ontrol message and its ADVSIG, it must follow thisproto
ol:1. 
he
k the validity of the timestamp;2. 
he
k the validity of the signature;3. if the message is a HELLO then, for ea
h advertised link, 
he
k thevalidity of the Proof, and extra
t the Certi�
ate regarding yourself, ifany, or the Certi�
ate Zero if there is no Certi�
ate regarding yourself;4. else if the message is a TC then, for ea
h advertised neighbor, just
he
k the validity of the Proof.If any of the previous 
he
ks fail, the HELLO/TC and ADVSIG message mustbe dropped.9.6.3 Detailed algorithmWhen a node generates a HELLO or TC message, it must also generate aADVSIG message, following this proto
ol:1. 
reate the HELLO/TC message;2. write the Global Timestamp  t0;3. if the message is a HELLO then(a) 
ompute Signature of Certifi
ate #0 on: Originator Addressand Global Timestamp;(b) for ea
h Neighbor Interfa
e Address i
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ompute Signature of Certifi
ate #i on: Originator Address,Neighbor Interfa
e Address i, Link Code, and Global Timestamp;ii. �nd the required Proof in your Certiproof Table;iii. 
opy the Proof's link state in Link State #i, or if this �eldis empty (i.e. when proving an ASYM_LINK) set the LinkState #i �eld to 0;iv. 
opy the Proof's timestamp in Timestamp of Proof #i;v. 
opy the Proof's signature in Signature of Proof #i;4. else if the message is a TC then(a) for ea
h Advertised Neighbor Main Address ji. �nd the required Proof in your Certiproof Table;ii. 
opy the Proof's link state in Link State #i;iii. 
opy the Proof's timestamp in Timestamp of Proof #j;iv. 
opy the Proof's signature in Signature of Proof #j;5. 
ompute the Global Signature;6. send the HELLO/TC and ADVSIG messages.When a node re
eives a 
ontrol message and its ADVSIG, it must followthis proto
ol:1. 
he
k the validity of Global Timestamp;2. 
he
k the validity of Global Signature, using the publi
 key of thesender node;3. if the message is a HELLO then(a) for ea
h Neighbor Interfa
e Address ki. 
he
k the validity of Timestamp of Proof #k;ii. if Link Code #k = ASYM_LINK thenA. 
he
k the validity of Signature of Proof #k 
omputedon: the sender's address and Timestamp of Proof #k;iii. elseA. 
he
k that Link Code #k 
orre
tly proves the Link Codeof Certi�
ate k (a

ording to Table 9.1);B. 
he
k the validity of Signature of Proof #k 
omputedon: the address of k, the sender's address, Link Code #k,and Timestamp of Proof #k;iv. if Neighbor Interfa
e Address k = your address thenA. extra
t (from the HELLO) �  Link Code relevant toNeighbor Address k i.e. your link state;



106 USING MULTIPLE SIGNATURES IN OLSRB. store in your Certiproof Table the tupleh sender's address, your address, �, Global Timestamp,Signature of Certifi
ate #k i;(b) if none of the Neighbor Interfa
e Address is your address theni. store in your Certiproof Table the tupleh sender's address, ?, ?, Global Timestamp, Signature ofCertifi
ate #0 i;4. else if the message is a TC then(a) for ea
h Advertised Neighbor Main Address hi. 
he
k the validity of Timestamp of Proof #h;ii. 
he
k that Link Code #h 
orre
tly proves the Link Code ofCerti�
ate h;iii. 
he
k the validity of Signature of Proof #h 
omputed on:the address of h, the sender's address, Link Code #h, andTimestamp of Proof #h.If any of the previous 
he
ks fail, the node must stop pro
essing the HELLO/TCand the ADVSIG, and must dis
ard them.9.7 OverheadWe assume the use of DSA to generate the signatures in the ADVSIGmessage.The size of an ADVSIG message sent with a HELLO message is:ADVSIG 
oupled to HELLO: 352 + 704n bitsAn ADVSIGmessage sent with a TC is shorter (be
ause it does not 
ontainCerti�
ates) and has the following size:ADVSIG 
oupled to TC: 352 + 384n bitsCounting the IP, UDP, and OLSR pa
ket headers, the size of a OLSRpa
ket 
ontaining a HELLO or TC message plus its 
ompanion ADVSIG mes-sage are therefore:HELLO + ADVSIG (pa
ket): 936 + 744n bitsTC + ADVSIG (pa
ket): 832 + 416n bitsWe assume that ea
h HELLO/TC message and its 
ompanion ADVSIG mes-sage are sent together in the same OLSR pa
ket, and the pa
ket does not
ontain other messages.With the assumptions above and those made in Se
tion 5.4.1 (n = 9),the �owrate 
an be evaluated as follows:
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Figure 9.3 shows the additional message overhead for the ADVSIG ar-
hite
ture.As 
an be seen, the message overhead is quite large (even if a largepart of this overhead 
omes from ADVSIGs that are 
oupled to HELLOs andthat therefore do not travel further that one hop in the network). The
omputation overhead is elevate too, as sending a HELLO message requiresn + 2 signature 
omputations, while sending a TC requires one; 
he
kingthe validity of either messages requires n+ 1 signature veri�
ations. This isunsuitable for low-equipment nodes. For this reason, this proto
ol may be �tfor high-
apa
ity ma
hines in a military network operating in a battle�eld,where integrity of topology is of primary importan
e.The message overhead 
an be redu
ed by using shorter signatures (e.g.Boneh-Lynn-Sha
ham). By using 64-bit signatures and removing the Reserved�elds for a more e�
ient padding, the size of a pa
ket 
ontaining a HELLOor a TC plus its ADVSIG would respe
tively be 680 + 208n and 576 + 136n.The equivalent �owrate would be 1636 bit/se
. Figure 9.4 shows the messageoverhead for the ADVSIG ar
hite
ture with shorter signatures.9.8 Resilien
e and remaining vulnerabilitiesWith respe
t to the vulnerabilities explained in Se
tion 3.2, this ar
hite
tureprote
ts against an atta
ker trying the link spoo�ng atta
k. This meansrea
hing an important goal. A 
ompromised node 
an no longer 
hoosethe (false) routing information to issue, be
ause this information has to bevalidated by previous routing information issued beforehand. Hen
e thenetwork is now robust against one lone atta
ker. The network is prote
tedeven if there are more than one 
ompromised node at the same time, providedthat they 
annot 
ommuni
ate between them.If the atta
ker 
ompromises two or more nodes and is able to have them
ommuni
ate, it 
an forge any kind of Certi�
ate or Proof where originatorand advertised node are both 
ompromised. Hen
e any distributed infor-mation 
on
erning link state between two 
ompromised nodes may be false.This in
ludes the 
ase in whi
h the atta
ker is able to 
reate multiple iden-tities of a node (Sybil atta
k [39℄), in order to 
ertify the (false) informationfrom a 
ompromised node.
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Chapter 10Using information about nodelo
ationSome useful information that 
an be added in a node's messages, in orderto a
hieve redundan
y and strengthen se
urity, is the node's geographi
allo
ation.10.1 State of the artGeographi
al information is sometimes used for the basi
 fun
tioning of rout-ing proto
ols, su
h as the DREAM (Distan
e Routing E�e
t Algorithm forMobility) proto
ol [8℄. Nodes using DREAM disseminate information abouttheir position by broad
asting a bea
on. Then, a sending node uses a prob-abilisti
 model to derive a dire
tion in whi
h the destination node is likelyto be found. Pa
kets are forwarded in the 
hosen dire
tion until they rea
hthe intended destination.GPSR (Greedy Perimeter Stateless Routing) [84℄ is similar to DREAM,as the sending node forwards the pa
ket towards the node whi
h is 
losest tothe intended destination. The pro
ess repeats until the pa
ket rea
hes thedestination. This is the default fun
tioning mode, 
alled Greedy Forwarding.If the default forwarding mode is not possible in a region (due to la
k of nodes
lose enough to the destination) the proto
ol routes the pa
ket around theperimeter of that region.LAR (Lo
ation-Aided Routing) [88℄ is another position-based ad ho
routing proto
ol. The route dis
overy me
hanism uses message �ooding,with an optimization to redu
e routing overhead: the node initiating thedis
overy de�nes geographi
ally a request zone, and only nodes within therequest zone forward the route request message.The proto
ols mentioned above are not se
ured, and use geographi
al in-formation solely for routing. An example of position-based se
ured routingproto
ol is SPAAR (Se
ure Position Aided Ad ho
 Routing) [24℄. SPAAR



110 USING INFORMATION ABOUT NODE LOCATIONuses publi
 key 
ryptography to se
ure hop-by-hop 
ommuni
ations, and re-quires a TTP server for the delivery of 
erti�
ates. A node A broad
asts its
erti�
ate through HELLO messages; one-hop nodes whi
h hear the HELLOrespond by sending their 
erti�
ate, position, and transmission range, en-
rypted with A's publi
 key. Upon re
eption, A veri�es that the nodes aretruly neighbors, and stores their publi
 key, last known position, and trans-mission range, in its Neighbor Table. Afterwards, A 
reates a NeighborGroup key pair and distributes the Neighbor Group de
ryption key to ea
hneighbor. The Neighbor Group en
ryption key is used later by A to en
ryptall its 
ontrol messages (RREQs, RREPs and RERRs).The geographi
al position 
an be obtained by using Global PositioningSystem (GPS) devi
es embedded into the hardware of ea
h node [38℄. TheGPS is a satellite-based navigation system that makes possible to know thepre
ise position of the devi
e anywhere on Earth or in Earth orbit; theposition is extrapolated from the measures of the distan
es from the devi
eto a minimum of two satellites. The same GPS fa
ility 
an be used to providetime syn
hronization [150℄.There exist other solutions whi
h do not require every node to be equippedwith a GPS devi
e [138℄ or whi
h do not use GPS at all [153, 46℄. Thesesolutions rely on signals or other feedba
k from other nodes (e.g. the emis-sion power). However, in a network where the presen
e of mali
ious nodesis possible, these solutions 
annot be 
onsidered safe.10.2 GPS-OLSRWe propose a proto
ol [131, 132℄ that enhan
es se
urity by in
luding andpro
essing the geographi
al position of the sending node in its 
ontrol mes-sages. This solution may also be applied to other link state proto
ols. Itis inspired from the work by Hu et al. about pa
ket leashes [67℄. Here weassume that the geographi
al information is obtained by a safe sour
e, likean embedded GPS devi
e.Several atta
ks 
an be thwarted if we possess information about nodeposition, i.e. if every node knows the 
orre
t geographi
al position of anyother node in the network. Nodes then 
ompare this geographi
al data tothe re
eived 
ontrol messages 
ontaining topology data (the neighbor andlink set). If 
ontradi
tory information is found, the false 
ontrol message isdete
ted and dis
arded.Besides, the availability of geographi
al information about nodes in thenetwork opens spe
ulations about possible new features in the standardOLSR, su
h as improved MPR sele
tion and link breaking fore
ast. Forinstan
e, when two linked nodes are moving in opposite dire
tions (with thedistan
e between the two nodes rapidly in
reasing), a link break will shortlyo

ur. Therefore, ea
h of the two nodes should not sele
t the other as a
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alization |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Timestamp |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+Figure 10.1: SIGLOC message format.MPR. These issues are not in the s
ope of this thesis, and are not dis
ussedfurther.10.2.1 Spe
i�
ationsWe propose to add a 
ontrol message 
alled SIGLOC (whi
h stands for SIG-nature and LOCalization), based upon the SIGNATURE message presentedin Se
tion 5. The SIGLOC message 
arries an additional GPS Lo
alization�eld whi
h 
ontains the 
urrent geographi
al position of the sending node,as obtained from the GPS fa
ility, and is in
luded in the signature 
omputa-tion. This �eld is 32 bits long, that is enough to de�ne the position over anarea of more than 4200 square km with a pre
ision of 1 m using Cartesian
oordinates; a more e�
ient representation 
an also be used.The format of a SIGLOC message is given in Figure 10.1. All other �elds,as well as the me
hanisms of signature 
omputation and veri�
ation, arethe same as for the SIGNATURE message. Similarly, a SIGLOC message isgenerated and sent along with ea
h HELLO or TC message.A node informs the other nodes about its 
urrent geographi
al positionvia this SIGLOC message. The re
eiving node veri�es the 
orre
tness of thetimestamp and signature as previously spe
i�ed, and extra
ts the timestampand the information relative to the position of the originator node. This datais stored as a tuple haddress; position; timestampiin a Position Table maintained by ea
h node. The Position Table has thepurpose to memorize the most re
ent position of every other node in thenetwork. Note that geographi
al information is propagated in the networkvia SIGLOCs 
oupled to TCs, as HELLO messages are not spread around fur-ther that one hop. How this geographi
al information is utilized to improvese
urity will be dis
ussed in Se
tion 10.2.2.



112 USING INFORMATION ABOUT NODE LOCATIONThe advantage in knowing the geographi
al position of nodes is that we
an spe
ulate whether 
ommuni
ation of a message from a sender node S islikely to be heard or not by a re
eiver node R. Let pS and pR be the 
urrentposition of the sender and the re
eiver and TR the 
urrent time a

ording tothe re
eiver's 
lo
k. Also let �t be the dis
repan
y in the 
lo
ks' syn
hro-nization, �d the maximum absolute error in position information, vmax themaximum velo
ity of any node, and rmax the maximum transmission range.Based on the timestamp TS of the sender's message, we 
an 
ompute a lowerbound on the distan
e dSR between the sender and the re
eiver. In fa
t itmust bermax � dSR � kpR � pSk � (TR � TS +�t) � 2vmax ��d (10.1)as shown in Figure 10.2, where the radius r of the 
ir
le is the quantity onthe right of the formula: r = kpR � pSk � (TR � TS +�t) � 2vmax ��d. Ifthe (10.1) is not valid, this means that the re
eiver node is too far from thesender node to be able to hear its transmission; therefore su
h a transmissionis highly suspi
ious and might be a fake.
d SR

r

R

S

Figure 10.2: Lower bound on the distan
e between R and S.An important remark: We denote as sender S the last-hop node thatemitted the message re
eived by R; this means that re
eiver R is 1-hop faraway from sender S, i.e. R and S are neighbors. In the 
ase of messages(e.g. TCs) that are being relayed, the sender node S is not the same as theoriginator node, whi
h is the node that 
reated the message. The address ofthe originator is 
ontained in the Originator Address �eld in the HELLOheader, and does not 
hange while the pa
ket is relayed around the network.The sender address S is the sour
e address from the IP header of the pa
ket,and is 
hanged, ea
h hop, to the address of the node whi
h is retransmittingthe message.



GPS-OLSR 113Note that the standard OLSR already de�nes some 
he
ks to be per-formed at message re
eption; if the sender S of a TC/MID/HNA message isnot a symmetri
 neighbor of re
eiver R, the latter must drop the message.10.2.2 Resilien
eWe believe this proto
ol to be robust against two of the most severe atta
ks:link spoo�ng and wormhole.It may be argued that a 
ompromised node X 
an forge the GPS in-formation 
ontained in the SIGLOC message. The 
ompromised node 
an
hoose any value from s
rat
h; in 
ase the GPS devi
e is tamperproof andsupplies geographi
al data in an en
oded format, node X 
an even re
ordother node's geographi
al data, or its old own, and reuse it later. In this
ase, X 
ould pretend being over time in very di�erent parts of the network,and advertise links with nodes whi
h are in its 
urrent part of the network,in order to perform a link spoo�ng atta
k.However, this does not work be
ause node X (as any other node) isalways bounded by its maximum velo
ity vmax. A node that has in itslo
ation table the tuple hX; pX ; TXi, and re
eives a SIGLOC message fromX 
arrying a geographi
al data p0X and a timestamp T 0X , must 
he
k if thefollowing 
ondition holds true:kp0X � pXk � (T 0X � TX) � vmax (10.2)If the (10.2) is not valid, this means that node X pretends to be in a lo
ationit 
ould not rea
h a

ording to its maximum velo
ity; therefore either pX orp0X are likely to be false.Prote
tion against link spoo�ngFor any 
ommuni
ation between a sender and a re
eiver, the Formula 10.1must hold valid and this obviously also applies to link state. We 
an thereforedete
t the 
ase in whi
h a misbehaving node X falsely advertises a link (in aHELLO message) with the non-neighbor node N , or de
lares N as a neighbor(in a TC message). In the 
ase of su
h a false de
laration, the (10.1) is infa
t not valid with respe
t to the distan
e dXN as evaluated by the re
eiverA of the message (Figure 10.3).Prote
tion against wormhole atta
ksWhen a message is being mali
iously tunneled between legitimate nodes Aand B, the Formula 10.1 is not valid with respe
t to the distan
e dAB asmeasured by A (Figure 10.4).



114 USING INFORMATION ABOUT NODE LOCATION
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Figure 10.3: Test of likelihood for de
lared links.
d AB

B

A

Figure 10.4: Test of likelihood for a dire
t link (against a wormhole).10.2.3 The proto
olA node generates a SIGLOC message together with any generated HELLOor TC message, with the same spe
i�
ations of the SIGNATURE messagereferred in Se
tion 5. The following step is added to the proto
ol:� the node writes in the GPS Lo
alization �eld the geographi
al data
on
erning its a
tual position, as obtained from its own GPS devi
e.When node B re
eives a SIGLOC and its HELLO/TC from node A, ithandles them in the same way it does with a SIGNATURE message, perform-ing the same tests (mat
h of the SIGLOC with the 
ompanion HELLO/TC,timestamp validity 
he
k, and signature veri�
ation). Note that A is the lasthop to B, and that we 
all O the originator of the 
ontrol message relayedby A. If the 
ontrol message is a HELLO, then O is surely A be
ause weknow HELLOs are not relayed; if the 
ontrol message is a TC, then O mayor may not be A (depending whether A is an MPR or not). The followingsteps are added to the proto
ol:� node B 
he
ks that Formula 10.2 is valid with respe
t to A;� for ea
h neighbor N de
lared in the HELLO/TC by the originator nodeO, node B 
he
ks that Formula 10.1 is valid with respe
t to dON ;
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on
erning O in its Position Table, storingthe tuple hO; GPS Lo
alization; Timestampi with the a
tual valuesfrom the SIGLOC.If any of the previous 
he
ks fail, node B must stop pro
essing the HELLO/TCand the SIGLOC, and must dis
ard them. Note that this algorithm assumesthat B has entries for A, O, and N , in its Position Table; this may not be the
ase at network initialization. Immediately after network bootstrap, duringthe �rst formation of the network, if B la
ks the entry needed for the test itshould therefore bypass the relevant step.10.3 Using a dire
tional antenna to obtain extendeda

ura
yUsing a dire
tional antenna instead of an omni introdu
es additional se
urity.With that, node R 
an know from whi
h dire
tion the signal is 
oming; bybasing on pR and pS and using simple plane geometry, R 
an 
he
k roughlythe 
orre
tness of the value pS. Let [�;��℄ be the se
tor of R's antenna onwhi
h the signal is re
eived, and denote with (dSR; �S) the 
oordinates of Sin the polar 
oordinate system with origin in R. In addition to (10.1), thefollowing 
ondition must also be true:� � �S � � +�� (10.3)as shown in Figure 10.5. Formula 10.3 is useful even if the maximum trans-mission range rmax is not known with pre
ision.10.4 Numeri
al evaluationWe analyze the 
onsequen
es of the (10.1). With �gures su
h as v = 60km/h, TR�TS+�t = 100 mse
, and �d = 1 meter, we obtain kpR� pSk �rmax+4:333 meter. When rmax is not too small (e.g. rmax > 50 meter), there
eived pa
ket is ne
essarily sent from a nearby node within the 
overageof the re
ipient. Therefore, wormhole atta
ks tunneling su
h a pa
ket wouldbe di�
ult to a

omplish be
ause the real pa
ket is likely to be heard bythe re
ipient; on the other hand, su
h an atta
k would be not very e�
ient,sin
e the node whose pa
ket is relayed is, most likely, a few hops away. Whenrmax is small (e.g. 20 meter < rmax < 50 meter) the information given bya dire
tional antenna 
an be useful, sin
e the se
tor in whi
h the signal isexpe
ted has a limited size.10.5 OverheadWe assume the use of DSA to generate the signature in the SIGLOC message.
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Figure 10.5: Dire
tion 
he
k on the distan
e between R and S.The size of a SIGLOC message is:SIGLOC: 384 bitsCounting the IP, UDP, and OLSR pa
ket and message headers, the size ofa OLSR pa
ket 
ontaining a HELLO/TC message and its 
ompanion SIGLOCare: HELLO + SIGLOC (pa
ket): 968 + 40n bitsTC + SIGLOC (pa
ket): 864 + 32n bitsWe assume that ea
h HELLO/TC message and its 
ompanion SIGLOC mes-sage are sent together in the same OLSR pa
ket, and the pa
ket does not
ontain other messages.With the assumptions above and those made in Se
tion 5.4.1, and 
on-sidering a neighborhood of 9 nodes, the �owrate 
an be evaluated as follows:OLSR with SIGLOC: 894 bit/se
Figure 10.6 shows the additional message overhead for the SIGLOC ar-
hite
ture.
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Chapter 11Dete
ting bad behaviorsWhile it is important to strengthen se
urity in order to prevent network in-trusions, and therefore misbehaviors, it is also useful to use audit tools todete
t these possible misbehaviors in the network. As remarked by S
hneier[140℄, a prevention-only strategy works only if the prevention me
hanism isperfe
t. In this 
ase, we a

ept the possibility that, despite the se
uritymeasures, an intrusion 
an be su

essfully 
arried out; what we want nowis to identify the intruder as soon as it starts perturbing the network, andneutralize it. The misbehaving node 
an be a former legitimate node thathas been 
ompromised, or an intruder node that managed to join the net-work. Note that node misbehavior may also be not due to mali
e, e.g. inthe 
ase of malfun
tioning or battery exhaustion. Nevertheless also thesemisbehaviors should be dete
ted and stopped, sin
e they 
an damage the
orre
t fun
tioning of the network.On
e a node dete
ts a misbehaving node, it alerts the network. Uponre
eption of the alert, the other legitimate nodes should take a 
orre
tivea
tion to ex
lude the misbehaving node to parti
ipate further in the network.The te
hniques mentioned 
an be used with or without an infrastru
tureto sign messages, i.e. both on se
ured or unse
ured routing proto
ols. Theydo not repla
e message signatures and other se
urity measures; they workin parallel to them. Of 
ourse, the danger in not using signatures is thatan atta
ker 
ould revert the te
hnique against the network, falsely a

usingwell-behaving nodes and/or issuing alerts with a spoofed originator.11.1 State of the artDi�erent ways exist for 
ountering atta
ks su
h as the bla
khole (in whi
h,we re
all, a node 
auses a Denial of Servi
e by failing forwarding pa
kets ina

ordan
e to the proto
ol) or similar. An example is to overhear transmis-sions to dete
t in
orre
t forwarding behavior, as in the Wat
hdog/Pathrater[104℄ or in CONFIDANT [20℄. Bloodhound [103℄ is a modi�ed version of the
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hdog, designed in order to pat
h a se
urity �aw in SRP whi
h makesSRP vulnerable to the invisible node atta
k. Another issue is the WATCH-ERS [19, 70℄ approa
h based on the prin
iple of 
onservation of �ow. Otherways use dete
tion through a
knowledgements [122℄ or probe pa
kets [26℄.11.1.1 Wat
hdog/PathraterThe Wat
hdog/Pathrater system is designed as an extension to DSR. It is
omposed of a module 
alled Wat
hdog that identi�es misbehaving nodes,and a module 
alled Pathrater that 
omputes a route avoiding these nodes.These modules are run by ea
h node in the network.The Wat
hdog listen promis
uously to the next node's transmission,
he
king that the node 
orre
tly forwards the pa
ket it has re
eived. TheWat
hdog 
an also dete
t if the node has tampered with the payload. Thisis done by 
omparing the listened pa
ket to a bu�er of re
ently sent pa
k-ets. The Pathrater pro
esses the information obtained from the Wat
hdogto rate the reliability of every other node it knows in the network, and to
al
ulate a path metri
 obtained by averaging the node ratings in the path.The pa
kets are then routed through the path with the highest metri
.This system 
annot be reverted against the network be
ause su
h be-havior would be easily dete
ted. In a path A � X � B � C � D, node X(misbehaving) 
ould falsely report that node B is not forwarding pa
kets.However, the a
knowledgement of a message from A to D travels 
orre
tlyfrom D to A (node X 
annot drop neither pa
kets nor their a
knowledge-ment be
ause A and B would dete
t this misbehavior), and then A be
omesaware that B is not misbehaving be
ause it is in
luded in the path.We 
onsider a path A � B � C. The weaknesses of this system is thatthe Wat
hdog running in node A may fail in identifying a misbehaving nodein some 
ondition.� A pa
ket 
ollision may o

ur in A when A is listening to B. In this
ase A 
annot know whether the 
ollision was due to B forwarding thepa
ket (well-behaving), or to another node transmitting while B didnot forward the pa
ket (misbehaving);� When A is listening to B forwarding to C, it dete
ts that B sends
orre
tly the pa
ket. However, node A 
annot dete
t whether C re-
eived it, or a 
ollision o

urred in C and B did not re-send the pa
ket(misbehaving);� Node B may tweak its transmission power (misbehaving) so that Adete
t that B is forwarding a pa
ket to C, but C does not re
eive it;� Nodes B and C (both misbehaving) may 
ollude to mount an atta
k.Node B forwards 
orre
tly a pa
ket to C, but does not report C drop-ping the pa
ket;
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kets (misbehaving) at a lower rate than theminimum misbehavior threshold of A's Wat
hdog.11.1.2 CONFIDANTCONFIDANT (Cooperation Of Nodes: Fairness In Dynami
 Ad ho
 NeT-works) is a proto
ol similar to the Wat
hdog/Pathrater. It is developed withanalogy to an e
ologi
al system, where natural sele
tion ensures the survivalof those elements of population who bears a grudge against the elementswhi
h does not behave altruisti
ally. Hen
e, CONFIDANT too is basedon 
ooperation between well-behaving nodes, and isolation of misbehavingnodes.The proto
ol is 
omposed of four modules whi
h are run in ea
h node:the Monitor, to listen to neighbors' transmissions and identify misbehaviors;the Reputation System, to rate the nodes; the Path Manager, to 
reate anddelete paths a

ording to a se
urity metri
 derived from the nodes' ratings;and the Trust Manager, to manage the trust level of the nodes and issuealarms.11.1.3 WATCHERSThe prin
iple of 
onservation of �ow in a network states: �All data bits sentto a node, and not destined to that node, must exit the node�, or �An inputmust either be absorbed or sent on as an output�. WATCHERS (Wat
h-ing for Anomalies in Transit Conservation: a Heuristi
 for Ensuring RouterSe
urity) is a distributed proto
ol based on the prin
iple of 
onservationof �ow. Ea
h parti
ipating node 
he
ks that in
oming pa
kets have been
orre
tly routed, and 
ounts the data bits passing through neighbor nodes.The results are periodi
ally reported to other parti
ipating nodes, in orderto allow ea
h node to 
he
k if its neighbors have respe
ted the prin
iple. Ifa node �nds that one of its neighbors is misrouting pa
kets or violating theprin
iple, it stops sending pa
kets to the misbehaving node.A drawba
k of this method is that proving that the proper number ofpa
kets was forwarded by a node, does not prove that the proper pa
ketswere sent, as it 
annot be proven that pa
kets have not been tampered with.11.2 A trust system for OLSRAs said previously, a node 
an be able to noti
e if its neighbor is not for-warding pa
kets; in this 
ase, the noti
ing node may take appropriate a
tionand propagate the alert to the other nodes.However, a 
riti
al problem when ex
hanging trust evaluation betweennodes is how to distinguish false alarms from good ones. Compromisednodes may issue false alarms regarding legitimate nodes, in order to ex
lude



A TRUST SYSTEM FOR OLSR 121them from the network and therefore 
ause a Denial of Servi
e. In theCONFIDANT proto
ol, the problem is lessened by timeout and subsequentre
overy of nodes that have behaved well for a spe
i�
 period of time.The problem lies in the di�
ulty to evaluate node A's statement aboutB. If A states that B is misbehaving, is A a good node that reports B'smisbehavior, or is B good and A is 
ompromised? Hen
e the situation issymmetri
. In fa
t, on
e a node has fallen in enemy's hands, as long as itsmessages stri
tly follow the proto
ol and the node uses its private key to signits messages, these messages appear to be perfe
tly valid (and in fa
t theyare) and are a

epted by the rest of the network. We nevertheless presenthere our approa
h, whi
h 
ould partly solve this dilemma, and whi
h 
onsistsin a balan
ed a

usation system and link removal.In our opinion, there is a 
riterion that allows us to distinguish between
ompromised and non-
ompromised nodes: as 
ra
king a PKI 
osts highlyin terms of e�orts and time, we may suppose that 
ompromised nodes areoutnumbered by good nodes. We 
an then use this advantage by requiringthat alerts must be 
on�rmed by more than one node. There is safety innumber. With this approa
h in mind, we outline a proto
ol for misbehaviordete
tion, whi
h imitates the Pathrater and whi
h uses an evaluation andrating system of a

usations.11.2.1 Spe
i�
ationsA global Trust Table lists ea
h node in the network, with a numeri
al valueasso
iated to ea
h node and representing its level of trust. This value meanshow mu
h this node should be trusted to be well-behaving. Every nodemaintains a lo
al 
opy of the Trust Table.When a node dete
ts a neighbor misbehaving, it immediately alerts thenetwork by broad
asting an a

usation message 
ontaining:� the node's own address� the address of the a

used misbehaving neighbor� a 
ode stating the type of misbehavior� a timestamp� the signatureThe possible format of an a

usation message is spe
i�ed in Figure 11.1.Every node also keeps an A

usation Table storing all past heard a

u-sations broad
ast on the network. Upon re
eption of an a

usation, a nodehandles and evaluates it independently. This avoids the need of maintain-ing a 
entralized entity (whi
h 
ould be a weakness) evaluating the trust.If broad
ast is done properly, ea
h node should have the same 
opy of theA

usation Table.
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used Neighbor Address |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| Timestamp |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+| |: Signature :| |+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+Figure 11.1: A

usation message format.Optionally, the a

usation message 
ould 
ontain also a valid Proof, asdes
ribed in Se
tion 9, 
onsisting of a HELLO message reporting a symmetri
link with the neighbor node. This of 
ourse 
an be done only if the a

usationsystem is implemented over the ADVSIG infrastru
ture. The advantage ofthe Proof is that it 
erti�es the a

user node being in the neighborhoodof the a

used node, and therefore limits the damage a 
ompromised node
ould do by mali
iously a

using non-neighbor nodes (possibly, every othernode in the network).11.2.2 Punishment and rewardA node has a trust rating of �s at the boot-up. This trust rating 
hangesa

ording to the behavior and reported a

usations against the node.If a node has at least ni a

usations against him (all a

usations 
omingfrom ni di�erent a

users) within a time interval ti, its rating is de
reasedby �i and its a

users are rewarded by in
reasing their rating by �i. How-ever, if within ti the network fails to �nd ni a

usations against the node,these a

usations are dropped; in this 
ase the node's rating is in
reased by�0i and the m nodes whi
h a

used it (m < ni) are punished by de
reasingtheir rating by �0im . With this, we implement a reward and punishment sys-tem whi
h remunerates nodes whi
h behave 
orre
tly and sin
erely reportmisbehaviors, and punishes false a

users in the opposite way. Ea
h set i ofvalues 
an be de
ided depending on the type of misbehavior dete
ted: seeTable 11.1 for an example.When the trust level of a node drops negative, the node is 
onsideredas bad (i.e. 
ompromised or malfun
tioning) and spe
i�
 a
tions should betaken against it. The list of possible a
tions to take is dis
ussed in Se
tion11.2.3.An a

usation from a node is automati
ally dis
arded if the node hasalready sent an a

usation (as reported in the A

usation Table) within atime �i � ti.



A TRUST SYSTEM FOR OLSR 123Index Misbehaviori = 0 Failure in reporting a misbehaviori = 1 Failure in forwardingi = 2 Malformed 
ontrol messagei = 3 Stale timestampi = 4 Invalid signaturei = 5 Identity spoo�ngi = 6 DoS (message bombing) attemptedTable 11.1: Misbehaviors, in order of in
reasing severity.As pa
ket 
ollisions and transmission errors happen even on a networkwhere no node is 
ompromised, a well-behaving node might be a

used andeventually have its trust rate dropping below zero after a �nite time. To avoidthis, the rating of all nodes is raised by a bonus �e every time interval te. Thevalues �e and te are 
omputed depending on the probability pe of a pa
ket
ollision or transmission error. These values should be set on
e at networkboot-up and not 
hanged anymore, as otherwise this 
ould make the networkautomati
ally adjusting as more and more nodes be
ome 
ompromised.The value of the ni variable must be 
hosen as proportional to the den-sity of the network, and depending on the balan
e we want between di�erentkinds of prote
tion. An atta
ker 
ould 
ompromise a number of nodes, usethem to surround a good node and a

use it until the good node is 
on-sidered bad, then pass to another good node and so on. A high value forni means that a bigger number of a

users is needed against a presumedmisbehaving node. Therefore, the network is better prote
ted against theaforementioned atta
k, as the atta
ker needs to 
ompromise a bigger num-ber of nodes. However, we must take into a

ount the fa
t that the networkmight fail in �nding ni witnesses at the same time ti for the same event, andtherefore that more misbehaviors are unreported. On the other hand, settinga low value for ni 
auses more misbehaviors to be dete
ted, but makes theaforementioned atta
k easier to a

omplish.11.2.3 Dete
tion of a misbehaving node: 
ountermeasuresWe have now spotted a node that, with high probability, is misbehaving dueto 
ompromission or malfun
tioning. However we are not sure whi
h of thetwo possibilities is 
orre
t. A malfun
tioning node may fail to route pa
kets,but its other fun
tionalities like message emission may or may not be a�e
tedas well. On the other hand, a 
ompromised node is likely to behave as mu
hmali
iously as it 
an, and should therefore be removed from the networkde�nitely and as soon as possible.As a safety rule, we may 
hoose to ex
lude the misbehaving node, and



124 DETECTING BAD BEHAVIORSdeny routing pa
kets through it. This ex
lusion is operated by requiringthat all routes 
ontaining the guilty node are removed from all routing tables.This ex
lusion may be de�nitive or may be revoked after a 
omplete re
overyover the failing node, e.g. after human intervention.11.2.4 Variations on the theme of trust evaluationAnother strategy is evaluating trust lo
ally instead of globally; this involvesperforming link removal instead of node removal. This strategy states thatin the 
ase of a su

essful a

usation, the link between the a

user and thea

used node must be removed. This is done by the a

using node, byremoving the misbehaving node from its routing tables and not a

eptingmessages anymore from the misbehaving node. In this 
ase, there is no needto broad
ast a

usations; a di�erent Trust Table is maintained independentlyby ea
h node, and the boot-up trust rate �s is set to a smaller value. Thisstrategy is probably safer, as it better maintains network availability. Aswe do not know whether of the two nodes is misbehaving, we 
ut the linkbetween them. Should a node misbehave for more than a short time, itisolates itself from the rest of the network.Another 
riterion, unsuitable for OLSR but whi
h 
ould be applied toa sour
e routing proto
ol, is to use the trust rating as a routing metri
. Aroute rating is 
al
ulated as the sum (or the average, or another appropriatemathemati
al operation) of the trust ratings of all nodes in
luded in the path,and the route with the highest rating is 
hosen. This is similar to the SARproto
ol [163℄ whi
h organizes nodes in a trust hierar
hy and in
orporatesse
urity ranks of nodes into routing metri
s; the di�eren
e is that trustratings in SAR are not dynami
.11.2.5 Pre
ise 
he
ks on �ow 
onservationAn additional measure for misbehavior 
he
k, whi
h requires all tra�
 tobe authenti
ated, applies the prin
iple of 
onservation of �ow enun
iated inSe
tion 11.1.3 to perform pre
ise 
he
ks on �ows. Network �ow 
onservation
he
ks are the basis for a set of algorithms that essentially 
ount pa
ketsre
eived and sent by a node to ea
h of its neighbors. These 
ounts verify ifthe node is exhibiting proper routing behavior. The total number of pa
ketswhi
h 
ome into a node to be relayed should be equal to the total numberof relayed pa
kets 
oming out from the same node.When applied to two neighbor nodes A and B, the prin
iple of 
onserva-tion of �ow states that the number of pa
kets sent by A to B must be equalto the number of pa
kets re
eived by B from A.Now, when wanting to verify the behavior of a third node C being bothA's and B's neighbor, the pa
ket 
ounts should be 
onsistent 
onsideringea
h pair involving C and its neighbors, i.e. C�A and C�B. Additionally,
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ompute statisti
s about pa
kets in transit throughC, where a transit pa
ket of C is a pa
ket that is neither destinated to nororiginating from C. On a node C, the prin
iple of 
onservation of �ow hen
etranslates into �The sum of the number of transit pa
kets sent to C by allother nodes must be equal to the sum of the number of transit pa
kets sentby C to all other nodes�.Therefore, a more reliable misbehavior dete
tion is obtained throughpre
ise �ow 
onservation 
he
ks. Ea
h pair of neighbors (X;Y ) re
ords thefollowing information about the pa
kets from X to Y :� The number of pa
kets that are transit pa
kets for both X and for Y(i.e. neither X nor Y are sour
e or destination): rX!Y .� The number of pa
kets with sour
e X that are transit pa
kets for Y :sX!Y� The number of pa
kets with destination Y that are transit pa
kets forX: dX!Y .� The number of pa
kets that are misrouted by X to Y (i.e. pa
ketsforwarded by X to Y although Y is not 
loser to the destination thanX): mX!Y� The total number of all pa
kets without regards for the sour
e or des-tination: aX!YEa
h quantity 
an be seen either from the point of view of node X ornode Y . For instan
e, rX!Y is denoted rX!Y [X℄ for X's perspe
tive, andrX!Y [Y ℄ for Y 's perspe
tive. Similarly, mX!Y [X℄ is the number of pa
ketsmisrouted by X to Y from X's perspe
tive, whi
h should normally be 0.The 
omplete relation for �ow 
onservation in a node Z is thereforespe
i�ed as: output � input = produ
ed pa
kets � 
onsumed pa
kets. Thisquantity is not ne
essarily zero. Therefore we have that the number of pa
k-ets sent by Z to neighbors, minus the number of pa
kets sent by neighbors toZ, is equal to the number of pa
kets sent by Z originating from Z, minus thenumber of pa
kets sent to Z destinated to Z, minus the number of pa
ketssent to Z that Z judged misrouted.This 
an be translated into Equation 11.1 for a node Z and the set of itsneighbors Ni: (Xi aZ!Ni[Ni℄)� (Xi aNi!Z [Ni℄) =(Xi sZ!Ni[Ni℄)� (Xi dNi!Z [Ni℄)� (Xi mNi!Z [Ni℄) (11.1)The weakness of this te
hnique is that it ensures the proper number ofpa
kets is ex
hanged, but it does not make any assumption about the 
ontent



126 DETECTING BAD BEHAVIORSof the pa
kets. An expensive possible solution would be to keep a digest listor Bloom �lter [14℄, instead of a 
ounter, about the pa
kets re
eived andsent.11.3 A last word about enfor
ing se
urityAn important point that should not be forgotten is that se
urity often addsredundan
y to an ar
hite
ture, and the burden it gives may be exploited byan adversary to 
ause damage to the system. For instan
e, where a se
ureproto
ol, whi
h implements message signatures, is deployed, an atta
ker maysend a large number of malformed signatures over the network, in order tokeep the nodes busy verifying the signatures and therefore to perform aDenial of Servi
e. This problem would not exist in the non-se
ure version ofthe proto
ol, where the nodes would simply dis
ard the malformed messagessent by the atta
ker. The following s
heme, adapted from Gar�nkel [51℄,shows how ea
h new se
urity 
ountermeasure 
an be exploited for a newatta
k, by illustrating at ea
h step a di�erent pro�le of the atta
ker and thedefender.Defender: An ad ho
 network running the standard non-se
ure OLSR.Atta
ker: An intruder node sending false routing messages to perturb nodes'routing tables.Defender: An ad ho
 network running OLSR with signatures (Chapter 5).Atta
ker: A 
ompromised node sending routing messages with a spoofedoriginator address to perturb nodes' routing tables.Defender: An ad ho
 network running OLSR with the SIGLOC infrastru
-ture (Chapter 10).Atta
ker: A 
ompromised node that stops relaying messages to perturbnetwork 
onne
tivity.Defender: An ad ho
 network running OLSR with the SIGLOC infrastru
-ture, and a WATCHERS-based system for dete
tion of �ow 
onserva-tion (Se
tion 11.1.3).Atta
ker: A 
ompromised node sending false a

usations against its neigh-bors.Defender: An ad ho
 network running OLSR with the SIGLOC infras-tru
ture, a WATCHERS-based system, and an a

usation system fordete
tion of misbehaviors (Se
tion 11.2).
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urity level must be tuned a

ording to theprevisible atta
ks and to the desired level of prote
tion: a military networkwould obviously need a greater defen
e infrastru
ture than that of a publi
network. Furthermore, se
uring a network (or, in a general way, a system)is a dynami
 pro
ess. This pro
ess must make use of several and di�erenttools, in order to be ready to 
ountera
t di�erent types of assaults.It should also be noted, as shown by the elusive and elegant jelly�sh at-ta
k (Se
tion 3.1.1), that misbehaviors may be very di�
ult to dete
t. Wegive here an example of a very theoreti
al atta
k against OLSR that, whilestri
tly respe
ting the proto
ol, has the e�e
t of muting a node 
ompletely.The OLSR proto
ol adds an amount of jitter to the interval at whi
h 
ontrolmessages are generated. This is done in order to avoid emitting messagesat the same time, and hen
e provoking pa
ket 
ollisions. We may safely as-sume that, in any implementation of OLSR, the jitter is randomly generatedusing a PRNG (Pseudo Random Number Generator)1, whi
h does not givereal-random numbers. If the implementation of the PRNG is not 
arefully
hosen, an atta
ker 
ould repli
ate its results and 
ommand a 
ompromisednode to use the same jitter as that whi
h a neighbor node is using. As a
onsequen
e, the 
ompromised node 
ould syn
hronize its transmissions withthose of its neighbor, 
ausing message 
ollisions and impeding the neighborfrom 
ommuni
ating.This behavior, while being fully proto
ol-
ompliant, 
an severely degradethe network fun
tioning. Nonetheless, it is an impra
ti
al and nonrealisti
atta
k. Denials of Servi
e 
an be 
arried on the physi
al layer as well (e.g.by radio interferen
es), where they are mu
h easier to 
arry out.

1By their very de�nition, a random number is unpredi
table, whereas the output ofa 
omputer algorithm is predi
table. Therefore, a 
omputer algorithm 
annot generaterandom results. A PRNG program uses internal sour
es of pseudo randomness, su
h asenvironmental noise from devi
e drivers, and generates only pseudo random numbers. Formany appli
ations that do not need high levels of se
urity, pseudo random numbers aresuitable; however, 
riti
al 
ryptographi
 appli
ations should use external sour
es of realrandomness, su
h as radioa
tive de
ay, 
osmi
 rays, or thermal noise in ele
tri
 
ir
uits[51℄.



Chapter 12Con
lusionIn this thesis we have provided an overview of the se
urity problems inwireless networks, fo
using on the routing proto
ols in ad ho
 networks, and
ontributed with some solutions to make OLSR more se
ure. Wireless ad ho
networks are an emerging te
hnology, and the literature 
overing the aspe
tsof the se
urity of the routing layer is relatively new, the �rst papers on thissubje
t having been published a few years ago.The thesis provides a 
lassi�
ation of the atta
ks against OLSR, whi
his a topi
 that has never been studied at this level of detail. We have alsoproposed several solutions for OLSR, these solutions in
luding at �rst theaddition of a digest or a digital signature to 
ontrol tra�
; this is the 
anon-i
al prote
tion against intrusions in the routing proto
ol. More elaboratete
hniques presented in this thesis fo
us on the validation of link state in-formation, to avoid 
ompromised nodes issuing false information. This isan advan
ed level of prote
tion, and assumes that an adversary is able togenerate 
orre
t signatures for 
ontrol tra�
 originating from some nodes.These advan
ed te
hniques use additional knowledge, su
h as previous linkstate de
larations or geographi
al data 
on
erning the position of nodes, tovalidate the topology information spreaded in the network by the nodes.The in
reased se
urity is at the expense of a greater message overhead, asex
hanged 
ontrol messages have of 
ourse a larger size and impli
ate further
omputations done by both the originating and the re
eiving node. This maybe unsuitable for a network 
omposed of nodes that do not have a su�
ient
omputational power, for a QoS-aimed network that must guarantee highperforman
es 
on
erning the data rate, or for a network that simply doesnot need su
h an improved se
urity. On the other hand, these te
hniques
an be asso
iated in order to provide an higher se
urity level.These systems are aimed at the prote
tion of network topology infor-mation. Ad ho
 networks are the most adaptable and servi
eable type ofwireless network; for this reason, they are widely used by the military. Inthis instan
e, topology information is of great value, and the network should



FORESIGHTS 129be prote
ted against intrusions whi
h would have severe 
onsequen
es.In addition to the prevention te
hniques mentioned above, we have alsosket
hed a method for misbehavior dete
tion and elimination. This methodaims at dete
ting those nodes that, by non-respe
t of the proto
ol rules,perturb the network fun
tioning. On
e that these misbehaving nodes aredete
ted, an alert is broad
ast to inform the rest of the network. The othernodes subsequently issue a joint rea
tion to purge the network of the o�end-ing nodes, e.g. by removing them from the routing tables. Of 
ourse, thisdete
tion system 
an (and should) be 
ombined with some of the aforemen-tioned prevention te
hniques.12.1 ForesightsDuring our do
toral resear
hes we have found some systems, of di�erentrequirements and spe
i�
ations, to se
ure OLSR. Other systems may befound by adapting various se
urity te
hniques and established standards,su
h as IPse
, always bearing in mind that ad ho
 networks have their own
hara
teristi
s and limitations. These mis
ellaneous se
urity te
hniques mayalso 
ome from other link state proto
ols, or even rea
tive routing proto
ols,with the ne
essary modi�
ations to 
onform to OLSR.Indeed, we have provided just an outline of the signature algorithms uti-lized in our se
urity systems. The study of better 
ryptographi
 algorithms(from the point of view of a smaller signature size, redu
ed 
omputation
omplexity, and greater speed) would in
rease the suitability of the proposedOLSR se
urity ar
hite
tures to the reality of an ad ho
 proto
ol.



Appendix ARésumé détaillé de la thèseCette thèse traite le problème de la sé
urité dans le proto
ole OLSR pourles réseaux ad ho
. Elle étudie les attaques possibles et propose di�érentesinfrastru
tures pour la sé
urisation d'OLSR.A.1 Introdu
tion aux réseaux sans �lDans les réseaux sans �l les ordinateurs 
ommuniquent soit à travers lesondes radio, soit au moyen des rayons infrarouges. Les ondes radio sont lesupport le plus utilisé: les fréquen
es disponibles se trouvent dans la bandedes mi
ro-ondes, autour de 2.4 GHz (bande ISM) et 5 GHz (bande U-NII).Selon la fréquen
e, la puissan
e, le débit de transmission et l'antenne utilisée,la portée d'émission d'une ma
hine peut varier entre 10 et 100 mètres, ave
un maximum d'environ 10 Km.Les standards pour le support hertzien, au jour d'aujourd'hui, sont leIEEE 802.11 ave
 ses bran
hes prin
ipales 802.11a (Wi-Fi5) et 802.11b (Wi-Fi),HiperLAN de l'ETSI, et Bluetooth.Un réseau sans �l peut fon
tionner en di�érentes modalités: en mode in-frastru
ture ou BSS, où les ma
hines (n÷uds) sont en 
onnexion à travers unpoint d'a

és; en mode point à point, ad ho
 ou IBSS, où les ma
hines 
om-muniquent dire
tement entre elles; ou 
omme un réseau ad ho
 ou MANET,où toute ma
hine peut 
ommuniquer ave
 n'importe quelle autre, grâ
e aufait que les paquets sont relayés par les ma
hines jusqu'à 
e qu'il joignentleur destination.Un réseau sans �l est beau
oup plus souple que son homologue �laire,dans la mesure où les n÷uds ne sont pas 
onne
tés par de 
âbles et peuventêtre totalement mobiles. Pourtant, un réseau sans �l possède des faiblessesen 
e qui 
on
erne la 
onne
tivité des n÷uds et la sé
urité des données.
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oles de routage pour les réseaux ad ho
Dans un réseau ad ho
, pour permettre la 
onne
tivité entre l'émetteur et leré
epteur d'un paquet, un proto
ole de routage doit né
essairement tournerdans tout n÷ud du réseau. Les proto
oles de routage peuvent être 
lassésdans trois 
atégories:� dans un proto
ole réa
tif ou à la demande, la demande d'une routepour une destination de
len
he la re
her
he d'une route. Parmi lesexamples de proto
oles réa
tifs on peut 
iter DSR, AODV et DSDV;� à l'inverse, un proto
ole proa
tif ou périodique est 
ara
térisé parl'é
hange périodique des tables topologiques, ainsi les routes sont dispo-nibles d'une façon immédiate. Rentrent dans 
ette 
atégorie les proto-
oles tels que OLSR, OSPF, FSR, TBRPF, ADV, STAR, LANMAR,WRP et WIRP;� un proto
ole hybride, en�n, utilise les deux systèmes pour le routage.ZRP et CBRP sont des exemples d'un tel type de proto
ole.A.1.2 Le proto
ole OLSROLSR (Optimized Link State Routing) est un proto
ole proa
tif à état delien, qui utilise un mé
anisme d'inondation optimisé pour di�user à tous lesn÷uds du réseau des informations partielles sur les liens.Le tra�
 de 
ontr�le dans OLSR se 
ompose de deux types de messages:HELLO et TC. Les HELLOs sont envoyés périodiquement par un n÷ud poursignaler ses liens (symétriques, asymétriques ou MPR) ave
 les n÷uds voisins,et ne sont pas relayés; a

essoirement, l'é
hange de messages HELLO permetà 
haque n÷ud de mémoriser des informations sur son voisinage à deuxsauts, informations qui seront par la suite utilisées pour la séle
tion desMPRs. Les TCs sont émis périodiquement par un n÷ud si 
elui-
i a étéséle
tionné 
omme MPR, et 
ontiennent une liste de voisins symétriques dun÷ud; 
es messages sont di�usés dans le réseau entier. Deux autres types demessages, MID et HNA, sont émis par un n÷ud ayant des interfa
es multi-ples respe
tivement OLSR et non-OLSR, pour annon
er la 
on�guration deses interfa
es au réseau. Ces messages de 
ontr�le sont en
apsulés dans unpaquet OLSR.OLSR utilise un système d'inondation optimisée basée sur un sous-groupede n÷uds appelés Relais Multipoint (MPR). Chaque n÷ud séle
tionne sesMPRs parmi ses voisins symétriques de telle façon qu'un message envoyépar le n÷ud et répété par ses MPRs (son MPR set) sera reçu par tous lesvoisins à deux sauts du n÷ud en question. Chaque n÷ud mémorise aussi unMPR sele
tor set, qui 
ontient l'adresse de ses voisins qui l'ont séle
tionné
omme MPR. Les messages de 
ontr�le sont relayés seulement par les MPRs.
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urité des systèmesLa sé
urité d'un système in
lut plusieurs problématiques telles que le 
ontr�led'a

ès, l'authenti�
ation, la 
on�dentialité, l'intégrité, la non-répudiation etla disponibilité de servi
e. Ces qualités sont mena
ées par les attaques 
or-respondantes: a

ès non autorisé, usurpation d'identité, é
oute passive, mo-di�
ation des messages, falsi�
ation des messages et Déni de Servi
e (DoS).Les 
ontre-mesures visant à prévenir 
es attaques font souvent appel à la
ryptographie, qui permet le 
hi�rement, la génération d'un digest et/ou lasignature numérique des messages é
hangés à travers le système.Ces te
hniques peuvent être mises en pla
e soit au moyen de la 
ryptogra-phie symétrique, ave
 une même 
lé se
rète partagée pour 
hi�rer et pourdé
hi�rer, et qui utilise des fon
tions de ha
hage pour générer des digests;soit au moyen de la 
ryptographie asymétrique, ave
 deux 
lés di�érentes(paire 
lé privée / 
lé publique) pour le 
hi�rement et pour le dé
hi�rement,et qui permet d'assigner une 
lé de signature di�érente à 
haque parti
ipant.Ce dernier mé
anisme né
essite la mise en pla
e d'une Infrastru
ture à CléPublique (PKI), ave
 dans la plupart des 
as la présen
e d'une Autorité deCerti�
ation (CA) pour 
erti�er qu'une 
ertaine 
lé appartient bien à telutilisateur.A.3 Attaques 
ontre les réseaux ad ho
Un réseau sans �l est davantage versatile mais davantage vulnérable auxattaques qu'un réseau �laire, 
ar les transmissions radio sont e�e
tuées dansl'air.Sur un réseau �laire, un intrus né
essiterait d'avoir un a

ès physique àune ma
hine du réseau, ou bien de se 
onne
ter aux 
âbles. Dans le 
as d'unréseau sans �l, l'intrus peut é
outer passivement tous les messages é
hangéspourvu qu'il se trouve dans l'aire d'émission, en opérant en �promis
uousmode� et en utilisant un logi
iel pa
ket sni�er. Don
 l'adversaire a a

ès auréseau et peut inter
epter aisément les données transmises, sans même quel'émetteur ait 
onnaissan
e de l'intrusion (par exemple, au moyen d'un ordi-nateur portable dans un véhi
ule stationné dans une rue on peut inter
epterles 
ommuni
ations é
hangées à l'intérieur d'un immeuble voisin). L'intrus,en étant potentiellement invisible, peut enregistrer, modi�er, et ensuite re-transmettre les paquets 
omme s'ils avaient été envoyés par un utilisateurlégitime.En outre, à 
ause des limitations du support, les 
ommuni
ations peuventfa
ilement être perturbées; l'intrus peut e�e
tuer 
ette attaque en o

upantle support ave
 ses propres messages, ou tout simplement en perturbant les
ommuni
ations ave
 du bruit.



ATTAQUES CONTRE LES RÉSEAUX AD HOC 133A.3.1 Attaques 
ontre les MANETs au niveau du routageLes attaques 
ontre le proto
ole de routage des réseaux ad ho
 peuvent avoirpour but de modi�er le proto
ole lui-même, pour que le tra�
 passe pard'un n÷ud 
ontr�lé par l'adversaire. Une attaque peut aussi avoir pour butd'empê
her la formation du réseau, obliger les n÷uds à mémoriser des routesin
orre
tes, et en général perturber la topologie du réseau.Les attaques au niveau du routage peuvent être 
lassées dans deux 
até-gories: génération et relayage in
orre
t du tra�
. Nous ne 
onsidérons pasla 
omposante des données dans le tra�
, mais seulement les messages de
ontr�le du proto
ole de routage. Parfois les mêmes in
onvénients ne sontpas dus à une attaque mais viennent de problèmes de fon
tionnement d'unn÷ud, de l'épuisement des batteries, ou des interféren
es radio.Géneration in
orre
te du tra�
Cette 
atégorie in
lut les attaques qui 
onsistent en faux messages de 
ontr�leenvoyés ave
 l'identité d'un autre n÷ud (identity spoo�ng). Les 
onséquen
essont un possible 
on�it d'information dans les di�érentes parties du réseau,dégradation des 
ommuni
ations, n÷uds non joignables, et bou
les dans lespar
ours de routage.Dans un proto
ole de routage à ve
teur de distan
e, un n÷ud adversairepeut dé
larer une distan
e de zéro pour toutes les destinations, 
e qui faitque tous les n÷uds autour de lui vont router leurs paquets vers le n÷udadversaire. Ensuite, l'adversaire peut 
ouper les 
ommuni
ations dans leréseau en rejetant les paquets reçus au lieu de les faire suivre. Dans unproto
ole à état de lien, l'adversaire peut dé
larer faussement des liens ave
des n÷uds distants. En 
onséquen
e, les n÷uds mémorisent des faussesinformations dans leurs tables de routage (
a
he poisoning).Un adversaire peut aussi bien e�e
tuer un Déni de Servi
e en saturantle support ave
 une grosse quantité de messages en broad
ast, en réduisantle débit des n÷uds et, au pire, les empê
hant de 
ommuniquer. L'adversairepeut aussi envoyer des messages non valables qui ont pour seul but de main-tenir les n÷uds a
tifs et d'épuiser leurs batteries.Kuzmanovi
 et Knightly ont démontré l'e�
a
ité d'une attaque DoS àlongue périodi
ité (shrew atta
k) sur la 
ou
he transport, qui de plus n'estpas dé
elé par les te
hniques anti-DoS. En 
as de 
ongestion grave du réseau,le proto
ole TCP suit les périodes de Retransmission Time Out (RTO).Le �ot de données (y 
ompris les paquets DoS) dé
len
he le proto
ole de
ongestion TCP, don
 le �ux TCP entre en timeout et attend une périodeRTO avant d'essayer à nouveau d'envoyer un autre paquet. Si la périodi
itéde l'attaque est pro
he du RTO, les tentatives su

essives du �ux se soldentpar un é
he
, 
e qui résulte en un débit nul.Le jelly�sh atta
k est une autre attaque DoS sur la 
ou
he transport
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ile à dé
eler. Il peut être a

ompli de trois façons: enrelayant les paquets TCP en désordre au lieu de l'ordre FIFO 
anonique, enrejetant les paquets pour un 
ourt laps de temps à 
haque période RTO, ouen augmentant la variation de délai en retenant un paquet TCP pour unepériode aléatoire avant de le traiter.Relayage in
orre
t du tra�
Les 
ommuni
ations en provenan
e de n÷uds légitimes peuvent être polluéespar des n÷uds malveillants. Un n÷ud adversaire peut éviter de relayer lesmessages qu'il reçoit au �n de réduire la quantité d'information disponibleaux autres n÷uds. Ce
i a été appelé bla
khole atta
k (attaque trou noir)par Hu et al., et s'agit d'un moyen simple d'e�e
tuer un DoS. Cette attaquepeut être operée sur la totalité ou une partie des paquets reçus, en rendantinjoignable ou di�
ilement joignable le n÷ud destination.Un adversaire peut aussi modi�er les messages qu'il reçoit avant de lesrenvoyer, si un système de digest pour garantir l'intégrité n'a pas été mis enpla
e.Une autre attaque est le rejeu des messages: au fur et à mesure que latopologie 
hange, les an
iens messages de 
ontr�le, quoique valables dansle passé, dé
rivent une 
on�guration qui n'existe plus. Un adversaire peutenregistrer des messages de 
ontr�le pour les rejouer plus tard, dans le butd'in
lure des vieilles routes dans les mises à jour des tables de routage desn÷uds. Cette attaque mar
he même en présen
e d'un système de signatureou de digest, si 
elui-
i n'in
lut pas un estampillage temporel des messages.Une attaque très di�
ile à parer est le wormhole (attaque trou de ver),e�e
tué par un n÷ud intrus X situé à portée de transmission de deux n÷udslégitimes A et B qui n'ont pas de lien entre eux. Le n÷ud X é
hangeles messages entre A et B sans y ajouter son adresse dans l'entête; 
e
i a lerésultat de 
réer entre A et B un lien inexistant sous le pouvoir de l'attaquantX, qui est pratiquement invisible.Le rushing atta
k est utilisé 
ontre les proto
oles de routage à la demande;lors d'une dé
ouverte de route, l'adversaire relaye en premier son messagede Route Request. Si 
'est le Route Request qui parvient en premier audestinataire, la route trouvée in
lura le n÷ud adversaire.A.3.2 Attaques 
ontre le proto
ole OLSRNous dis
utons maintenant des risques de sé
urité dans OLSR. Le but n'estpas de remarquer les failles dans OLSR, 
ar il n'a pas été 
onçu 
ommeproto
ole sé
urisé, mais de donner des exemples des risques que 
ourent tousles proto
oles à état de liens, 
omme OSPF.
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orre
te du tra�
Un n÷ud malveillant X peut envoyer des HELLOs ayant une fausse origineC. En 
onséquen
e, d'autres n÷uds pourraient, en se trompant, dé
larer êtrevoisins de C à travers leurs messages HELLO et TC. En outre, le n÷ud X
hoisit ses MPRs parmi ses voisins ave
 l'identité de C; de 
e fait, 
es MPRsvont dé
larer qu'il sont voisins de C. L'e�e
t de 
ette attaque se traduit pardes 
on�its des routes vers C, ave
 perte de 
onne
tivité.Nous appelons link spoo�ng la signalisation d'une relation de voisinageave
 des n÷uds qui en fait ne sont pas des voisins. Un n÷ud X dé
larantfaussement un lien ave
 un n÷ud éloigné obtient un faux voisinage à deuxsauts pour ses voisins, et don
 une mauvaise sele
tion des MPRs. Le n÷udX peut aussi signaler un ensemble in
omplet de voisins; les voisins ignoréspourraient éventuellement se trouver 
oupés du reste du réseau.Si le n÷ud X envoie un TC ayant pour origine C et dé
larant A 
ommevoisin, le n÷ud D mémorisera faussement une relation de voisinage entre Cet A. Des messages TC qui 
ontiennent des faux liens ont aussi 
et e�etnéfaste, et peuvent perturber la topologie du réseau.Une autre attaque 
on
erne l'envoi de messages MID/HNA dé
larant desinterfa
es inexistantes, 
e qui a des e�ets délétères envers les n÷uds essayantde joindre 
es interfa
es.Un n÷ud malveillant peut aussi générer des TCs ave
 une fausse origineA et un ANSN (Advertised Neighbor Sequen
e Number) plus élévé que 
eluidu dernier TC envoyé par A. Tous les n÷uds ignoreront don
 tout messageTC ultérieur de la part de A, par
e qu'il porte un ANSN ave
 une valeurinférieure. Nous appelons 
e
i une attaque ANSN.Relayage in
orre
t du tra�
Un dégât important peut être apporté au réseau, en termes de 
onne
tivité,si les messages TC ne sont pas relayés (bla
khole atta
k). Le non-relayagedes messages MID/HNA peut lui aussi engendrer des pertes d'informationsdans 
ertaines parties du réseau.Con
ernant les attaques de rejeu, un TC ne peut pas être rejoué à moinsd'augmenter son ANSN, engendrant ainsi une attaque ANSN.Un wormhole peut être 
réé par un n÷ud intrus X en faisant suivre lesmessages de A vers B et vi
eversa. L'attaque 
ommen
e à être e�
a
e quandA et B sont unis par un lien symétrique; jusqu'à 
e moment là, tout messageTC/MID/HNA a
heminé à travers le wormhole est refusé soit par A soit parB, par
e que les spé
i�
ations de OLSR imposent que 
es messages soientrejetés si le n÷ud émetteur n'est pas un voisin symétrique.Un adversaire peut exploiter la règle d'OLSR qui spé
i�e qu'un n÷udre
evant un message en inondation MPR ne retransmet plus le message sil'envoyeur est son MPR sele
tor. Cette attaque, que nous avons appelé at-



136 RÉSUMÉ DÉTAILLÉ DE LA THÈSEtaque MPR, est produite par une retransmission illi
ite du message e�e
tuéepar l'attaquant.A.4 Sé
urité dans les réseaux ad ho
: mé
anismesde baseLes transmissions sans �l utilisent un support partagé � l'air � qui est a

es-sible à tout le monde. Comme il est impossible de limiter l'a

ès au support,la seule solution pour protéger les messages est d'utiliser la 
ryptographie.A.4.1 Prote
tion du proto
ole de routageNormalement, quand on parle de la sé
urisation du routage, on désire assurerl'intégrité, la non-répudiation (parfois) et la disponibilité de servi
e. Laprote
tion des messages de routage est garantie par une signature ou undigest; 
e n'est pas important de 
hi�rer les messages, 
ar les informationstopologiques normalement ne sont pas se
rètes.Dans la littérature il existe plusieurs proto
oles de routage sé
urisés parl'ajout d'une signature ou d'un digest dans les paquets de 
ontr�le: pourexemple SRP, SLSP, SAODV, ARAN, Ariadne, SEAD, et la te
hnique MAE.Le proto
ole SAR in
orpore le niveau de sé
urité intrinsèque d'un n÷ud(en 
e qui 
on
erne sa sûreté, importan
e, ou 
apa
ité) dans la métriquede routage pour a
heminer les messages à travers des 
hemins 
onsidéréssûrs. D'autres proto
oles ont été expli
itement 
onçus 
omme défense à desattaques spé
i�ques, 
omme TIK 
ontre le wormhole atta
k ou RAP 
ontrele rushing atta
k. Lee et al. ont envisagé de sé
uriser DSR en y ajoutantdes messages de 
on�rmation dans la dé
ouverte de route. En�n, Buttyánet Hubaux ont proposé des mé
anismes pour renfor
er la disponibilité duservi
e dans un réseau ouvert, 
omme le Pa
ket Purse Model et le Pa
ketTrade Model.Nous avons envisagé la possibilité d'utiliser un standard très 
onnu,IPse
, pour la prote
tion du routage dans OLSR. Toutefois, du fait queIPse
 demande qu'une asso
iation de sé
urité soit déjà établie entre deuxpaires (
e qui n'est pas le 
as dans un réseau ad ho
 en formation), que laprote
tion dans IPse
 est faite à l'égard d'un paquet entier, de la di�
ultéde gestion d'une 
lé de groupe dans un réseau ad ho
, et en général desproblèmes d'authenti�
ation d'un nouveau n÷ud qui rejoint le réseau, IPse
ne paraît pas être la solution appropriée.L'état de l'art au sujet de la sé
urisation du proto
ole OLSR 
omprendune solution pour ajouter un digest à 
haque paquet, ave
 une véri�
ationde la signature qui est né
essairement e�e
tuée saut par saut. Une autresolution prévoit pour le routage un système de métrique basé sur la 
on�an
e,ave
 la division du réseau en di�érents domaines de sé
urité selon la �abilité
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omposent.A.5 Le message de signature dans OLSRNous allons dé
rire notre projet de sé
urisation d'OLSR, qui fait appel àl'ajout d'une signature aux messages de 
ontr�le. Un digest, généré au moyend'une 
lé symétrique partagée, peut aussi bien être utilisé à la pla
e de lasignature.A.5.1 Spé
i�
ations du projetLa signature est 
al
ulée sur le 
orps et l'entête du message, et est distribuéesous la forme d'un type spé
ial de message, appelé SIGNATURE. Un mes-sage SIGNATURE est généré et envoyé ave
 tout autre message de 
ontr�le(HELLO, TC, MID ou HNA). Il n'est pas possible de signer un paquet en-tier par
e qu'il peut 
ontenir des HELLOs, qui ne sont pas relayés, et don
 lasignature du paquet ne serait plus valable au delà du premier saut. Une solu-tion serait 
elle de 
ontr�ler la signature saut par saut; toutefois, 
omme lesmessages sont relayés par inondation MPR, tout n÷ud qui a relayé un mes-sage in
orre
t pourrait en être l'émetteur, tandis qu'une authenti�
ation parmessage permet de déterminer aisément l'origine des fausses informations.On identi�e sans ambiguïté à quel message appartient une signature 
arles deux doivent se trouver dans un même paquet OLSR et sont 
onsé
utifs.Dans une version pré
édente, le 
ouplage était identi�é grâ
e au Numéro deSéquen
e (MSN) du message de 
ontr�le en question et à un 
hamp homo-logue dans le message de signature; 
ela permettait d'envoyer les messagesdans un ordre quel
onque, et même dans des paquets di�érents.Si la taille du paquet dépasse le MTU, le message de 
ontr�le est frag-menté et un message SIGNATURE est asso
ié à 
haque fragment. Le messageSIGNATURE 
ontient aussi une estampille temporelle, obtenue de l'horlogeinterne du n÷ud, pour éviter les attaques de rejeu; la syn
hronisation deshorloges ne né
essite pas d'être très pré
ise, puisque les message qui seraientdes doublons peuvent être re
onnus aussi par leur Numéro de Séquen
e (quiest enregistré dans le Dupli
ate Set).Notre implantation a re
ours à la 
ryptographie asymétrique et une CAen modalité non en ligne pour assigner une paire de 
lés à 
haque n÷ud par-ti
ipant; 
haque n÷ud di�use ensuite sa 
lé publique aux autres n÷uds. Onutilise les signatures Cha-Cheon, basées sur l'identité, pour les 
lés assignéspar la CA (
lés globales) et qui seront ensuite utilisées pour signer les 
lésdes n÷uds (
lés lo
ales); pour 
es dernières on a 
hoisi les signatures 
ourtesBoneh-Lynn-Sha
ham.La signature n'in
lut pas les 
hamps TTL et de 
ompte de sauts (dansl'entête du message). Cela est dû au fait que 
es deux 
hamps sont modi-�és à 
haque saut du message, 
e qui interférerait ave
 la véri�
ation de la
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e fait permettrait à un adversaire de relayerdes messages ave
 un TTL modi�é à 0 en restant inaperçu. Cette faille peutêtre résolue en ignorant le 
hamp TTL et en 
onsidérant à sa pla
e la valeurde l'estampille temporelle.Cette ar
hite
ture de sé
urité n'est pas interopérable ave
 OLSR stan-dard. En e�et, un n÷ud dans lequel tourne OLSR sé
urisé n'a

epteraitpas des HELLOs non signés de la part des n÷uds OLSR standard; en 
on-séquen
e il ne pourrait pas y avoir de lien symétrique entre les deux, et don
au
une séle
tion des MPRs qui est le mé
anisme prin
ipal pour la di�usiondes messages dans OLSR.A.5.2 Modi�
ations du proto
ole OLSR standardAu moment de la 
réation d'un message de 
ontr�le, un n÷ud doit généreraussi un message SIGNATURE et y é
rire les 
hamps relatifs au temps et àla signature. Un n÷ud re
evant 
es messages doit retenir la SIGNATUREet véri�er si le message de 
ontr�le est a

eptable du point de vue de lasignature et de son temps de 
réation; si 
es véri�
ations réussissent, lemessage de 
ontr�le est traité. Un message de 
ontr�le ou de SIGNATUREnon valable est e�a
é de la Dupli
ate Table, pour éviter qu'un adversaireremplisse la Dupli
ate Table d'un n÷ud ave
 des messages non valables etempê
he le n÷ud de traiter des messages valables qui ont le même Numérode Séquen
e. Le Dupli
ate Set est modi�é ave
 un nouveau 
hamp qui prenden 
ompte l'estampille temporelle.A.6 Systèmes 
ryptographiques pour les environ-nements ad ho
Génériquement, il est souhaitable que un algorithme de signature/digest aitles 
ara
téristiques suivantes, pour pouvoir être utilisé pour sé
uriser unréseau ad ho
: une signature 
ourte, un temps de véri�
ation 
ourt, un pro-
essus de véri�
ation plus rapide que la signature, et une 
omplexité limitée.Cela est dû aux limites des ma
hines (puissan
e de 
al
ul et autonomie li-mitées) et du support. Le respe
t de 
es 
ara
téristiques est lié aussi àd'autres fa
teurs, par exemple l'implantation d'un algorithme sur une 
er-taine ar
hite
ture. Parmi les algorithmes qui pourraient être 
hoisis, nous
itons RSA, DSA et ECNR pour la 
ryptographie asymétrique (signature),et HMAC-MD5 ou HMAC-SHA1 pour la 
ryptographie symétrique (digest).A.6.1 La gestion des 
lésL'implantation d'un système à 
lé publique ave
 une Autorité de Certi�
a-tion s'adapte mal à un réseau ad ho
, dont les n÷uds sont indépendantset mobiles et pourraient ne pas avoir la possibilité de se 
onne
ter à la CA
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e. En outre, la présen
e d'une entité 
entralisée 
onstitue unevulnérabilité qui pourrait être exploitée par un adversaire pour porter desattaques DoS. Il s'agit d'un sérieux problème qui existe aussi dans les réseaux�laires.Il est toutefois possible de réduire le poids d'une CA 
entralisée au moyende la 
ryptographie à seuil, qui permet de partager l'habilitation à générerune signature parmi un 
ertain nombre de parti
ipants; un adversaire de-vrait don
 
ompromettre plusieurs n÷uds pour être 
apable de bouleverserle système.Une autre alternative (PKI auto-organisée) proposée par �apkun et al.
onsiste en 
haînes de 
erti�
ats qui 
onne
tent les parti
ipants.Le 
hi�rement basé sur l'identité (IBE) permet d'assigner à un parti
i-pant une 
lé publique qui est dérivée de son identité ou d'autre qualités quilui sont propres, 
omme son adresse IP. Dans 
e 
as il n'y a plus besoin d'uneAutorité de Certi�
ation. Chaque parti
ipant doit toutefois demander à untiers de 
on�an
e (l'entité génératri
e de 
lés ou PKG), à travers un 
analsûr, la 
lé publique 
orrespondante à son identité.D'autres alternatives prévoient l'assignement des 
lés au démarrage duréseau, au moyen d'une méthode probabiliste, ou par é
hange Di�e-Hellman.Une simple PKI pour OLSRNous dé
rivons brièvement i
i une simple PKI proa
tive qui peut être utiliséeave
 OLSR. Le fon
tionnement de la version réa
tive est analogue. Cette PKIpourvoit trois 
lasses de n÷uds:� les autorités de signature dont la 
lé publique est 
onnue par toutautre n÷ud du réseau, et qui ont la responsabilité d'enregistrer les 
léspubliques des autres n÷uds parti
ipants et de distribuer périodique-ment des 
erti�
ats signés 
ontenant la liste des 
lés publiques desn÷uds �ables;� les n÷uds �ables, qui sont 
eux dont la 
lé publique est 
onnue et
erti�ée par une autorité de signature;� les n÷uds non �ables, qui sont 
eux dont la 
lé publique n'est pas
onnue ou n'est pas 
erti�ée par une autorité de signature; il fautremarquer qu'au démarrage du réseau tout n÷ud, ex
eption faite pourles autorités de signature, est non �able.Pour garantir la 
on�an
e dans l'information topologique qui est distribuéedans le réseau, tout n÷ud doit 
hoisir ses MPRs (et a

epter d'être 
hoisi
omme MPR) parmi les seuls n÷uds �ables, a

epter les messages TC quiproviennent des seuls n÷uds �ables, et faire suivre seulement les messages quiont été reçus des voisins �ables. Une règle simple pour ex
lure les n÷uds non�ables du réseau serait 
elle de refuser tout message envoyé par un n÷ud non
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e 
omportement porterait à une situation d'interblo
ageau moment de l'initialisation du réseau, 
ar tout n÷ud est non �able à 
e mo-ment, et don
 la séle
tion des MPRs (et la distribution des messages dansle réseau entier) serait impossible. Pour éviter 
ette situation, on établitqu'un n÷ud a

epte les messages HELLO qui proviennent d'un voisin non�able, et que 
e n÷ud in
lut ses voisins non �ables dans ses HELLOs, ave
la 
ondition que les liens MPR soient 
onsidérés simplement 
omme lienssymétriques. En 
onséquen
e, l'autorité de signature transmettra ses 
erti�-
ats à ses voisins; 
es voisins, après é
hange de messages HELLO, a

epterontles voisins à deux sauts mais ne séle
tionneront pas leurs MPRs parmi eux;ensuite, l'autorité de signature 
hoisira ses MPRs parmi ses voisins pour quesa pro
haine émission de 
erti�
at rejoigne tous les voisins à deux sauts.A.7 Estampillage temporelComme il a été dit pré
édemment, un problème des systèmes distribués estqu'il est possible de rejouer des messages même si le 
ontr�le des signaturesest mis en pla
e. Pour prévenir 
e genre d'attaques, on ajoute aux messagesune estampille temporelle ou un non
e, qui est in
luse dans le 
al
ul dela signature. Dans OLSR, le proto
ole de routage peut déterminer quelleinformation est la plus ré
ente en examinant le MSN (Message Sequen
eNumber) et le ANSN (Advertised Neighbor Sequen
e Number) des messages;
e mé
anisme est toutefois su�sant pour le fon
tionnement de base mais paspour une sé
urité 
omplète, 
ar les deux 
hamps sont 
odés sur 16 bits et lesdébordements ave
 remise à zéro peuvent être fréquents.Pour tout message émis par un n÷ud, une estampille temporelle est in-
luse. Un n÷ud ré
epteur véri�e la validité de l'estampille temporelle, envéri�ant que sa valeur ne s'é
arte de la valeur de son horloge de plus d'unepetite 
onstante.Pour 
e qui 
on
erne le 
ontr�le temporel des messages, il existe dif-férentes options:� Si une prote
tion 
ontre les attaques de rejeu n'est pas requise, le
hamp relatif à l'estampillage temporel peut être simplement ignoré.� Une solution simple pour générer des estampille temporelles serait 
elled'avoir une horloge, su�samment pré
ise et ave
 une faible dérive,embarquée dans 
haque n÷ud; 
ette solution peut être implantée sousforme d'une horloge au quartz ou atomique, ou bien d'un dispositifGPS pour la transmission du temps. Dans les ordinateurs de bureau,
ette horloge est l'horloge interne ou du BIOS, présentant une dérived'environ 1 se
onde par jour qui toutefois peut être réduite au moyende 
orre
tions de la fon
tion du temps.
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onsiste àé
rire la valeur de l'horloge dans tout message envoyé (et signé), tan-dis que les n÷uds ré
epteurs maintiennent une liste des plus grandesvaleurs d'horloge reçues dans un message, pour 
haque n÷ud émet-teur. Un message, de la part d'un 
ertain n÷ud, est a

epté s'il porteune valeur d'horloge supérieure à la valeur déjà enregistrée pour 
en÷ud; dans 
e 
as, la valeur enregistrée est mise à jour. Ce systèmeprésente des problèmes de syn
hronisation si les 
ommuni
ations entreles n÷uds sont 
oupées pendant une 
ertaine période.� La solution la plus sûre 
onsiste en une syn
hronisation des horloges desn÷uds, solution qui toutefois fait surgir un problème d'interblo
age: lesestampilles temporelles sont utilisées pour l'authenti�
ation, mais unesyn
hronisation sé
urisée des horloges demande aussi une authenti�
a-tion. Nous avons esquissé un proto
ole de syn
hronisation pour OLSRqui s'inspire du proto
ole Needham-S
hr÷der, en utilisant la signatureau lieu du 
hi�rement et les estampilles temporelles au lieu des non
es.A.8 Sé
urité dans les réseaux ad ho
: mé
anismesavan
ésNous avons vu que les signatures dans les message protègent e�e
tivement leréseau 
ontre les attaques d'usurpation d'identité. Toutefois, si un adversairea réussi à prendre le 
ontr�le d'un n÷ud légitime ou à s'emparer de sa 
léprivée, il peut générer des messages signés 
orre
tement ave
 son identité;un tel n÷ud est appelé un n÷ud 
ompromis. Dans 
e 
as, au
un n÷ud nepeut être 
onsidéré 
omme �able, 
ar il pourrait envoyer de faux messages de
ontr�le pour perturber la topologie du réseau. La question est maintenant
omment s'assurer que les informations fournies par un 
ertain n÷ud sont
orre
tes.Il est toutefois en
ore possible de distinguer les bonnes informations desfausses. Nous présentons dans les se
tions qui suivent une solution basée surdes signatures multiples, et une autre basée sur l'utilisation de la positiongéographique des n÷uds. Une se
tion ultérieure montre 
omment tout mé-
anisme de sé
urité a
tive peut être intégré ave
 un système de déte
tion des
omportements illi
ites.A.9 Signatures multiples dans OLSRDans OLSR, 
omme dans tout autre proto
ole à état de lien, la topologiedu réseau dépend de la topologie telle qu'elle était à un instant pré
édent.Par exemple, le n÷ud A séle
tionne à l'instant t le n÷ud B 
omme MPR.Il est don
 possible d'a�rmer que à l'instant t0 = t � �t le n÷ud B avait
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laré un lien symétrique ave
 A, et que à l'instant t00 = t0 ��t0 le n÷udA avait un lien asymétrique ave
 B. Tous 
es liens avaient été dé
larés dansdes messages HELLO, qui sont le moyen par lequel les n÷uds établissent lesliens entre eux. En bref, la topologie ne pro
ède pas par sauts, mais évolueave
 
ontinuité, ave
 une pré
ise séquen
e 
hronologique.Nous pouvons utiliser 
e fait pour éviter que des fausses informationssoient ino
ulées dans le réseau. Le 
on
ept de base est que tout n÷udmémorise l'information 
on
ernant ses liens envoyée par ses voisins, et laréutilise 
omme preuve dans ses messages de 
ontr�le su

essifs. Cette in-formation est signée pour éviter les 
ontrefaçons. Un message de 
ontr�leenvoyé par un n÷ud 
ompromis ne pourra don
 
ontenir de faux liens, par
eque 
es liens manquent des preuves appropriées. C'est la première fois, ànotre 
onnaissan
e, qu'une telle te
hnique est proposée. Pour 
e système desé
urité nous avons prévu un nouveau type de message, appelé ADVSIG, quiest toujours envoyé en 
ouple ave
 un HELLO ou TC.A.9.1 Information atomique sur l'état de lienLa quantité minimale d'information é
hangée sur l'état de lien, générée parle n÷ud A 
on
ernant le n÷ud B, 
onsiste en:� l'adresse du n÷ud origine A� l'adresse du n÷ud annon
é B� l'état de lien de B par rapport à A� une estampille temporelle� la signature de 
es quatre 
hamps, 
al
ulée par ALes trois premiers 
hamps sont tirés du message HELLO et de son entête, tan-dis que les derniers deux sont 
ontenus dans un message ADVSIG 
ouplé à 
eHELLO. Cette information atomique est appelée un Certi�
at ou une Preuve,selon respe
tivement qu'elle est reçue 
omme information topologique nou-velle ou qu'elle est réutilisée pour prouver un état de lien.Quand un n÷ud reçoit un HELLO ave
 son ADVSIG, il extrait des deuxmessages les informations qui le 
on
ernent (à savoir, 
elles où l'adresse dun÷ud annon
é est son adresse), et 
es informations 
onstituent don
 unCerti�
at. Les Certi�
ats sont mémorisé dans la Certiproof Table du n÷ud.Ensuite, quand le n÷ud envoie un HELLO ou un TC, il séle
tionne dansson Certiproof Table une Preuve appropriée, qu'il in
lura dans son ADVSIG
ouplé.



SIGNATURES MULTIPLES DANS OLSR 143A.9.2 Preuves requisesQuand un n÷ud A veut dé
larer un lien ave
 le n÷ud B dans un messageHELLO ou TC, la preuve à fournir est 
onstruite en utilisant un HELLO etson ADVSIG 
ouplé qui ont ré
emment été envoyés par B. La preuve requiseest:� une preuve que le paquet a été entendu, si A veut dé
larer un lien detype ASYM_LINK ave
 B;� une dé
laration de ASYM_LINK ou SYM_LINK, si A veut dé
larerun SYM_LINK ave
 B;� une dé
laration de SYM_LINK ou SYM_NEIGH, si A veut dé
larerun SYM_NEIGH ou un MPR_NEIGH ave
 B;� une dé
laration de SYM_NEIGH ou MPR_NEIGH, si A veut dé
larerB 
omme voisin.A.9.3 Le proto
oleQuand un n÷ud génère un message HELLO ou TC, il doit générer aussi unADVSIG, en suivant 
e proto
ole:1. 
réer le HELLO/TC;2. générer l'estampille temporelle;3. si le message est un HELLO alors, pour 
haque lien dé
laré, 
al
uler lasignature du Certi�
at et joindre la Preuve requise appropriée;4. sinon si le message est un TC alors joindre la Preuve requise appropriée;5. 
al
uler la signature;6. envoyer le HELLO/TC et le ADVSIG.Quand un n÷ud reçoit un message de 
ontr�le, il doit suivre 
es étapes:1. identi�er 
orre
tement le HELLO/TC ave
 son ADVSIG 
ouplé;2. 
ontr�ler la validité de l'estampille temporelle;3. 
ontr�ler la validité de la signature;4. si le message est un HELLO alors, pour 
haque lien dé
laré, 
ontr�ler lavalidité de la Preuve, et extraire le Certi�
at relatif au n÷ud lui-mêmele 
as é
héant;5. sinon si le message est un TC alors, pour 
haque voisin dé
laré, 
on-tr�ler la validité de la Preuve.
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on
erne le bon n÷ud, si le lien in
lusest 
orre
t par rapport à la preuve requise, et si l'estampille temporelle n'estpas périmée. Si une erreur survient lors d'une de 
es étapes, le HELLO/TCet son ADVSIG doivent être rejetés.A.10 Utilisation des informations sur la positiondes n÷udsUne information utile qui peut être ajoutée dans un message de 
ontr�le,pour obtenir de la redondan
e et don
 renfor
er la sé
urité, 
'est la positiongéographique d'un n÷ud. Il existe déjà des proto
oles de routage, 
ommeDREAM, GPSR et LAR, qui utilisent 
ette information pour le fon
tion-nement de base du routage ou, 
omme SPAAR, pour la sé
urisation duproto
ole. La position peut être obtenue par des dispositifs satellitaires GPSembarqués dans 
haque n÷ud.A.10.1 GPS-OLSRNous proposons une extension sé
urisée pour OLSR, appelée GPS-OLSR,qui in
lut dans les messages de 
ontr�le la position géographique du n÷udémetteur. Cette information est ensuite retenue par les n÷uds destinationspour évaluer la véra
ité des informations in
luses dans le même message de
ontr�le. Tout n÷ud mémorise la dernière position 
onnue de 
haque autren÷ud du réseau dans sa Position Table.En e�et, en 
onnaissant les positions géographiques d'un n÷ud émetteurS et d'un n÷ud ré
epteur R à des moments dé�nis, en 
al
ulant la variationde leur position (qui est à son tour limitée par la vitesse maximale d'unn÷ud), et en prenant en 
ompte les erreurs dans la syn
hronisation deshorloges et dans d'autres variables, on peut 
al
uler leur distan
e au momentde la transmission. Cette distan
e ne peut pas être supérieure à la portéemaximale de transmission: si 
'est le 
as, le lien est probablement faux. Celapermet à un n÷ud d'évaluer non seulement les transmission qu'il reçoit (etde savoir si elles sont, par exemple, a
heminées à travers un wormhole) maisaussi d'évaluer les dé
larations de voisinage d'un autre n÷ud: si un n÷uddé
lare avoir un lien ave
 un n÷ud qui est très loin, 
ette dé
laration estfortement suspe
te.En 
onséquen
e 
e proto
ole sé
urise le réseau 
ontre les attaques delink spoo�ng et wormhole. Il faut remarquer que 
e mé
anisme o�re aussides possibilités d'amélioration du proto
ole OLSR standard, telles qu'uneséle
tion plus e�
a
e des MPRs ou la prévision de rupture des liens.De sur
roît, l'utilisation d'une antenne dire
tionnelle permettrait, ave
des simples 
al
uls de géométrie planaire, de savoir ave
 plus de pré
isionsi les informations reçues sont 
orre
tes ou fausses: un n÷ud peut véri�er
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teur d'antenne dans lequel la transmission est entendue s'a

ordeave
 la dire
tion vers laquelle le n÷ud émetteur devrait se trouver (dire
tionobtenue en évaluant sa position relative).Dans notre proposition d'implantation, l'information géographique estin
luse dans un nouveau type de message signé appelé SIGLOC. Ce messageest 
onstruit 
omme un message SIGNATURE ave
 un 
hamp supplémentairequi 
ontient la position du n÷ud, et est envoyé ave
 tout HELLO ou TC.A.11 Déte
tion des 
omportements hostilesLes proto
oles sé
urisés ont pour but de prévenir les attaques; en revan
he,dans le 
as d'une attaque avérée, les systèmes d'audit sont également impor-tants. Ces systèmes d'audit ont pour but la déte
tion des 
omportementshostiles dans le réseau, l'alerte des autres n÷uds et la mise en pla
e d'une
ontre-mesure pour ex
lure le n÷ud malveillant du réseau. Ces te
hniquespeuvent être utilisées ave
 ou sans une infrastru
ture pour l'authenti�
ationdes n÷uds, toutefois les messages d'alerte signés évitent que l'outil de déte
-tion soit abusé par le n÷ud malveillant.Les systèmes de déte
tion a
tuels, 
omme le Wat
hdog/Pathrater (
hiende garde / évaluateur de par
ours), CONFIDANT ou Bloodhound, se basentsur l'é
oute passive des transmissions pour dé
eler si les paquets sont 
or-re
tement relayés; d'autres, 
omme WATCHERS, utilisent le prin
ipe de la
onservation du �ux; d'autres en
ore adoptent des paquets d'a
quittementou de test.A.11.1 Un système pour OLSR basé sur la 
on�an
eLe problème dans les proto
oles à audit distribué 
'est la di�
ulté à évaluerles a�rmations d'un n÷ud qui en a

use un autre: il n'est pas possible desavoir si le premier n÷ud suit le proto
ole et le deuxième ne le suit pas, ousi le premier est malveillant et a

use faussement le deuxième dans le but deperturber le réseau. Toutefois nous pouvons supposer que, étant donné ladi�
ulté de 
asser une infrastru
ture 
ryptographique, les n÷uds légitimessurpassent en nombre les n÷uds 
ompromis. On peut don
 utiliser 
et avan-tage en exigeant que les alertes soient 
on�rmées par plusieurs n÷uds.Nous proposons un proto
ole de déte
tion pour OLSR qui utilise un sy-stème d'évaluation du taux de 
on�an
e des n÷uds. Une Trust Table globale,dont tout n÷ud maintient une 
opie en sa mémoire, asso
ie à 
haque n÷udune valeur numérique qui représente son niveau de 
on�an
e. Quand unn÷ud déte
te un autre n÷ud qui ne respe
te pas le proto
ole, 
e premierdi�use en inondation un message d'a

usation signé; s'il y a un nombre suf-�sant de n÷uds qui envoient une a

usation pour un même n÷ud dans lemême laps de temps, les n÷uds réduisent la valeur du niveau de 
on�an
e dun÷ud a

usé. Toutefois, s'il n'y a pas assez d'a

usations pendant le temps
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'est le n÷ud a

usé qui voit remonter son niveau de 
on�an
e tandisque ses dénon
iateurs sont pénalisés: 
ela pour éviter les abus de la part d'unn÷ud malveillant. Le niveau de 
on�an
e de tous les n÷uds est périodique-ment haussé d'une valeur prédéterminée pour parer les 
ollisions, les erreursen transmission et les pertes physiologiques de paquets qui s'avèrent mêmedans un réseau dépourvu de n÷uds malveillants. Une fois que le niveau de
on�an
e d'un n÷ud a

usé tombe à zéro, 
e n÷ud est ex
lu du réseau, pare�a
ement de son adresse dans les tables de routage.Les 
omportements interdits peuvent aller de la négligen
e dans le re-layage, à l'envoi d'un message de 
ontr�le di�orme, à une fasse signaturedans le message, à une usurpation d'identité jusqu'à l'essai d'un Déni deServi
e par bombardement de messages; à 
haque 
omportement est asso-
iée une rédu
tion di�érente du niveau de 
on�an
e.A.11.2 Contr�les pré
is sur la 
onservation du �uxUne mesure optionnelle, basée sur le prin
ipe de la 
onservation du �ux,permet d'e�e
tuer des 
ontr�les plus pré
is. Le prin
ipe de 
onservation du�ux s'énon
e ainsi: �Toute donnée envoyée à un n÷ud et non destinée à 
en÷ud doît sortir du n÷ud�. Nous pouvons détailler 
e prin
ipe en observantque le nombre de paquets envoyés par un n÷ud Z à ses voisins, moins lenombre de paquets envoyés par les voisins à Z, doit être égal au nombre depaquets envoyés par Z et ayant Z pour origine, moins le nombre de paquetsenvoyés à Z destinés à Z, moins le nombre de paquets envoyés à Z et jugésa
heminés in
orre
tement par Z. Ce 
ontr�le est e�e
tué par les n÷udsenvers tous leurs voisins. Cependant, 
ette te
hnique assure la livraison dubon nombre de paquets, mais ne permet de faire au
une hypothèse sur le
ontenu des paquets. Une solution possible serait 
elle de produire une listed'empreintes ou de �ltres de Bloom sur les paquets traités.A.12 Con
lusionDans 
ette thèse nous avons étudié globalement les problèmes de sé
uritédans les réseaux sans �l, plus pré
isément les proto
oles de routage pour lesréseaux ad ho
, et nous avons donné notre 
ontribution en suggérant dessolutions pour sé
uriser OLSR. Ces solutions in
luent en première instan
el'ajout d'une signature numérique au tra�
 de 
ontr�le, qui est la prote
tion
anonique 
ontre les intrusions dans le proto
ole de routage.Des te
hniques plus élaborées, présentées dans 
ette thèse, s'appuient surla validation de l'information sur l'état de lien pour éviter que des n÷uds
ompromis ne 
réent de fausses informations. Il s'agit d'un niveau avan
é deprote
tion, qui suppose qu'un adversaire est 
apable de générer des signa-tures 
orre
tes pour le tra�
 de 
ontr�le qui provient de 
ertains n÷uds. Ceste
hniques avan
ées utilisent des 
onnaissan
es additionnelles, telles que des
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larations pré
édentes d'état de lien ou bien des données géographiquesqui dé
rivent la position d'un n÷ud, pour valider l'information topologiquedistribuée par les n÷uds dans le réseau. Le renfor
ement de la sé
urité estaux dépens de l'overhead relatif aux messages, 
ar 
es messages de 
ontr�lesé
urisés ont une taille plus importante et impliquent des 
al
uls plus éten-dus, qui doivent être e�e
tués soit par le n÷ud origine soit par les n÷udsré
epteurs. Ce
i peut s'avérer impossible pour un réseau 
omposé de n÷udsqui ont une puissan
e de 
al
ul insu�sante, pour un réseau implantant uneQualité de Servi
e qui doit garantir un haut débit, ou tout simplement pourun réseau qui ne né
essite pas une sé
urité renfor
ée. Toutefois, on peut
ombiner 
es te
hniques pour garantir une sé
urité en
ore plus grande.Ces te
hniques visent la prote
tion de l'information 
on
ernant la topolo-gie du réseau. Les réseaux ad ho
 sont le type le plus utile et souple de réseausans �l; pour 
ette raison ils sont largement utilisés dans les environnementsmilitaires. Dans 
e 
ontexte, l'information sur la topologie a beau
oup devaleur, et le réseau doit être protégé 
ontre des intrusions qui auraient delourdes 
onséquen
es.En plus des te
hniques de prévention déjà 
itées, nous avons aussi dé
ritbrièvement une méthode pour la déte
tion et l'élimination des 
omporte-ments suspe
ts. Cette méthode vise à dé
eler les n÷uds qui ne respe
tentpas le proto
ole et perturbent le bon fon
tionnement du réseau. Une fois queles n÷uds malveillants on été identi�és, une alerte est envoyée pour informerle reste du réseau. Les autres n÷uds mènent ensuite une a
tion 
onjointepour éliminer les n÷uds malveillants du réseau, par exemple en les e�açantdes tables de routage. Ce système de déte
tion peut être utilisé en synergieave
 les te
hniques de prévention.A.12.1 Perspe
tivesPendant les travaux relatifs à 
ette thèse de do
torat nous avons trouvédes systèmes pour sé
uriser OLSR, ave
 des spé
i�
ations et des 
onditionsrequises di�érentes. Il est possible de trouver d'autres systèmes en adaptantà OLSR des te
hniques de sé
urité qui viennent d'autres proto
oles à état delien, ou même d'autres proto
oles réa
tifs, ave
 les modi�
ations né
essaires.Nous avons brièvement illustré les algorithmes de signature qui sont utili-sés dans nos systèmes. L'étude d'algorithmes 
ryptographiques plus perfor-mants (du point de vue d'une signature plus 
ourte et rapide et d'une 
om-plexité de 
al
ul inférieure) pourrait rendre les ar
hite
tures proposées poursé
uriser OLSR en
ore plus appropriées à la réalité d'un proto
ole ad ho
.



List of Figures
1.1 BSS mode: an A

ess Point and its network 
ell. . . . . . . . . . . 191.2 IBSS mode. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 201.3 An ad ho
 network. . . . . . . . . . . . . . . . . . . . . . . . . 211.4 The hidden station problem. . . . . . . . . . . . . . . . . . . . . 221.5 OLSR pa
ket format. . . . . . . . . . . . . . . . . . . . . . . . . 271.6 HELLO message format. . . . . . . . . . . . . . . . . . . . . . . 301.7 TC message format. . . . . . . . . . . . . . . . . . . . . . . . . 301.8 Pure �ooding and MPR �ooding. . . . . . . . . . . . . . . . . . 313.1 Node X sends HELLO messages pretending to be C. . . . . . . . . 453.2 Node X sends HELLO messages advertising a fake link with A. . . 463.3 Node X sends TC messages pretending to be C. . . . . . . . . . . 473.4 A wormhole 
reated by node X . . . . . . . . . . . . . . . . . . . 483.5 A longer wormhole 
reated by two 
olluding nodes X and X 0. . . . 493.6 Node X performs an MPR atta
k. . . . . . . . . . . . . . . . . . 505.1 Old version of SIGNATURE message format. . . . . . . . . . . . . 625.2 SIGNATURE message format. . . . . . . . . . . . . . . . . . . . . 625.3 Diagram of HELLO message overhead. . . . . . . . . . . . . . . . 715.4 Diagram of TC message overhead. . . . . . . . . . . . . . . . . . 717.1 Time di�eren
e between 
lo
ks. . . . . . . . . . . . . . . . . . . 877.2 Time di�eren
e between 
lo
ks, after resyn
hronization. . . . . . . 889.1 The �nite state ma
hine for OLSR link state transitions. . . . . . 979.2 ADVSIG message format. . . . . . . . . . . . . . . . . . . . . . . 1019.3 Diagram of ADVSIG overhead. . . . . . . . . . . . . . . . . . . . 1089.4 Diagram of ADVSIG overhead using 64-bit signatures. . . . . . . . 10810.1 SIGLOC message format. . . . . . . . . . . . . . . . . . . . . . . 11110.2 Lower bound on the distan
e between R and S. . . . . . . . . . . 11210.3 Test of likelihood for de
lared links. . . . . . . . . . . . . . . . . 11410.4 Test of likelihood for a dire
t link (against a wormhole). . . . . . . 11410.5 Dire
tion 
he
k on the distan
e between R and S. . . . . . . . . . 116



LIST OF FIGURES 14910.6 Diagram of SIGLOC overhead. . . . . . . . . . . . . . . . . . . . 11711.1 A

usation message format. . . . . . . . . . . . . . . . . . . . . 122



List of Tables
1.1 Constants for the Link Code �eld in a HELLO. . . . . . . . . . . 293.1 OLSR atta
ks and their e�e
ts on the network. . . . . . . . . . . 505.1 Ellipti
 
urve parameters for global and lo
al keys. . . . . . . . . 645.2 Ben
hmarks for operations on global and lo
al keys (mse
). . . . . 645.3 Prote
tion o�ered from di�erent OLSR atta
ks in absen
e of 
om-promised nodes. . . . . . . . . . . . . . . . . . . . . . . . . . . 685.4 Comparison of message overhead for standard and se
ured OLSR. . 726.1 Ben
hmarks for di�erent 
iphers (mse
/op). . . . . . . . . . . . . 756.2 Signature length of di�erent 
iphers (bit). . . . . . . . . . . . . . 758.1 Prote
tion o�ered from di�erent OLSR atta
ks in presen
e of 
om-promised nodes. . . . . . . . . . . . . . . . . . . . . . . . . . . 959.1 Required proofs in an ADVSIG message. . . . . . . . . . . . . . . 9811.1 Misbehaviors, in order of in
reasing severity. . . . . . . . . . . . . 123



Bibliography[1℄ Imad Aad, Jean-Pierre Hubaux, and Edward W. Knightly. Denialof Servi
e resilien
e in ad ho
 networks. In Pro
eedings of the 10thAnnual International Conferen
e on Mobile Computing and Network-ing (MobiCom '04), Philadelphia, Pennsylvania, USA, September 26�O
tober 1 2004.[2℄ Cédri
 Adjih, Thomas Clausen, Philippe Ja
quet, Anis Laouiti, PaulMühlethaler, and Daniele Ra�o. Se
uring the OLSR proto
ol. InPro
eedings of the 2nd IFIP Annual Mediterranean Ad Ho
 NetworkingWorkshop (Med-Ho
-Net 2003), Mahdia, Tunisia, June 25�27 2003.[3℄ Cédri
 Adjih, Thomas Clausen, Anis Laouiti, Paul Mühlethaler, andDaniele Ra�o. Se
uring the OLSR routing proto
ol with or without
ompromised nodes in the network. Te
hni
al Report INRIA RR-5494,HIPERCOM Proje
t, INRIA Ro
quen
ourt, February 2005.[4℄ Cédri
 Adjih, Daniele Ra�o, and Paul Mühlethaler. Atta
ks againstOLSR: Distributed key management for se
urity. In 2005 OLSR In-terop and Workshop, E
ole Polyte
hnique, Palaiseau, Fran
e, July 28�29 2005.[5℄ J. Arkko, E. Carrara, F. Lindholm, M. Naslund, and K. Norrman.MIKEY: Multimedia Internet KEYing, August 2004. RFC 3830, Stan-dards Tra
k.[6℄ Daniel Augot, Raghav Bhaskar, Valérie Issarny, and Daniele Sa

hetti.An e�
ient Group Key Agreement proto
ol for ad ho
 networks. InPro
eedings of the 1st International Workshop on Trust, Se
urity andPriva
y for Ubiquitous Computing (TSPUC 2005), Taormina, Italy,June 12�16 2005.[7℄ Dirk Balfanz, D. K. Smetters, Paul Stewart, and H. Chi Wong. Talk-ing to strangers: Authenti
ation in ad-ho
 wireless networks. In Pro-
eedings of Network and Distributed System Se
urity Symposium 2002(NDSS '02), San Diego, CA, USA, February 2002.



152 BIBLIOGRAPHY[8℄ Stefano Basagni, Imri
h Chlamta
, Violet R. Syrotiuk, and Barry A.Woodward. A Distan
e Routing E�e
t Algorithm for Mobility(DREAM). In Pro
eedings of the 4th Annual ACM/IEEE Interna-tional Conferen
e on Mobile Computing and Networking (MobiCom'98), pages 76�84, Dallas, TX, USA, 1998. ACM Press.[9℄ Mihir Bellare, Ran Canetti, and Hugo Kraw
zyk. Keying hash fun
-tions for message authenti
ation. In Pro
eedings of the 16th An-nual International Cryptology Conferen
e on Advan
es in Cryptology(CRYPTO '96), pages 1�15. Springer-Verlag, 1996.[10℄ Mihir Bellare and Phillip Rogaway. Random ora
les are pra
ti
al: Aparadigm for designing e�
ient proto
ols. In Pro
eedings of the 1stACM Conferen
e on Computer and Communi
ations Se
urity (CCS'93), pages 62�73, Fairfax, VA, USA, November 3�5 1993.[11℄ Steven M. Bellovin. The se
urity �ag in the IPv4 header, April 1 2003.RFC 3514, Informational (!).[12℄ Raghav Bhaskar. Group Key Agreement in ad ho
 networks. Te
h-ni
al Report INRIA RR-4832, CODES and ARLES Proje
ts, INRIARo
quen
ourt, May 2003.[13℄ Uyless Bla
k. Internet Se
urity Proto
ols: Prote
ting IP Tra�
.Prenti
e-Hall In
., 2000.[14℄ B. H. Bloom. Spa
e/time tradeo�s in hash 
oding with allowable er-rors. Communi
ations of the ACM, 13(7):422�426, 1970.[15℄ L. Blunk and J. Vollbre
ht. PPP Extensible Authenti
ation Proto
ol(EAP), Mar
h 1998. RFC 2284, Standards Tra
k.[16℄ Dan Boneh and Matthew K. Franklin. Identity-Based En
ryption fromthe Weil pairing. Le
ture Notes in Computer S
ien
e, 2139:213�229,2001.[17℄ Dan Boneh, Ben Lynn, and Hovav Sha
ham. Short signatures fromthe Weil pairing. In Pro
eedings of the 7th International Conferen
eon the Theory and Appli
ation of Cryptology and Information Se
urity(Asia
rypt '01), pages 514�532, Gold Coast, Australia, De
ember 9�132001. Springer-Verlag.[18℄ Rajendra V. Boppana and Satyadeva P. Konduru. An Adaptive Dis-tan
e Ve
tor routing algorithm for mobile, ad ho
 networks. In Pro-
eedings of the 20th Annual Joint Conferen
e of the IEEE Computerand Communi
ations So
ieties (INFOCOM 2001), pages 1753�1762,2001.



BIBLIOGRAPHY 153[19℄ Kirk A. Bradley, Steven Cheung, Ni
k Puketza, Biswanath Mukherjee,and Ronald A. Olsson. Dete
ting disruptive routers: A distributednetwork monitoring approa
h. In Pro
eedings of the IEEE Symposiumon Resear
h in Se
urity and Priva
y (S & P 1998), pages 115�124,May 1998.[20℄ Sonja Bu
hegger and Jean-Yves Le Boude
. Performan
e analysis ofthe CONFIDANT proto
ol (Cooperation Of Nodes: Fairness In Dy-nami
 Ad-ho
 NeTworks). In Pro
eedings of the ACM Symposium onMobile Ad Ho
 Networking and Computing (MobiHo
 2002), EPFLLausanne, Switzerland, June 9�11 2002.[21℄ Levente Buttyán and Jean-Pierre Hubaux. Enfor
ing servi
e availabil-ity in mobile ad-ho
 WANs. In Pro
eedings of the IEEE/ACM Work-shop on Mobile Ad Ho
 Networking and Computing (MobiHo
 2000),Boston, MA, USA, August 2000.[22℄ Levente Buttyán and Jean-Pierre Hubaux. Stimulating 
ooperation inself-organizing mobile ad ho
 networks. ACM/Kluwer Mobile Networksand Appli
ations, 8(5), O
tober 2003.[23℄ Ran Canetti, Oded Goldrei
h, and Shai Halevi. The random ora
lemethodology, revisited. Journal of the ACM, 51(4):557�594, July 2004.[24℄ Stephen Carter and Ale
 Yasinsa
. Se
ure Position Aided Ad ho
Routing. In Pro
eedings of the IASTED International Conferen
e onCommuni
ations and Computer Networks (CCN '02), pages 329�334,November 4�6 2002.[25℄ Jae Choon Cha and Jung Hee Cheon. An identity-based signaturefrom gap Di�e-Hellman groups. In Pro
eedings of the 6th InternationalWorkshop on Theory and Pra
ti
e in Publi
 Key Cryptography (PKC'02), pages 18�30. Springer-Verlag, 2002.[26℄ Steven Cheung and Karl N. Levitt. Prote
ting routing infrastru
turesfrom Denial of Servi
e using 
ooperative intrusion dete
tion. In NewSe
urity Paradigms Workshop, 1997.[27℄ Thomas Clausen. The Optimized Link-State Rout-ing Proto
ol version 2, July 11 2005. Internet-Draft,draft-
lausen-manet-olsrv2-00.txt, work in progress.[28℄ Thomas Clausen, Philippe Ja
quet, and Laurent Viennot. Investigat-ing the impa
t of partial topology in proa
tive MANET routing proto-
ols. In Pro
eedings of the Fifth International Symposium on WirelessPersonal Multimedia Communi
ations (WPMC 2002), Waikiki, Hon-olulu, Hawaii, USA, O
tober 27�30 2002.



154 BIBLIOGRAPHY[29℄ Thomas Heide Clausen, Gitte Hansen, Lars Christensen, and GerdBehrmann. The Optimized Link State Routing proto
ol, evaluationthrough experiments and simulation. In Pro
eedings of the IEEESymposium on Wireless Personal Mobile Communi
ations, September2001.[30℄ Thomas Clausen (ed) and Emmanuel Ba

elli (ed). Se
uringOLSR problem statement, February 14 2005. Internet-Draft,draft-
lausen-manet-solsr-ps-00.txt, work in progress.[31℄ Thomas Clausen (ed) and Philippe Ja
quet (ed). Optimized Link StateRouting proto
ol (OLSR), O
tober 2003. RFC 3626, Experimental.[32℄ R. Coltun, D. Ferguson, and J. Moy. OSPF for IPv6, De
ember 1999.RFC 2740, Standards Tra
k.[33℄ Dorothy E. Denning and Giovanni Maria Sa

o. Timestamps in keydistribution proto
ols. Communi
ations of the ACM, 24(8):533�536,August 1981.[34℄ D. Dhillon, T. S. Randhawa, M. Wang, and L. Lamont. Implementinga fully distributed Certi�
ate Autorithy in an OLSR MANET. InPro
eedings of the IEEE Wireless Communi
ations and NetworkingConferen
e (WCNC 2004), Atlanta, Georgia, USA, Mar
h 21�25 2004.[35℄ With�eld Di�e and Martin Hellman. New dire
tions in 
ryptography.IEEE Transa
tions on Information Theory, 22(6):644�654, November1976.[36℄ Hans Dobbertin. The status of MD5 after a re
ent atta
k. RSA Labo-ratories CryptoBytes, 2(2), 1996.[37℄ Danny Dolev, Joseph Y. Halpern, Barbara Simons, and Ray Strong.Dynami
 fault-tolerant 
lo
k syn
hronization. Journal of the ACM,42(1):143�185, 1995.[38℄ Gopal Dommety and Raj Jain. Potential networking appli
ations ofGlobal Positioning Systems (GPS). Te
hni
al Report OSU TR-24, De-partment of Computer and Information S
ien
e, Ohio State University,April 1996.[39℄ John R. Dou
eur. The Sybil atta
k. In Pro
eedings of the 1st Inter-national Workshop on Peer-to-Peer Systems (IPTPS '02), Cambridge,MA, USA, Mar
h 7�8 2002.[40℄ D. Eastlake 3rd and P. Jones. US Se
ure Hash Algorithm 1 (SHA1),September 2001. RFC 3174, Informational.



BIBLIOGRAPHY 155[41℄ Laurent Es
henauer and Virgil D. Gligor. A key-management s
hemefor distributed sensor networks. In Pro
eedings of the 9th ACM Con-feren
e on Computer and Communi
ations Se
urity (CCS '02), pages41�47, Washington, DC, USA, 2002. ACM Press.[42℄ Broadband Radio A

ess Networks (BRAN); HIgh PErforman
e RadioLo
al Area Network (HIPERLAN) type 1; fun
tional spe
i�
ation.Te
hni
al Report EN 300 652 ref. REN/BRAN-10-01, ETSI, 1998.[43℄ Broadband Radio A

ess Networks (BRAN); HIPERLAN type 2; sys-tem overview. Te
hni
al Report TR 101 683 ref. DTR/BRAN-0023002,ETSI, 1997.[44℄ Broadband Radio A

ess Networks (BRAN); HIgh PErforman
e RadioLo
al Area Network (HIPERLAN) type 2; requirements and ar
hite
-tures for wireless broadband a

ess. Te
hni
al Report TR 101 031 ref.RTR/BRAN-0022001, ETSI, 1998.[45℄ Rob Fli
kenger. Building Wireless Community Networks. O'Reilly &Asso
iates In
., 2003.[46℄ Eran Gabber and Avishai Wool. How to prove where you are: tra
kingthe lo
ation of 
ustomer equipment. In Pro
eedings of the 5th ACMConferen
e on Computer and Communi
ations Se
urity (CCS '98),pages 142�149, San Fran
is
o, CA, USA, 1998. ACM Press.[47℄ Martin Gagné. Identity-Based En
ryption: a survey. RSA LaboratoriesCryptoBytes, 6(1):10�19, 2003.[48℄ J. J. Gar
ia-Luna-A
eves, Chane L. Fullmer, Ewerton Madruga, DavidBeyer, and Thane Frivold. Wireless Internet gateways (WINGs). InPro
eedings of the IEEE Military Communi
ations Conferen
e (MIL-COM '97), pages 1271�1276, Monterey, CA, USA, November 1997.[49℄ J.J. Gar
ia-Luna-A
eves, Mar
elo Spohn, and David Beyer. Sour
eTree Adaptive Routing (STAR) proto
ol, O
tober 22 1999. Internet-Draft, draft-ietf-manet-star-00.txt, work in progress.[50℄ Simson Gar�nkel and Gene Spa�ord. Web Se
urity, Priva
y & Com-mer
e. O'Reilly & Asso
iates In
., 2001.[51℄ Simson Gar�nkel, Gene Spa�ord, and Alan S
hwartz. Pra
ti
al Unix& Internet Se
urity. O'Reilly & Asso
iates In
., 2003.[52℄ Mario Gerla, Xiaoyan Hong, Li Ma, and Guangyu Pei. Landmarkrouting proto
ol (LANMAR) for large s
ale ad ho
 networks, Novem-ber 17 2002. Internet-Draft, draft-ietf-manet-lanmar-05.txt, workin progress.



156 BIBLIOGRAPHY[53℄ Mario Gerla, Xiaoyan Hong, and Guangyu Pei. Landmark routingfor large ad ho
 wireless networks. In Pro
eedings of the IEEE GlobalCommuni
ations Conferen
e (GLOBECOM 2000), San Fran
is
o, CA,USA, November 2000.[54℄ Mario Gerla, Xiaoyan Hong, and Guangyu Pei. Fisheye State Routingproto
ol (FSR) for ad ho
 networks, June 17 2002. Internet-Draft,draft-ietf-manet-fsr-03.txt, work in progress.[55℄ Li Gong. A se
urity risk depending on syn
hronized 
lo
ks. ACMOperating System Review, 26(1):49�53, 1992.[56℄ Li Gong. Variations on the themes of message freshness and replay � orthe di�
ulty of devising formal methods to analyze 
ryptographi
 pro-to
ols. In Pro
eedings of the Computer Se
urity Foundations WorkshopVI, pages 131�136. IEEE Computer So
iety Press, 1993.[57℄ Zygmunt J. Haas. A new routing proto
ol for the re
on�gurable wire-less networks. In Pro
eedings of the 6th IEEE International Conferen
eon Universal Personal Communi
ations (ICUPC '97), volume 2, pages562�566, San Diego, CA, USA, O
tober 1997.[58℄ Zygmunt J. Haas, Mar
 R. Pearlman, and Prin
e Samar. The InterzoneRouting Proto
ol (IERP) for ad ho
 networks, July 2002. Internet-Draft, draft-ietf-manet-zone-ierp-02.txt, work in progress.[59℄ Zygmunt J. Haas, Mar
 R. Pearlman, and Prin
e Samar. The IntrazoneRouting Proto
ol (IARP) for ad ho
 networks, July 2002. Internet-Draft, draft-ietf-manet-zone-iarp-02.txt, work in progress.[60℄ Andreas Hafslund, Andreas Tønnesen, Roar Bjørgum Rotvik, Jon An-dersson, and Øivind Kure. Se
ure extension to the OLSR proto
ol. In2004 OLSR Interop and Workshop, San Diego, CA, USA, August 6�72004.[61℄ D. Harkins and D. Carrel. The Internet Key Ex
hange (IKE), Novem-ber 1998. RFC 2409, Standards Tra
k.[62℄ H. Harney and C. Mu
kenhirn. Group Key Management Proto
ol(GKMP) spe
i�
ation, July 1997. RFC 2093, Experimental.[63℄ Jonathan S. Held and John R. Bowers. Se
uring E-Business Appli
a-tions and Communi
ations. Auerba
h Publi
ations, 2001.[64℄ Fan Hong, Liang Hong, and Cai Fu. Se
ure OLSR. In Pro
eedingsof the 19th IEEE International Conferen
e on Advan
ed InformationNetworking and Appli
ations (AINA '05), Tamkang University, Tai-wan, Mar
h 28�30 2005.



BIBLIOGRAPHY 157[65℄ Yih-Chun Hu, David B. Johnson, and Adrian Perrig. SEAD: Se
uree�
ient distan
e ve
tor routing for mobile wireless ad ho
 networks. InPro
eedings of the 4th IEEE Workshop on Mobile Computing Systems& Appli
ations (WMCSA 2002), pages 3�13, Cali
oon, NY, USA, June2002.[66℄ Yih-Chun Hu, Adrian Perrig, and David B. Johnson. Ariadne: A se
ureon-demand routing proto
ol for ad ho
 networks. In Pro
eedings of the8th Annual ACM International Conferen
e on Mobile Computing andNetworking (MobiCom '02), September 2002.[67℄ Yih-Chun Hu, Adrian Perrig, and David B. Johnson. Pa
ket leashes:A defense against wormhole atta
ks in wireless ad ho
 networks. InPro
eedings of the Twenty-Se
ond Annual Joint Conferen
e of theIEEE Computer and Communi
ations So
ieties (INFOCOM 2003),San Fran
is
o, CA, USA, April 2003.[68℄ Yih-Chun Hu, Adrian Perrig, and David B. Johnson. Rushing atta
ksand defense in wireless ad ho
 network routing proto
ols. In Pro
eed-ings of the 2003 ACM Workshop on Wireless Se
urity, pages 30�40,San Diego, CA, USA, 2003. ACM Press.[69℄ Jean-Pierre Hubaux, Levente Buttyán, and Sr�an �apkun. The questfor se
urity in mobile ad ho
 networks. In Pro
eedings of the ACMSymposium on Mobile Ad Ho
 Networking and Computing (MobiHo
2001), 2001.[70℄ John R. Hughes, Tuomas Aura, and Matt Bishop. Using 
onservationof �ow as a se
urity me
hanism in network proto
ols. In Pro
eedingsof the IEEE Symposium on Resear
h in Se
urity and Priva
y (S & P2000), pages 131�132, May 14�17 2000.[71℄ Part 11: Wireless LAN Medium A

ess Control (MAC) and Physi
alLayer (PHY) spe
i�
ations: High-speed physi
al layer in the 5 GHzband. Te
hni
al Report IEEE Std 802-11a-1999(R2003), IEEE, 2003.ISO/IEC 8802-11:1999/Amd 1:2000(E).[72℄ Part 11: Wireless LAN Medium A

ess Control (MAC) and Physi
alLayer (PHY) spe
i�
ations: Higher-speed physi
al layer extension inthe 2.4 GHz band. Te
hni
al Report IEEE Std 802.11b-1999 (R2003),IEEE, 2003.[73℄ Part 11: Wireless LAN Medium A

ess Control (MAC) and Physi
alLayer (PHY) spe
i�
ations: Amendment 4: Further higher data rateextension in the 2.4 GHz band. Te
hni
al Report IEEE Std 802.11g-2003, IEEE, 2003.



158 BIBLIOGRAPHY[74℄ Part 11: Wireless LAN Medium A

ess Control (MAC) and Physi
alLayer (PHY) spe
i�
ations: Amendment 6: Medium A

ess Control(MAC) se
urity enhan
ements. Te
hni
al Report IEEE Std 802.11i-2004, IEEE, 2004.[75℄ Part 16: Air interfa
e for �xed broadband wireless a

ess systems.Te
hni
al Report IEEE Std 802.16-2001, IEEE, 2002.[76℄ Standard spe
i�
ations for publi
 key 
ryptogra-phy. Te
hni
al Report IEEE 1363-2000, IEEE, 2000.http://grouper.ieee.org/groups/1363/P1363.[77℄ Standard spe
i�
ations for publi
 key 
ryptography - amendment 1:Additional te
hniques. Te
hni
al Report IEEE 1363A-20004, IEEE,2004. http://grouper.ieee.org/groups/1363/P1363a.[78℄ Shui
hi Isida, Eriko Ando, and Yasuko Fukuzawa. Se
ure routing fun
-tions for OLSR proto
ol. In 2005 OLSR Interop and Workshop, E
olePolyte
hnique, Palaiseau, Fran
e, July 28�29 2005.[79℄ Philippe Ja
quet, Paul Mühlethaler, Thomas Clausen, Anis Laouiti,Amir Qayyum, and Laurent Viennot. Optimized Link State Routingproto
ol for ad ho
 networks. In Pro
eedings of the IEEE InternationalMultitopi
 Conferen
e (INMIC 2001), Pakistan, 2001.[80℄ Philippe Ja
quet, Pas
ale Minet, Anis Laouiti, Laurent Vien-not, Thomas Clausen, and Cédri
 Adjih. Multi
ast Opti-mized Link State Routing, November 2001. Internet-Draft,draft-ietf-manet-olsr-molsr-01.txt, work in progress.[81℄ Mingliang Jiang, Jinyang Li, and Y. C. Tay. Cluster BasedRouting Proto
ol (CBRP), August 14 1999. Internet-Draft,draft-ietf-manet-
brp-spe
-01.txt, work in progress.[82℄ David B. Johnson and David A. Maltz. Dynami
 Sour
e Routing inad ho
 wireless networks. In Imielinski and Korth, editors, MobileComputing, volume 353, pages 153�181. Kluwer A
ademi
 Publishers,1996.[83℄ David B. Johnson, David A. Maltz, and Yih-Chun Hu. The Dy-nami
 Sour
e Routing proto
ol for mobile ad ho
 networks (DSR),July 19 2004. Internet-Draft, draft-ietf-manet-dsr-10.txt, workin progress.[84℄ Brad Karp and H. T. Kung. GPSR: Greedy Perimeter Stateless Rout-ing for wireless networks. In Mobile Computing and Networking, pages243�254, 2000.



BIBLIOGRAPHY 159[85℄ S. Kent and R. Atkinson. IP Authenti
ation Header, November 1998.RFC 2402, Standards Tra
k.[86℄ S. Kent and R. Atkinson. IP En
apsulating Se
urity Payload (ESP),November 1998. RFC 2406, Standards Tra
k.[87℄ S. Kent and R. Atkinson. Se
urity ar
hite
ture for the Internet Pro-to
ol, November 1998. RFC 2401, Standards Tra
k.[88℄ Young-Bae Ko and Nitin H. Vaidya. Lo
ation-Aided Routing (LAR)in mobile ad ho
 networks. In Pro
eedings of the 4th AnnualACM/IEEE International Conferen
e on Mobile Computing and Net-working (MobiCom '98), pages 66�75, Dallas, TX, USA, 1998. ACMPress.[89℄ Neal Koblitz and Alfred Menezes. Pairing-based 
ryptography at highse
urity levels. Te
hni
al Report CACR 2005-08, University of Water-loo, Waterloo, Ontario, Canada, 2005.[90℄ Jiejun Kong, Petros Zerfos, Haiyun Luo, Songwu Lu, and Lixia Zhang.Providing robust and ubiquitous se
urity support for mobile ad-ho
networks. In 9th IEEE International Conferen
e on Network Proto
ols(ICNP 2001), pages 251�260, 2001.[91℄ H. Kraw
zyk, M. Bellare, and R. Canetti. HMAC: Keyed-hashing formessage authenti
ation, February 1997. RFC 2104, Informational.[92℄ Aleksandar Kuzmanovi
 and Edward W. Knightly. Low-rate TCP-targeted Denial of Servi
e atta
ks (The shrew vs. the mi
e and ele-phants). In Pro
eedings of the 2003 Conferen
e of the Spe
ial InterestGroup on Data Communi
ation (SIGCOMM '03), pages 75�86, Karl-sruhe, Germany, 2003. ACM Press.[93℄ Leslie Lamport. Time, 
lo
ks, and the ordering of events in a dis-tributed system. Communi
ations of the ACM, 21(7):558�565, July1978.[94℄ Leslie Lamport, Robert Shostak, and Marshall Pease. The Byzantinegenerals problem. ACM Transa
tions on Programming Languages andSystems, 4(3):382�401, 1982.[95℄ Anis Laouiti. Uni
ast et Multi
ast dans les réseaux ad ho
 sans �l.PhD thesis, Université de Versailles Saint-Quentin-en-Yvelines, 2002.[96℄ Seungjoon Lee, Bohyung Han, and Minho Shin. Robust routing inwireless ad ho
 networks. In 2002 International Conferen
e on ParallelPro
essing Workshops (ICPPW '02), Van
ouver, Canada, August 18�21 2002.



160 BIBLIOGRAPHY[97℄ Donggang Liu and Peng Ning. Establishing pairwise keys in distributedsensor networks. In Pro
eedings of the 10th ACM Conferen
e on Com-puter and Communi
ations Se
urity (CCS '03), pages 52�61, Wash-ington, DC, USA, 2003. ACM Press.[98℄ Pete Loshin (
ompiler). Big Book of IPse
 RFCs. Morgan KaufmannPublishers, 2000.[99℄ Gavin Lowe. Breaking and �xing the Needham-S
hroeder publi
-keyproto
ol using FDR. In Tools and Algorithms for the Constru
tion andAnalysis of Systems (TACAS), volume 1055, pages 147�166. Springer-Verlag, 1996.[100℄ Haiyun Luo, Petros Zerfos, Jiejun Kong, Songwu Lu, and Lixia Zhang.Self-se
uring ad ho
 wireless networks. In Pro
eedings of the 7th IEEESymposium on Computers and Communi
ations (ISCC '02), 2002.[101℄ Ben Lynn. Authenti
ated Identity-Based En
ryption. CryptologyePrint Ar
hive, Report 2002/072, June 4 2002.[102℄ Davor Males and Guy Pujolle. Wi-Fi par la pratique. Groupe Eyrolles,2002.[103℄ John Marshall. An analysis of SRP for mobile ad ho
 networks. In Pro-
eedings of the 2002 International Multi
onferen
e in Computer S
i-en
e, Las Vegas, USA, August 18�21 2002.[104℄ Sergio Marti, T. J. Giuli, Kevin Lai, and Mary Baker. Mitigatingrouting misbehavior in mobile ad ho
 networks. Mobile Computingand Networking, pages 255�265, 2000.[105℄ D. Maughan, M. S
hertler, M. S
hneider, and J. Turner. Internet Se
u-rity Asso
iation and Key Management Proto
ol (ISAKMP), November1998. RFC 2408, Standards Tra
k.[106℄ Alfred J. Menezes, Paul C. van Oors
hot, and S
ott A. Van-stone. Handbook of Applied Cryptography. CRC Press, 2001.http://www.
a
r.math.uwaterloo.
a/ha
.[107℄ Ralph C. Merkle. Proto
ols for publi
 key 
ryptosystems. In Pro
eed-ings of the IEEE Symposium on Se
urity and Priva
y, Oakland, CA,USA, April 14�16 1980.[108℄ Paul Mühlethaler. 802.11 et les réseaux sans �l. Groupe Eyrolles, 2002.[109℄ Ondrej Mikle. Pra
ti
al atta
ks on digital signatures using MD5 mes-sage digest. Cryptology ePrint Ar
hive, Report 2004/356, 2004.[110℄ J. Moy. OSPF version 2, April 1998. RFC 2328, Standards Tra
k.



BIBLIOGRAPHY 161[111℄ Shree Murthy and J. J. Gar
ia-Luna-A
eves. An e�
ient routing proto-
ol for wireless networks. Mobile Networks and Appli
ations, 1(2):183�197, 1996.[112℄ Roger M. Needham and Mi
hael D. S
hroeder. Using en
ryption forauthenti
ation in large networks of 
omputers. Communi
ations of theACM, 21(12):993�999, De
ember 1978.[113℄ Se
ure Hash Signature Standard (SHS). Te
hni
al Report FIPS PUB180-2, NIST, August 1 2002.[114℄ Digital Signature Standard (DSS). Te
hni
al Report FIPS PUB 186-2,NIST, January 27 2000.[115℄ R. Ogier, F. Templin, and M. Lewis. Topology dissemination Basedon Reverse-Path Forwarding (TBRPF), February 2004. RFC 3684,Experimental.[116℄ Panagiotis Papadimitratos and Zygmunt J. Haas. Se
ure routing formobile ad ho
 networks. In Pro
eedings of the SCS Communi
ationNetworks and Distributed Systems Modeling and Simulation Confer-en
e (CNDS 2002), San Antonio, TX, USA, January 27�31 2002.[117℄ Panagiotis Papadimitratos and Zygmunt J. Haas. Se
ure link staterouting for mobile ad ho
 networks. In Pro
eedings of the 2003 In-ternational Symposium on Appli
ations and the Internet (SAINT '03),Orlando, FL, USA, January 28 2003.[118℄ Guangyu Pei, Mario Gerla, and Tsu-Wei Chen. Fisheye State Routing:A routing s
heme for ad ho
 wireless networks. In Pro
eedings of theIEEE International Conferen
e on Communi
ations (ICC 2000), pages70�74, New Orleans, LA, USA, June 2000.[119℄ C. Perkins, E. Belding-Royer, and S. Das. Ad ho
 On-demand Distan
eVe
tor (AODV) routing, July 2003. RFC 3561, Experimental.[120℄ Charles E. Perkins and Pravin Bhagwat. Highly dynami
 Destination-Sequen
ed Distan
e-Ve
tor routing (DSDV) for mobile 
omputers. InPro
eedings of the SIGCOMM '94 Conferen
e on Communi
ations Ar-
hite
tures, Proto
ols and Appli
ations, pages 234�244, London, UnitedKingdom, 1994. ACM Press.[121℄ Charles E. Perkins and Elizabeth M. Royer. Ad-ho
 on-demand dis-tan
e ve
tor routing. In Pro
eedings of the 2nd IEEE Workshop onMobile Computer Systems and Appli
ations, New Orleans, LA, USA,February 25�26 1999.



162 BIBLIOGRAPHY[122℄ Radia Perlman. Network layer proto
ols with Byzantine robustness.PhD thesis, Massa
hussets Institute of Te
hnology, 1988.[123℄ Adrian Perrig. The BiBa one-time signature and broad
ast authenti
a-tion proto
ol. In Pro
eedings of the 8th ACM Conferen
e on Computerand Communi
ations Se
urity (CCS '01), pages 28�37, 2001.[124℄ Adrian Perrig, Ran Canetti, Dawn Song, and J. D. Tygar. E�
ient andse
ure sour
e authenti
ation for multi
ast. In Pro
eedings of the Net-work and Distributed System Se
urity Symposium (NDSS '01), pages35�46, February 2001.[125℄ Adrian Perrig, Ran Canetti, Doug Tygar, and Dawn Song. E�
ientauthenti
ation and signature of multi
ast streams over lossy 
hannels.In Pro
eedings of the IEEE Symposium on Resear
h in Se
urity andPriva
y (S & P 2000), pages 56�73, May 14�17 2000.[126℄ Raymond L. Pi
kholtz, Donald L. S
hilling, and Lauren
e B. Milstein.Theory of spread spe
trum 
ommuni
ations � a tutorial. IEEE Trans-a
tions on Communi
ations, 30(5):855�884, May 1982.[127℄ Ri
ardo Sta
iarini Puttini. A se
urity model for mobile ad ho
 net-works. PhD thesis, University of Brasilia, 2004.[128℄ Ri
ardo Sta
iarini Puttini, Ludovi
 Me, and Rafael Timóteo de Sousa.Certi�
ation and authenti
ation servi
es for se
uring MANET routingproto
ols. In Pro
eedings of the 5th IFIP TC6 International Confer-en
e on Mobile and Wireless Communi
ations Networks, Singapore,O
tober 2003.[129℄ Amir Qayyum, Laurent Viennot, and Anis Laouiti. Multipoint relay-ing: An e�
ient te
hnique for �ooding in mobile wireless networks.Te
hni
al Report INRIA RR-3898, HIPERCOM Proje
t, INRIA Ro
-quen
ourt, 2000.[130℄ Daniele Ra�o, Cédri
 Adjih, Thomas Clausen, and Paul Mühlethaler.An advan
ed signature system for OLSR. In Pro
eedings of the2004 ACM Workshop on Se
urity of Ad Ho
 and Sensor Networks(SASN '04), pages 10�16, Washington, DC, USA, O
tober 25 2004.ACM Press.[131℄ Daniele Ra�o, Cédri
 Adjih, Thomas Clausen, and Paul Mühlethaler.OLSR with GPS information. In Pro
eedings of the 2004 InternetConferen
e (IC 2004), Tsukuba, Japan, O
tober 28�29 2004.[132℄ Daniele Ra�o, Cédri
 Adjih, Thomas Clausen, and Paul Mühlethaler.Se
uring OLSR using node lo
ations. In Pro
eedings of 2005 Euro-



BIBLIOGRAPHY 163pean Wireless (EW 2005), pages 437�443, Ni
osia, Cyprus, April 10�132005.[133℄ Leonid Reyzin and Natan Reyzin. Better than BiBa: Short one-time signatures with fast signing and verifying. In Pro
eedings of the7th Australian Conferen
e on Information Se
urity and Priva
y, pages144�153. Springer-Verlag, 2002.[134℄ R. Rivest. The MD5 Message-Digest algorithm, April 1992. RFC 1321.[135℄ Ronald Rivest, Adi Shamir, and Leonard Adleman. A method forobtaining digital signatures and publi
-key 
ryptosystems. Communi-
ations of the ACM, 21(2):120�126, February 1978.[136℄ RSA 
ryptography standard. Te
hni
al ReportPKCS #1 v2.1, RSA Laboratories, June 14 2002.ftp://ftp.rsase
urity.
om/pub/pk
s/pk
s-1/pk
s-1v2-1.pdf.[137℄ Kimaya Sanzgiri, Bridget Dahill, Brian Neil Levine, Clay Shields, andElizabeth M. Belding-Royer. A se
ure routing proto
ol for ad ho
networks. In Pro
eedings of the 10th IEEE International Conferen
e onNetwork Proto
ols (ICNP '02), pages 78�89. IEEE Computer So
iety,2002.[138℄ Andreas Savvides, Chih-Chieh Han, and Mani B. Strivastava. Dynami
�ne-grained lo
alization in ad-ho
 networks of sensors. In Pro
eedingsof the 7th Annual International Conferen
e on Mobile Computing andNetworking, pages 166�179, Rome, Italy, July 16�21 2001. ACM Press.[139℄ Bru
e S
hneier. Applied Cryptography: Proto
ols, Algorithms, andSour
e Code in C. John Wiley & Sons, 1995.[140℄ Bru
e S
hneier. Se
rets and Lies: Digital Se
urity in a NetworkedWorld. John Wiley & Sons, 2000.[141℄ Adi Shamir. How to share a se
ret. Communi
ations of the ACM,22(11):612�613, 1979.[142℄ Adi Shamir. Identity-based 
ryptosystems and signature s
hemes. InPro
eedings of CRYPTO '84 on Advan
es in Cryptology, pages 47�53,Santa Barbara, CA, USA, 1984. Springer-Verlag New York, In
.[143℄ Vi
tor Shoup. Pra
ti
al threshold signatures. In Pro
eedings of Euro-
rypt 2000, pages 207�220, 2000.[144℄ Frank Stajano and Ross Anderson. The resurre
ting du
kling: Se
urityissues for ad-ho
 wireless networks. In Se
urity Proto
ols, 7th Inter-national Workshop Pro
eedings, Le
ture Notes in Computer S
ien
e,1999.



164 BIBLIOGRAPHY[145℄ Jennifer G. Steiner, Cli�ord Neuman, and Je�rey I. S
hiller. Kerberos:An authenti
ation servi
e for open network systems. In Pro
eedings ofthe Usenix Winter Conferen
e, pages 191�202, Berkeley, CA, USA,February 1988.[146℄ Mi
hael Steiner, Gene Tsudik, and Mi
hael Waidner. Di�e-Hellmankey distribution extended to group 
ommuni
ation. In Pro
eedings ofthe 3rd ACM Conferen
e on Computer and Communi
ations Se
urity(CCS '96), pages 31�37, New Delhi, India, 1996. ACM Press.[147℄ Mi
hael Steiner, Gene Tsudik, and Mi
hael Waidner. Key agreement indynami
 peer groups. IEEE Transa
tions on Parallel and DistributedSystems, 11(8):769�780, 2000.[148℄ Stephen A. Thomas. SSL & TLS Essentials: Se
uring the Web. JohnWiley & Sons, 2000.[149℄ Fouad A. Tobagi and Leonard Kleinro
k. Pa
ket swit
hing in radio
hannels: Part II � the hidden terminal problem in Carrier SenseMultiple-A

ess and the busy-tone solution. IEEE Transa
tions onCommuni
ations, 23(12):1417�1433, De
ember 1975.[150℄ Data sheet and spe
i�
ations for Thunderbolt GPS dis
iplined 
lo
k.Te
hni
al report, Trimble Navigation Limited, Sunnyvale, CA, USA,2000. http://www.trimble.
om.[151℄ Sr�an �apkun, Levente Buttyán, and Jean-Pierre Hubaux. Self-organized publi
-key management for mobile ad ho
 networks. InPro
eedings of the ACM International Workshop on Wireless Se
urity(WiSe), 2002.[152℄ Sr�an �apkun, Levente Buttyán, and Jean-Pierre Hubaux. Smallworlds in se
urity systems: an analysis of the PGP 
erti�
ate graph. InPro
eedings of the 2002 Workshop on New Se
urity Paradigms, pages28�35, Virginia Bea
h, Virginia, USA, 2002. ACM Press.[153℄ Sr�an �apkun, Maher Hamdi, and Jean-Pierre Hubaux. GPS-free po-sitioning in mobile ad ho
 networks. In Pro
eedings of the Hawaii In-ternational Conferen
e on System S
ien
es (HICSS-34), Maui, Hawaii,USA, January 3�6 2001.[154℄ Sr�an �apkun, Jean-Pierre Hubaux, and Markus Ja
obsson. Se
ureand priva
y-preserving 
ommuni
ation in hybrid ad ho
 networks.Te
hni
al Report IC/2004/10, Swiss Federal Institute of Te
hnologyLausanne (EPFL), Lausanne, Switzerland and RSA Laboratories, Bed-ford, MA, USA, 2004.



BIBLIOGRAPHY 165[155℄ John R. Vig. Introdu
tion to quartz frequen
y standards. Te
hni
alReport SLCET-TR-92-1, Army Resear
h Laboratory, Ele
troni
s andPower Sour
es Dire
torate, Fort Monmouth, NJ, USA, O
tober 1992.[156℄ Xiaoyun Wang and Hongbo Yu. How to break MD5 and other hashfun
tions. In Pro
eedings of Euro
rypt 2005, Aarhus, Denmark, May22�26 2005.[157℄ Brian Weis. The use of RSA signatures within ESP and AH, O
tober2004. Internet-Draft, draft-ietf-mse
-ipse
-signatures-02.txt,work in progress.[158℄ Eli Winjum, Anne Marie Hegland, Pål Spilling, and Øivind Kure. Aperforman
e evaluation of se
urity s
hemes proposed for the OLSRproto
ol. In Pro
eedings of the IEEE Military Communi
ations Con-feren
e (MILCOM 2005) (to appear), Atlanti
 City, NJ, USA, O
tober17�21 2005.[159℄ Eli Winjum, Øivind Kure, and Pål Spilling. Trust metri
 routing inmobile wireless ad ho
 networks. In Pro
eedings of World WirelessCongress 2004, San Fran
is
o, CA, USA, May 25�28 2004.[160℄ Eli Winjum, Pål Spilling, and Øivind Kure. Trust metri
 routing toregulate routing 
ooperation in mobile wireless ad ho
 networks. InPro
eedings of 2005 European Wireless (EW 2005), pages 399�406,Ni
osia, Cyprus, April 10�13 2005.[161℄ Ale
 Yasinsa
, Vikram Thakur, Stephen Carter, and Ilkay Cubuk
u.A family of proto
ols for group key generation in ad ho
 networks. InPro
eedings of the IASTED International Conferen
e on Communi
a-tions and Computer Networks (CCN '02), pages 183�187, November4�6 2002.[162℄ Seung Yi and Robin Kravets. Pra
ti
al PKI for ad ho
 wireless net-works. Te
hni
al Report UIUCDCS-R-2002-2273 UILU-ENG-2002-1717, University of Illinois at Urbana-Champaign, USA, August 2001.[163℄ Seung Yi, Prasad Naldurg, and Robin Kravets. Se
urity-aware ad-ho
routing for wireless networks. In Pro
eedings of the ACM Symposiumon Mobile Ad Ho
 Networking and Computing (MobiHo
 2001), LongBea
h, CA, USA, O
tober 2001.[164℄ Manel Guerrero Zapata. Se
ure Ad ho
 On-demand Dis-tan
e Ve
tor (SAODV) routing, Mar
h 17 2005. Internet-Draft,draft-guerrero-manet-saodv-03.txt, work in progress.[165℄ Lidong Zhou and Zygmunt J. Haas. Se
uring ad ho
 networks. IEEENetwork, 13(6):24�30, 1999.



166 BIBLIOGRAPHY[166℄ Lidong Zhou, Fred B. S
hneider, and Robbert Van Renesse. COCA:A se
ure distributed online 
erti�
ation authority. ACM Transa
tionson Computer Systems, 20(4):329�368, 2002.[167℄ Philip Zimmermann. The O�
ial PGP User's Guide. MIT Press,1995. http://www.pgpi.org.


